IP Commands

This chapter describes the function and displays the syntax of IP
commands. For more information about defaults and usage guidelines,
see the corresponding chapter of Rmuter Poducts Command
Referenceublication.

[no] access-clasaccess-list-numbdfin | out}

To restrict incoming and outgoing connections between a particular
virtual terminal line (into a Cisco diee) and the addresses in an access
list, use theaccess-claskne configuration commandoTemove access
restrictions, use theo form of this command.

access-list-  Number of an access list. This is a decimal
number number from 1 through 99.

in Restricts incoming connections between a
particular Cisco device and the addresses in the
access list.

out Restricts outgoing connections between a
particular Cisco device and the addresses in the
access list.

To define an extended IP access list, use the extended version of the
access-lisglobal configuration command. To remove the access lists,
use theno form of this command.

access-list-  Number of an access list. This is a decimal

number number from 100 through 199.
deny Denies access if the conditions are matched.
permit Permits access if the conditions are matched.
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protocol

source

source-
wildcard

Name or number of an IP protocol. It can be one
of the keyword=igrp, gre, icmp, igmp, igrp, ip,
ipinip, nos ospf, tcp, orudp, or an integer in the
range 0 through 255 representing an IP protocol
number. ® match an Internet protocol, including
ICMP, TCP, and UDP, use the keywapd Some
protocols allow further qualifiers described below.

Number of the network or host from which the
packet is being sent. There are three alternative
ways to specify the source:

e Use a 32-bit quantity in four-part
dotted-decimal format.

» Use the keywordny as an abbreviation for a
sourceandsource-wildcarcbf 0.0.0.0
255.255.255.255.

» Usehostsourceas an abbreviation forsource
andsource-wildcardbf source0.0.0.0.

Wildcard bits to be applied to source. There are
three alternative ways to specify the source
wildcard:

e Use a 32-bit quantity in four-part
dotted-decimal format. Place ones in the bit
positions you want to ignore.

» Use the keywordny as an abbreviation for a
sourceandsource-wildcardof 0.0.0.0
255.255.255.255.

» Usehostsourceas an abbreviation forsource
andsource-wildcardbf source0.0.0.0.
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destination  Number of the network or host to which the
packet is being sent. There are three alternative
ways to specify the destination:

e Use a 32-bit quantity in four-part
dotted-decimal format.

» Use the keywordny as an abbreviation for the
destinationanddestination-wildcarcf 0.0.0.0
255.255.255.255.

» Usehostdestinationas an abbreviation for a
destinationanddestination-wildcarcf
destination0.0.0.0.

destination-  Wildcard bits to be applied to the destination.
wildcard There are three alternative ways to specify the
destination wildcard:

» Use a 32-bit quantity in four-part
dotted-decimal format. Place ones in the bit
positions you want to ignore.

» Use the keywordny as an abbreviation for a
destinationanddestination-wildcarcbf 0.0.0.0
255.255.255.255.

» Usehostdestinationas an abbreviation for a
destinationanddestination-wildcarcf
destination0.0.0.0.

precedence (Optional) Packets can be filtered by precedence

precedence level, as specified by a number from 0 to 7 or by
name as listed in the “Precedence Names” table in
the Router Products Command Reference
publication.

tostos (Optional) Packets can be filtered by type of
service level, as specified by a number from 0 to
15 or by name as listed in the “Type of Service
Names” table in th®outer Products Command
Referenceublication.

icmp-type (Optional) ICMP packts can be filtered by ICMP
message type. The type is a number from 0 to 255.
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icmp-code (Optional) ICMP packets which are filtered by
ICMP message type can also be filtered by the
ICMP message code. The code is a number from 0

to 255.
icmp- (Optional) ICMP packets can be filtered by an
message ICMP message type name or ICMP message type

and code name. The possible names are found in
the “ICMP Message Type Names” table in the
Router Products Command Referepablication.

igmp-type (Optional) IGMP packts can be filtered by IGMP
message type or message name. A message type is
a number from 0 to 15. IGMP message names are
listed in the “IGMP Message Names” table in the
Router Products Command Referepeblication.

operator (Optional) Compares source or destination ports.
Possible operands inclutte(less than)gt
(greater thankq (equal),neq (not equal), and
range (inclusive range).

If the operator is positioned after theurceand
source-wildcardit must match the source port.

If the operator is positioned after ttestination
anddestination-wildcardit must match the
destination port.

Therange operator requires two port numbers.
All other operators require one port number.

port (Optional) The decimal number or name of a TCP
or UDP port. A port number is a number from O to
65535. TCP port names are listed in the “TCP
Port Names” table in thRouter Products
Command Referengriblication. TCP port names
can only be used when filtering TCP.

UDP port names are listed in the section “UDP
Port Names” table in thRouter Products
Command Referengriblication. UDP port
names can only be used when filtering UDP.
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established (Optional) For the TCP protocol only: Indicates
an established connection. A match occurs if the
TCP datagram has the ACK or RST bits set. The
nonmatching case is that of the initial TCP
datagram to form a connection.

log (Optional) Causes an informational logging
message about the patkhat matches the entry to
be sent to the console. (The level of messages
logged to the console is controlled by tbeging
consolecommand.)

The message includes the access list number,
whether the packet was permitted or denied; the
protocol, whether it was TCP, UDP, ICMP or a
number; and, if appropriate, the source and
destination addresses and source and destination
port numbers. The message is generated for the
first packet that matches, and then at 5-minute
intervals, including the number of packets
permitted or denied in the prior 5-minute interval.

access-liseccess-list-numbdrdeny | permit} source[source-wildcardl
no access-lisaccess-list-number

To define a standard IP access list, use the standard version of the
access-lisglobal configuration command. To remove a standard access
lists, use th&o form of this command.

access-list-  Number of an access list. This is a decimal

number number from 1 through 99.
deny Denies access if the conditions are matched.
permit Permits access if the conditions are matched.
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source Number of the network or host from which the
packet is being sent. There are two alternative
ways to specify the source:

e Use a 32-bit quantity in four-part
dotted-decimal format.

» Use the keywordny as an abbreviation for a
sourceandsource-wildcardof 0.0.0.0
255.255.255.255.

source- (Optional) Wildcard bits to be applied to the
wildcard source There are two alternative ways to specify
the source wildcard:

* Use a 32-bit quantity in four-part
dotted-decimal format. Place ones in the bit
positions you want to ignore.

» Use the keyworeny as an abbreviation for a
sourceandsource-wildcardof 0.0.0.0
255.255.255.255.

access-liseccess-list-numbdrdeny | permit} protocol source
source-wildcard destination destination-wildcgmtecedence
precedenck[tos tog [log]

no access-lisaccess-list-number

access-liseccess-list-numbdrdeny | permit} icmp source
source-wildcard destination destination-wildcgrdmp-type
[icmp-codé | icmp-messaddprecedencerecedencitostod [log]

For ICMP, you can also use the syntax shown above.

access-liseccess-list-numbdrdeny | permit} igmp source
source-wildcard destination destination-wildcdrigmp-typé
[precedenceprecedencE[tos tog [log]

For IGMP, you can also use the syntax shown above.
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access-liseccess-list-numbdrdeny | permit} tcp source
source-wildcard operator port[port]] destination
destination-wildcardoperator port[port]] [ established
[precedenceprecedenci[tos tog [log]

For TCP, you can also use the the syntax shown above.

access-liseccess-list-numbdrdeny | permit} udp source
source-wildcard operator port[port]] destination
destination-wildcardopeator port[port]] [ precedenceprecedencke
[tostod [log]

For UDP, you can also use the syntax shown above.

[no] arp ip-address hardware-address tyjadias]

To add a permanent entry in the ARP cache, usarthglobal
configuration commandolremae an entry from the ARP cache, use the
no form of this command.

ip-address IP address in four-part dotted-decimal
format corresponding to the local data link
address.

hardware-address Local data link address (a 48-bit address).

type Encapsulation description. For Ethernet
interfaces, this is typically therpa
keyword. For FDDI and Token Ring
interfaces, this is alwaysap

alias (Optional) Indicates that the router should
respond to ARP requests as if it were the
owner of the specified address.
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[no] arp {arpa | probe | snap

To control the interface-specific handling of IP address resolution into
48-bit Ethernet, FDDI, andoken Ring hardare addresses, use rp
interface configuration command. To disable an encapsulation type, use
theno form of this command.

arpa Standard Ethernet-style ARP (RFC 826); the
default.

probe HP Probe protocol for IEEE-802.3 networks.

shap ARP packets conforming to RFC 1042.

[no] arp timeout seconds

To configure how long an entry remains in the ARP cache, useghe
timeout interface configuration command. To restore the default value,
use theno form of this command.

seconds  Time, in seconds, that an entry remains in the ARP
cache. A value of zero means that entries are never
cleared from the cache.

clear access-list counteraccess-list-number

To clear the counters of an access list, useldsr access-list counters
EXEC command.

access-list-number Access list number from 0 to 1199 for
which to clear the counters.

clear arp-cache

To delete all dynamic entries from the ARP cache, to clear the
fast-switching cache, and to clear the IP route cache, ustetre
arp-cacheEXEC command.
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clear host{name| *}

To delete entries from the host-name-and-address cache, ussathe
host EXEC command.

name Particular host entry to remove.

* Removes all entries.

clear ip accounting[checkpoinf]

To clear the active or checkpointed database when IP accounting is
enabled, use thdear ip accountingEXEC command.

checkpoint  (Optional) Clears the checkpointed database.

clear ip nhrp

To clear all dynamic entries from the Next Hop Resolution Protocol
(NHRP) cache, use thgtear ip nhrp EXEC command.

clear ip route { network[mask | *}

To delete entries from the IP routing table, usectéar ip route EXEC
command.

network Network or subnet address to remove.

mask (Optional) Subnet mask to remove.

* Removes all routing table entries.
clear ip sse

To have the route processor recompute the SSE program for IP on the
Cisco 7000 series, use tblear ip sseEXEC command.
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clear sse

To reinitialize the route processor on the Cisco 7000 series, udedhe
sseEXEC command.

[no] dnsix-dmdp retries count

To set the retransmit count used by the DNSIX Message Delivery
Protocol (DMDP), use thénsix-dmdp retries global configuration
command. To restore the default number of retries, useotferm of
this command.

count Number of times DMDP will retransmit a message.
It can be a decimal integer from 0 through 200. The
default is 4 retries, or until acknowledged.

[no] dnsix-nat authorized-redirection ip-address

To specify the address of a collection center that is authorized to change
the primary and secondary addresses of the host to receive audit
messages, use thasix-nat authorized-redirection global

configuration command. To delete an address, useotfarm of this
command.

ip-address IP address of the host from which redirection
requests are permitted.

[no] dnsix-nat primary ip-address

To specify the IP address of the host to which DNSIX audit messages are
sent, use thdnsix-nat primary global configuration command. To
delete an entry, use the form of this command.

ip-address IP address for the primary collection center.
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[no] dnsix-nat secondaryip-address

To specify an alternate IP address for the host to which DNSIX audit
messages are sent, usedhsix-nat secondaryglobal configuration
command. To delete an entry, usetbdorm of this command.

ip-address  IP address for the secondary collection center.

[no] dnsix-nat sourceip-address

To start the audit-writing module and to define audit trail source address,
use thalnsix-nat sourceglobal configuration command. To disable the
DNSIX audit trail writing module, use th® form of this command.

ip-address  Source IP address for DNSIX audit messages.

[no] dnsix-nat transmit-count count

To have the audit writing module collect multiple audit messages in the
buffer before sending the messages to a collection center, use the
dnsix-nat transmit-count global configuration command. To revert to
the default audit message count, useniivéorm of this command.

count Number of audit messages to buffer before
transmitting to the server. Integer from 1 through
200. The default is 1.

[no] ip access-groupaccess-list-numbdiin | out}

To control access to an interface, useiph&ccess-grougnterface
configuration command. To remove the specified access group, use the
no form of this command. If adyword is not specifiedyut is the dedult.

access-list-number Number of an access lists. This is a decimal
number from 1 through 199.

in Filters on inbound packets.
out Filters on outbound packets.
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[no] ip accounting[access-violationp

To enable IP accounting on an interé, use thg accountinginterface
configuration command. To disable IP accounting, usadterm of
this command.

access-violations  (Optional) Enables IP accounting with the
ability to identify IP traffic that fails IP
access lists.

[no] ip accounting-listip-address mask

To define filters to control the hosts for which IP accounting information
is kept, use thg accounting-list global configuration command. To
remove a filter definition, use tim® form of this command.

ip-address  IP address in dotted-decimal format.

mask IP mask.

[no] ip accounting-thresholdthreshold

To set the maximum number of accounting entries to be created, use the
ip accounting-thresholdglobal configuration command. To restore the
default number of entries, use theform of this command.

threshold ~ Maximum number of entries (source and destination
address pairs) that the router accumulates. The
default is 512 entries.

ip accounting-transits count
no ip accounting-transits

To control the number of transit records that are stored in the IP
accounting database, use th@ccounting-transits global

configuration command. To return to the default number of records, use
theno form of this command.

count Number of transit records to store in the IP
accounting database. The default is 0.
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[no] ip addressip-address masfsecondary

To set a primary or secondary IP address for an interface, uige the
addressinterface configuration command. To remove an IP address or
disable IP processing, use theform of this command.

ip-address IP address.
mask Mask for the associated IP subnet.

secondary (Optional) Specifies that the configured address is a
secondary IP address. If thisykword is omitted, the
configured address is the primary IP address.

[no] ip broadcast-addresqip-addres$

To define a broadcast address for an interface, use the
broadcast-addressinterface configuration command. To restored the
default IP broadcast address, userthéorm of this command.

ip-address  (Optional) IP broadcast address for a network. The
default address is 255.255.255.255 (all ones).

ip cache-invalidate-delay[minimum maximum quiet threshpld
no ip cache-invalidate-delay

To control the invalidation rate of the IP route cache, usgthe
cache-invalidate-delayglobal configuration command. To allow the IP
route cache to be immediately invalidated, usenthform of this
command.

minimum  (Optional) Minimum time, in seconds, between
invalidation request and actual invalidation. The
default is 2 seconds.
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maximum  (Optional) Maximum time, in seconds, between
invalidation request and actual invalidation. The
default is 5 seconds.

quiet (Optional) Length of quiet period, in seconds,
before invalidation.

threshold  (Optional) Maximum number of invalidation
requests considered to be quiet.

[no] ip classless

At times the router might receive packets destined for a subnet of a
network that has no network default route. To have the router forward
such packets to the best supernet route possible, uigedhssless
global configuration command. To disable this feature, usedifierm

of this command.

[no] ip default-gatewayip-address

To define a defult gatevay (router) when IP routing is disabled, use the
ip default-gatewayglobal configuration command. To disable this
function, use thao form of this command.

ip-address  IP address of the router.

[no] ip directed-broadcast[access-list-numbgr

To enable the translation of directed broadcastysiphl broadcasts, use
theip directed-broadcastinterface configuration commando @isable
this function, use thao form of this command.

access-list-number (Optional) Number of the access list. If
specified, a broadcast must pass the access
list to be forwarded. If not specified, all
broadcasts are forwarded.
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[no] ip domain-list name

To define a list of default domain names to complete unqualified host
names, use thp domain-list global configuration commando Helete
a name from a list, use tie form of this command.

name Domain name. Do not include the initial period that
separates an unqualified name from the domain
name.

[no] ip domain-lookup

To enable the IP Domain Name System-based host name-to-address
translation, use thip domain-lookup global configuration command.
To disable the Domain Name System, usenthform of this command.

[no] ip domain-lookup nsap

To allov Domain Name System (DNS) queries for CLNS addresses, use
theip domain-lookup nsapglobal configuration command. To disable
this feature, use theo form of this command.

ip domain-namename
no ip domain-name

To define a default domain name that the router uses to complete
unqualified host names (names without a dotted-decimal domain name),
use thap domain-nameglobal configuration commando Hisable use

of the Domain Name System, use tteeform of this command

name Default domain name used to complete unqualified host
names.Do not include the initial period that separates an
unqualified name from the domain name.
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[no] ip forward-protocol {udp [por] | nd | sdng

To specify which protocols and ports the router forwards when
forwarding broadcast packets, useifhérward-protocol global
configuration command. To remove a protocol or port, usadtierm
of this command.

udp Forward User Datagram Protocol (UDP) datagrams.
See the “Default” section in tHeouter Products
Command Referengrublication for a list of port
numbers forwarded by default.

port (Optional) Destination port that controls which UDP
services are forwarded.
nd Forward Network Disk (ND) datagrams. This

protocol is used by older diskless Sun workstations.

sdns Secure Data Network Service.

[no] ip forward-protocol any-local-broadcast

To forward any broadcasts including local subnet broadcasts, uge the
forward-protocol any-local-broadcastglobal configuration command.
To disable this type of forwarding, use tih@form of this command.

[no] ip forward-protocol spanning-tree

To permit IP broadcasts to be flooded throughout the internetwork in a
controlled fashion, use tlip forward-protocol spanning-tree global
configuration commandoldisable the flooding of IP broadcasts, use the
no form of this command.

[no] ip forward-protocol turbo-flood

To speed up flooding of User Datagram Protocol (UDP) datagrams using
the spanning-tree algorithm, use thdorward-protocol turbo-flood

global configuration command. To disable this feature, usedffierm

of this command.
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[no] ip gdp gdp

To configure the router discovery feature using the Cisco Gateway
Discowery Protocol (GDP) routing protocol, use thgdp gdpinterface
configuration command. To disable this feature, usadferm of this
command.

[no] ip gdp igrp

To configure the router discovery feature using the Cisco Interior
Gateway Routing Protocol (IGRP), use th@dp igrp interface
configuration command. To disable this feature, usadferm of this
command.

[no] ip gdp irdp

To configure the router discovery feature using the ICMP Router
Discovery Protocol (IRDP), use tiegdp irdp interface configuration
command. To disable this feature, usertbéorm of this command.

[no] ip gdp rip

To configure the router diseery feature using the Routing Information
Protocol (RIP), use thp gdp rip interface configuration command. To
disable this feature, use the form of this command.

[no] ip helper-addressaddress

To have the router forward User Datagram Protocol (UDP) broadcasts,
including BOOTP, received on an interface, usdheelper-address
interface configuration command disable the forarding of broadcast
packets to specific addresses, usenthrm of this command.

address Destination broadcast or host address to be used
when forwarding UDP broadcasts. You can have
more than one helper address per interface.
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ip host name[tcp-port-numberaddressJaddressp..[address§]
no ip hostname address

To define a static host name-to-address mapping in the host cache, use
theip host global configuration command. To remove the
name-to-address mapping, usenbdorm of this command.

name Name of the host. The first character can be
either a letter or a number, but if you use a
number, the operations you can perform are
limited.

tcp-port-number (Optional) TCP port number to connect to
when using the defined host name in
conjunction with an EXEC connect or telnet
command. The default is Telnet (port 23).

address Associated IP address. You can bind up to
eight addresses to a host name.

[no] ip hp-hosthostname ip-address

To enter into the host table the host name of an HP host to be used for HP
Probe Proxy service, use tipehp-hostglobal configuration command.
To remove a host name, use tleeform of this command.

hostname  Name of the host.
ip-address IP address of the host.

[no] ip mask-reply

To have the router to respond to Internet Control Message Protocol
(ICMP) mask requests by sending ICMP Mask Reply messages, use the
ip mask-reply interface configuration command. To disable this

function, use thao form of this command.
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[no] ip mobile arp [timers keepalive hold-timgaccess-group

access-list-numbeér

To enable local-area mobility, use fipemobile arp interface
configuration command. To disable local-area mobility, usadterm

of this command.

timers

keepalive

hold-time

access-group

access-list-number

IP Commands

(Optional) Indicates that you are setting
local-area mobility timers.

(Optional) Frequency, in seconds, at which
the router sends unicast ARP messages to a
relocated host to verify that the host is
present and has not moved. The default
keepalive time is 300 seconds (5 minutes).

(Optional) Hold time, in seconds. This is
the length of time the router considers that a
relocated host is present without receiving
some type of ARP broadcast or unicast from
the host. Normally, the hold time should be
at least three times greater than the
keepalie time. The defult hold time is 900
seconds (15 minutes).

(Optional) Indicates that you are applying
an access list. This access list applies only
to local-area mobility.

(Optional) Number of a standard IP access
list. It is a decimal number from 1 to 99.
Only hosts with addresses permitted by this
access list are accepted for local-area
mobility.
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ip mtu bytes
no ip mtu

To set the maximum transmission unit (MTU) size of IP p&ckent on
an interfce, use th mtu interface configuration command Testore
the default MTU size, use tm® form of this command.

bytes MTU in bytes. The minimum is 128 bytes; the
maximum depends on the interface medium.

[no] ip name-serverserver-addressjlserver-address2.
server-addresg6

To specify the address of one or more nameessito use for name and
address resolution, use tipename-serverglobal configuration
command. To remove the addresses specified, us® floem of this
command.

server-address1 IP address of name server.

server-address2.  (Optional) IP addresses of additional name
server-address6 servers (a maximum of six name servers).

ip netmask-format { bitcount | decimal | hexadecima}
no ip netmask-format[bitcount | decimal | hexadecima]

To specify the format in which netmasks are displaysti@gwcommand
output, use thg netmask-format line configuration command. To
restore the default display format, use tloform of this command.

bitcount Addresses are followed by a slash and the total
number of bits in the netmask. For example,
131.108.11.0/24 indicates that the netmask is 24
bits.

decimal Network masks are displayed in dotted decimal
notation (for example, 255.255.255.0). The
default is dotted decimal notation.

hexadecimal Network masks are displayed in hexadecimal
format, as indicated by the leading 0X (for
example, OXFFFFFF0O).
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ip nhrp authentication string
no ip nhrp authentication [string]

To configure the authentication string for an interface using Next Hop
Resolution Protocol (NHRP), use tipenhrp authentication interface
configuration command.olremoe the authentication string, use tiee
form of this command.

string Authentication string configured for the source and
destination stations that controls whether NHRP
stations allev intercommunication. The string can be
up to 8 characters long.

ip nhrp holdtime seconds-positiveseconds-negatiye
no ip nhrp holdtime [seconds-positivEseconds-negatiye

To change the number of seconds that NHRP nonbroadcast, multiaccess
(NBMA) addresses are advertised as valid in authoritative NHRP
responses, use tigenhrp holdtime interface configuration command.

To restore the default value, use tieeform of this command.

seconds-positive  Time in seconds that NBMA addresses are
advertised as valid in positive authoritative
NHRP responses. The default is
7200 seconds (2 hours).

seconds-negative  (Optional) Time in seconds that NBMA
addresses are agltised asalid in nggative
authoritative NHRP responses. The default
is 7200 seconds (2 hours).

ip nhrp interest access-list-number
no ip nhrp interest [access-list-numbégr

To control which IP packets can trigger sending a Next Hop Resolution
Protocol (NHRP) Request, use fpenhrp interest interface

configuration commandoTrestore the defilt value, use theo form of

this command.

access-list-number Standard or extended IP access list number
in the range 1 through 199.
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ip nhrp map ip-address nbma-address
no ip nhrp map ip-address nbma-address

To statically configure the IP-to-NBMA address mapping of IP
destinations connected to a nonbroadcast, multiaccess (NBMAQnketw
use thap nhrp map interface configuration command. To remove the
static entry from NHRP cache, use tieeform of this command.

ip-address IP address of the destinations reachable through
the NBMA network. This address is mapped to
the NBMA address.

nbma-address Nonbroadcast, multiaccess (NBMA) address
which is directly reachable through the NBMA
network. The address format varies depending
on the medium you are using. For example,
ATM has an NSAP address, Ethernet has a
MAC address, and SMDS has an E.164 address.
This address is mapped to the IP address.

[no] ip nhrp map multicast nbma-address

To configure NBMA addresses used as destinations for broadcast or
multicast packts to be sentver a tunnel netark, use thép nhrp map
multicast interface configuration command Temae the destinations,
use theno form of this command.

nbma-address Nonbroadcast, multiaccess (NBMA) address
which is directly reachable through the NBMA
network. The address format varies depending
on the medium you are using.
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ip nhrp network-id number
no ip nhrp network-id [numbet

To enable the Ne Hop Resolution Protocol (NHRP) on an interé, use
theip nhrp network-id interface configuration command. To disable
NHRP on the interface, use the form of this command.

number Globally unique, 32-bit network identifier for a
nonbroadcast, multiaccess (NBMA) network. The
range is 1 to 4294967295.

[no] ip nhrp nhs nhs-addres$net-addresgnetmasi

To specify the address of one or more NHRRtNHop Servers, use the
ip nhrp nhs interface configuration command. To remove the address,
use theno form of this command.

nhs-address Address of the Next Hop Server being specified.

net-address (Optional) IP address of a network served by the
Next Hop Server.

netmask (Optional) IP network mask to be associated with
thenetIP address. TheetlP address is logically
ANDed with the mask.

[no] ip nhrp record

To re-enable the use of forward record and reverse record options in
NHRP Request and Reply packets, usdghwhrp record interface
configuration commandoTsuppress the use of such options, usadhe
form of this command.
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ip nhrp responder type number
no ip nhrp responder [typd [numbef

To designate which interface’s primary IP address the Next Hop Server
will use in NHRP Reply packets when the NHRP requestor uses the
Responder Address option, use ifhv@hrp responder interface
configuration command. To remove the designation, usedifem of

this command.

type Interface type whose primary IP address is used
when a Next Hop Server complies with a
Responder Address option (for examgiesial,
tunnel).

number Interface number whose primary IP address is
used when a Next Hop Server complies with a
Responder Address option.

[no] ip probe proxy

To enable the HP Probe Proxy support, whichaadla router to respond
to HP Probe Proxy Name requests, useéghmobe proxy interface
configuration command. To disable HP Prove Proxy, usedii@m of
this command.

[no] ip proxy-arp

To enable proxy ARP on an interface, useiphgroxy-arp interface
configuration command.oldisable proxy ARP on the intade, use the
no form of this command.

[no] ip redirects

To enable the sending of redirect messages if the router is forced to
resend a paek through the same intadfe on which it &s received, use
theip redirectsinterface configuration command disable the sending
of redirect messages, use tieform of this command.
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[no] ip route-cache[cbug
[no] ip route-cache same-interface
[no] ip route-cache sse

To control the use of a high-speed switching cache for IP routing as well
as the use of autonomous switching, usegheute-cacheinterface
configuration command. To disable fast switching and autonomous
switching, use thao form of this command.

cbus (Optional) Enables both autonomous switching
and fast switching. By default, autonomous
switching is disabled. By default, fast switching
may be enabled or disabled, depending on the
interface and medium.

same-interface Enables fast switching packets back out the
interface on which they arrived. By default, fast
switching may be enabled or disabled,
depending on the interface and medium.

sse Enables SSEakt switching on the SSP board on
the Cisco 7000 series. By default, SSE
switching is disabled.

[no] ip routing

To enable IP routing on the router, useitheouting global
configuration command. To disable IP routing on the router, usethe
form of this command.

[no] ip security add

To add a basic security option to all outgoing gaskuse thig security
add interface configuration command. To disable the adding of a basic
security option to all outgoing pagts, use thao form of this command.
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[no] ip security aesasource compartment-bits

To attach Auxiliary Extended Security Options (AESOs) to an mterf
use thap security aesaccommand. @ disable AESO on an intede, use
theno form of this command.

source Extended Security Option (ESO) source.
This can be an integer from 0 through 255.

compartment-bits Compartment bits in hexadecimal.

[no] ip security dedicatedlevel authorityjauthority...]

To set the leel of classification and authority on the ingaxé, use thio
security dedicatedinterface configuration command. To reset the
interface to the default classification and authorities, usedltierm of
this command.

level Degree of sensitivity of information. The level
keywords are listed in the IPSO level keywords
table in theRouter Products Command Reference
publication.

authority Organization that defines the set of security levels
that will be used in a network. The authority
keywords are listed in IPSO authority keywords
table in theRouter Products Command Reference
publication.
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[no] ip security eso-infosource compartment-size default-bit

To configure system-wide defaults for extended IP Security Option
(IPSO) information, use thip security eso-infoglobal configuration
command. To return to the default settings, usethferm of this
command.

source Hexadecimal or decimal value representing
the ectended IPSO source. This is an gee
from O through 255.

compartment-size Maximum number of bytes of compartment
information allowed for a particular
extended IPSO source. This is an integer
from 1 through 16.

default-bit Default bit value for any unsent
compartment bits.

[no] ip security eso-maxsource compartment-bits

To specify the maximum sensitivity level for an interface, usépthe
security eso-maxinterface configuration command. To return to the
default, use thao form of this command.

source Extended Security Option (ESO) source. An
integer from 1 through 255.

compartment-bits Compartment bits in hexadecimal.

[no] ip security eso-minsource compartment-bits

To configure the minimum sensity for an interace, use thip security
eso-mininterface configuration command. To return to the default, use
theno form of this command.

source Extended Security Option (ESO) source. An
integer from 1 through 255.

compartment-bits  Compartment bits in hexadecimal.
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[no] ip security extended-allowed

To accept packets on an interface that has an extended security option
present, use thp security extended-allowednterface configuration
command. To restore the default, usertbéorm of this command.

[no] ip security first

To prioritize the presence of security options on a packet, uge the
security first interface configuration commandb @isable this function,
use theno form of this command.

[no] ip security ignore-authorities

To have the router ignore the authorities field of all incoming peluse
theip security ignore-authorities interface configuration command T
disable this function, use tim® form of this command.

[no] ip security implicit-labelling [level authority{authority...]]

To force the router to accept patkon the intedce, een if they do not
include a security option, use tipesecurity implicit-labelling interface
configuration command.oldisable this function, use theform of this
command.

level (Optional) Degree of sensitivity of information. If
your interface has multilevel security set, you must
specify this agument. The beel keywords are listed
in the IPSO level keywords table in tReuter
Products Command Referenmeblication.

authority (Optional) Organization that defines the set of
security leels that will be used in a netwk. If your
interface has multilevel security set, you must
specify this argument. You can specify more than
one. The authority keywords are listed in IPSO
authority keywords table in tHeouter Products
Command Referengariblication.

IP Commands
361




ip security multilevel level1[authorityl..] to level2 authority2

[authority2..]

no ip security multilevel

To set the range of classifications and authorities on andoggiise the
ip security multilevel interface configuration commandb @isable this
function, use thao form of this command.

levell

authorityl

to

level2

authority2

IP Commands

Degree of sensitivity of information. The
classification level of incoming packets must be
equal to or greater than this value for processing to
occur. The level keywords are listed in the IPSO
level keywords table in theouter Products
Command Referengrublication.

(Optional) Organization that defines the set of
security levels that will be used in a network. The
authority bits must be a superset of this value. The
authority keywords are listed in IPSO authority
keywords table in thRouter Products Command
Referenceublication.

Separates the range of classifications and
authorities.

Degree of sensitivity of information. The
classification level of incoming packets must be
equal to or less than this value for processing to
occur. The level keywords are listed in the IPSO
level keywords table in thRouter Products
Command Referengriblication.

Organization that defines the set of security levels
that will be used in a network. The authority bits
must be a proper subset of this value. The authority
keywords are listed in IPSO authority keywords
table in theRouter Products Command Reference
publication.
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[no] ip security reserved-allowed

To treat as valid any packets that have Reservedl through Reserved4
security levels, use thp security reserved-allowednterface
configuration command. To disable this feature, usadtferm of this
command.

[no] ip security strip

To remave ary basic security option on outgoing patkon an integce,
use thap security strip interface configuration command. To disable
this function, use thao form of this command.

[no] ip source-route

To allow the router to handle IP datagrams with source routing header
options, use thip source-routeglobal configuration commando fiave

the router discard &P datagram containing a source-route option, use
theno form of this command.

[no] ip subnet-zero

To enable the use of subnet zero for interface addresses and routing
updates, use thp subnet-zeroglobal configuration command. To
restore the default, use the form of this command.

[no] ip tcp compression-connectionsumber

To specify the total number of header compression connections that can
exist on an interface, use tipetcp compression-connectioniterface
configuration command. To restore the default, us@dferm of this
command.

number Number of connections the cache supports. It can be
a number from 3 through 256.
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[no] ip tcp header-compressiorjpassivé

To enable TCP header compression, uséttep headercompression
interface configuration command. To disable compression, usethe
form of this command.

passive (Optional) Compresses outgoing TCP packets only
if incoming TCP packets on the same interface are
compressed. If you do not specify hessive
keyword, the router compresses all traffic.

[no] ip tcp path-mtu-discovery

To enable Path MTU Discovery for all new TCP connections from the
router, use th@ tcp path-mtu-discoveryinterface configuration
command. To disable the feature, userthéorm of this command.

[no] ip tcp synwait-time seconds

To set a period of time the router waits while attempting to establish a
TCP connection before it times out, useifh&ep synwait-time global
configuration command. To restore the default time, usedfierm of

this command.

seconds Time in seconds the routerits while attempting to
establish a TCP connection. It can be an integer
from 5 to 300 seconds. The default is 30 seconds.

[no] ip unnumbered type number

To enable IP processing on a serial irtegfwithout assigning am@icit

IP address to the interface, useifthennumbered interface

configuration command. To disable the IP processing on the interface,
use theno form of this command.

type number  Type and number of another interface on which
the router has an assigned IP address. It cannot
be another unnumbered interface.
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[no] ip unreachables

To enable the generation of ICMP Unreachable messages, uge the
unreachablesinterface configuration command. To disable this
function, use th@o form of this command.

ping [protocol { host| addres}

To check host reachability and network connectivity, useitie (IP
packet internet groper function) EXEC command.

protocol (Optional) Protocol keyword. The default is IP.
host Host name of system to ping.
address IP address of system to ping.

show access-lists

To display the contents of all current access lists, usghihe
access-listprivileged EXEC command.

show arp

To display the entries in the ARP table for the router, usshtbe arp
privileged EXEC command.

show dnsix

To display state information and the current configuration of the DNSIX
audit writing module, use trghow dnsixprivileged EXEC command.

show hosts

To display the defult domain name, the style of name lookup service, a
list of name semr hosts, and the cached list of host names and addresses,
use theshow hostsEXEC command.
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show ip access-listaccess-list-numbégr

To display the contents of all current IP access lists, usshtive ip
access-lisEXEC command.

access-list-number (Optional) Number of the IP access list to
display. This is a decimal number from 1 to
199.

show ip accounting[checkpoinf] [output-packets |access-violationk

To display the acte accounting or checkpointed database, usshibw
ip accounting privileged EXEC command.

checkpoint (Optional) Displays the checkpointed
database.
output-packets (Optional) Indicates that information

pertaining to packets that passed access
control and were successfully routed should
be displayed. If neither thmutput-packets
nor access-violationkeyword is specified,
output-packetsis the default.

access-violations  (Optional) Indicates that information
pertaining to packets that failed access lists
and were not routed should be displayed. If
neither theoutput-packetsnor
access-violationkeyword is specified,
output-packetsis the default.

show ip aliases

To display the router’s IP addresses mapped to TCP ports (aliases) and
SLIP addresses, which are treated similarly to aliases, usbdineip
aliaseseEXEC command.
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show ip arp

To display the Address Resolution Protocol (ARP) cache, where SLIP
addresses appear as permanent ARP table entries, use thp anpw
EXEC command.

show ip cachgprefix mask[type numbdr

To display the routing table cache used to fast switch IP traffic, use the
show ip cacheEXEC command.

prefix (Optional) Display only the entries in the cache that
match the prefix and mask combination.

mask (Optional) Display only the entries in the cache that
match the prefix and mask combination.

type (Optional) Display only the entries in the cache that
match the interface type and number combination.

number (Optional) Display only the entries in the cache that
match the interface type and number combination.

show ip interface[type numbdr

To display the usability status of interfaces, usestimv ip interface
EXEC command.

type (Optional) Interface type.
number (Optional) Interface number.

show ip masksaddress

To display the masks used for network addresses and the number of
subnets using each mask, useghew ip masksEXEC command.

address Network address for which a mask is required.
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show ip nhrp [dynamic | static] [type numbgr
To display the Next Hop Resolution Protocol (NHRP) cache, use the
show ip nhrp EXEC command.
dynamic  (Optional) Displays only the dynamic (learned)
IP-to-NBMA address cache entries.

static (Optional) Displays only the static IP-to-NBMA
address entries in the cache (configured through the
ip nhrp map command).

type (Optional) Interface type about which to display the
NHRP cache (for examplaim, tunnel).

number (Optional) Interface number about which to display
the NHRP cache.

show ip nhrp traffic

To display Next Hop Resolution Protocol (NHRP) traffic statistics, use
theshow ip nhrp traffic EXEC command.

show ip redirects

To display the address of a default gateway (router) and the address of
hosts for which a redirect has been received, usghthw ip redirects
EXEC command.

show ip route[addresgmask | protocol

To display the entries in the routing table, usesti@wv ip route EXEC
command.

address (Optional) Address about which routing information
should be displayed.

mask (Optional) Argument for a subnet mask.

protocol (Optional) Argument for a particular routing

protocol, orstatic or connected
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show ip route summary

To display summary information about entries in the routing table, use
theshow ip route summaryEXEC command.

show ip tcp header-compression

To display statistics about TCP header compression, ushdvap tcp
header-compressiorEXEC command.

show ip traffic

To display statistics about IP traffic, use shew ip traffic EXEC
command.

show sse summary

To display a summary of Silicon Switch Processor (SSP) statistics, use
theshow sse summarfXEC command.

show standby

To display Hot Standby Router Protocol information, usestosv
standby EXEC command.

[no] standby[group-numbélrauthentication string

To configure an authentication string for the Hot Standby Router
Protocol, use thetandby authenticationinterface configuration
command. To delete an authentication string, usadterm of this
command.

group-number (Optional) Group number on the interface to
which this authentication string applies. The
default number is 0.

string Authentication string. It can be up to eight
characters in length. The default stringisca
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[no] standby[group-numbeéfrip [ip-addres$

To activate the Hot Standby Router Protocol, usesthadby ip interface
configuration commandoldisable the Hot Standby Router Protocol, use
theno form of this command.

group-number (Optional) Group number on the interface for
which the Hot Standby Router Protocol is being
activated. The default number is O.

ip-address (Optional) IP address of the Hot Standby Router
interface.

[no] standby[group-number preempt

To indicate that, when the local router has a Hot Standby priority higher
than the current active router, the local router should attempt to assume
control as the active router, use ttendby preemptinterface

configuration command. To have the local router assume control as the
active router only if it receives information indicating that there is no
router currently in the active state (acting as the designated router), use
the no form of this command.

group-number (Optional) Group number on the interface for
which the Hot Standby preemptive feature is
being activated. The default number is 0.

[no] standby[group-numbelr priority priority-number

To prioritize a potential Hot Standby router, usedtamdby priority
interface configuration command. To restore the priority to the default,
use theno form of this command.

group-number (Optional) Group number on the interface to
which the priority number applies. The default

number is 0.
priority- Priority value. It is an integer from 0 through
number 255. The default is 100.
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[no] standby[group-numbeélrtimers hellotime holdtime

To configure the time between hellos and the time before other routers
declare the active Hot Standby or standby router to be down, use the
standby timersinterface configuration command. To restore the timers
to their default values, use the form of this command.

group-number (Optional) Group number on the interface to
which the timers apply. The default is 0.

hellotime Hello interval in seconds. This is an integer
from 1 through 255. The default is 1 second.

holdtime Time in seconds before the active or standby
router is declared to be down. This is an integer
from 1 through 255. The default is 3 seconds.

[no] standby [group-numbeélrtrack type numbefinterface-priority]

To configure an interface so that the router’s Hot Standby priority
changes based on the availability of other interfaces, ustaheby
track interface configuration commando Temove the tracking, use the
no form of this command.

group-number (Optional) Group number on the interface to
which the tracking applies. The default
number is O.

type Interface type (combined with interface

number) that will be tracked.

number Interface number (combined with interface
type) that will be tracked.

interface-priority  (Optional) Amount by which the Hot
Standby priority for the router is
decremented (or incremented) when the
interface goes den (or comes back up). The
default value is 10.
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term ip netmask-format { bitcount | decimal | hexadecima}
term no ip netmask-format [bitcount | decimal | hexadecima]

To specify the format in which netmasks are displaysti@awvcommand
output, use théerm ip netmask-format EXEC command. To restore
the default display format, use the form of this command.

bitcount Addresses are followed by a slash and the total
number of bits in the netmask. For example,
131.108.11.55/24 indicates that the netmask is
24 bits.

decimal Netmasks are displayed in dotted decimal notation
(for example, 255.255.255.0).

hexadecimal Netmasks are displayed intaelecimal format, as
indicated by the leading 0X (for example,
OXFFFFFFOQO0).

trace ip destination

To discower the routes the routerpackets follw when traeling to their
destination, use theace user EXEC command.

destination (Optional) Destination address or host name on the
command line. The default parameters for the
appropriate protocol are assumed and the tracing
action begins.

trace [destination

To discower the routes the routerpackets follw when traeling to their
destination, use theace privileged EXEC command.

destination (Optional) Destination address or host name on the
command line. The default parameters for the
appropriate protocol are assumed and the tracing
action begins.
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transmit-interface type number
no transmit-interface

To assign a transmit interface to a receive-only interface, use the
transmit-interface interface configuration command. To return to
normal duplex Ethernet interfaces, usernhdorm of this command.

type

number

Transmit interface type to be linked with the
(current) receive-only interface

Transmit interface number to be linked with the
(current) receive-only interface

tunnel mode{aurp | cayman|dvmrp | eon|gre ip [multipoint] | nog
no tunnel mode

To set the encapsulation mode for the tunnel interface, usanhel
modeinterface configuration commandb $et to the dedllt, use th@o
form of this command.

aurp
cayman
dvmrp
eon
greip
multipoint

nos

AppleTalk Update Routing Protocol (AURP).
Cayman TunnelTalk AppleTalk encapsulation.
Distance Vector Multicast Routing Protocol.

EON compatible CLNS tunnel.

Generic route encapsulation (GRE) protocol over IP.

(Optional) Enables a GRE tunnel to be used in a
multipoint fashion. Can be used with tipe ip
keyword only and requires the use of ttumnel key
command.

KA9Q/NOS compatible IP over IP.
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