CHAPTER g

Starting and Exiting the Cisco
IPeXchange Monitor

This chapter describes the Cisco IPeXchange Monitor system requirements, how to start
and stop the monitor, and other general information. The chapter has the following
sections:

® System Requirements

® Starting the Cisco IPeXchange Monitor and Logging In
® Changing the Password

® Exiting the Cisco IPeXchange Monitor

® Getting Help

® Navigating through Windows

System Requirements

The Cisco IPeXchange Monitor can be accessed from any computer, including a PC,
Macintosh, or UNIX workstation, that supports an HTML version 2 web browsseh as
NetScape 2.0 or higher. This computer can be located anywhere on a network, as long as
you can access the Cisco IPeXchange Internet Gateway through an IP connection.

The Cisco IPeXchange Monitor is part of the Cisco IPeXchange Internet Gateway. The
recommended configuration is one NetWare server and one Cisco IPeXchange Internet
Gateway per IPX network.

Starting the Cisco IPeXchange Monitor and Logging In

Follow these steps to start the monitor and log in:

Step1 Launch your web browser.
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Step 2 Enter the Cisco IPeXchange Internet Gateway URL or IP address in the location
field:

http:// 1J-gateway-hostname-or-IP-address

The monitor Login window should appear.

B Netscape: Cisco Systems IPeHchange Monitor
Go | oo | By | & | W | 22 | O
Back |Forward| Home Reload | Immages Qpen Print Find Stop
Go To: |http (A IPevchange-Gateway /
Wwhat's New # | What's Coal? | Handbook | Met Search | MNet Directorg| Software |

Cisco Systems

IPeXchange Monitor

Weleome to Ciseo Systemns [PeXchange Monitor, Wersion 1.5,

Acecess to the IPeXchange Monitor is restricted to the system administrator. To proceed,
type the supervisor password followed by a carriage return. To cancel, use your
browrser to chooss ansther location.

Enter password:

MMZ506

Crise =22

Step 3 Enter the monitor supervisor password.

The first time you log in, the passwordjigiper . You should change this
password to a secret password.
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Note If the ijcagdb.db file on the gateway is lost and the gateway is restarted, the monitor
supervisor password goes bacli.soper

The main window appears.

Netscape: IPeHchange Monitor

e 4
S e € | o | 22 e -
Back |Forward| Horme Reload | Images Open Print Find Stop
Go To: |http A IPedohange-Gateway /
‘What's New? | What's Cool? | Handbook | Net Search | Met Directorg| Software |

Diagnostics

frtetitoen? frarnet Aoness
[PeXchange Monitor is the management center for your [PX-to-1P gatewray.
Access Manager maintaines lists of users and groups and restricts access to TCR/IP
services. Access can be permitted or denied by titne of day, by type of service, or by
address.

A Snapshot lets vou wiew information on the entire set of connections or detals
about a particular connection on the [PeX{change gateway.

Diagnosties is where vou start and stop logoing for troubleshooting the IPeXchange
gateway.

To change the supervisor password, click here.

MMZE50

=gl
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If you have trouble connecting, see the appendintibleshooting the Cisco IPeXchange
Monitor.”

Note that if you leave the monitor running for a long period of time, the login will “expire.”
You get the following Login Expired window:

E———————— Netscape: Lﬂgin Expired =———————
o E 3 \
e oo | O & | ¥ | 2 2
Back |Forward| Home Reload | Immages Qpen Print Find Stop
Go To: |http (A IPevchange-Gateway /
Wwhat's New # | What's Coal? | Handbook | Met Search | MNet Directorg| Software |

Login Expired

¥our login to Cisco Systems [PeXchange hMonitor has expired. To proceed, type the
supervisor password followed by a carriage return. To caneel, use your browser to
choose ancther location.

Enter password:

MM2505

=gl =R

Enter the monitor supervisor password to access the monitor again.
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Changing the Password

To change the monitor supervisor password, follow these steps:

Step 1 From the monitor main window, clidiere .

The Change Password window appears.

Metscape: Change Password

£an

Eack

or -

G

Horng

G P 2 =

o
Forward Reload | Images Open Print Find

Stop

Go Ta: |http S IPeRshange-Gateway /£
‘What's New?| What's Cool? | Handbaaok | Met Search | Met Directoru| Software |

Change Password

Ol password: |

Hew password: |

Retype new password: |

0]

Step 2 Type the old password in the Old password field.

Step 3 Type the new password in the New password field.

Step 4

Type the new password again in the Retype new password field.

Step5 Click OK to save the new password, or click Cancel to not change the password.

Exiting the Cisco IPeXchange Monitor

To exit the monitor, exit your web browser.
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Getting Help

Most windows have a Help button. Click this button to view detailed online help.
Following is a sample help window:

Netscape: Help: Access Manager

= o a
o | ooy | gy & | | 2a B o
Back |Forward| Home Reload | Images Open Print Find Stop
Go Ta; |http # fIPerehange-Gatew ay Sbin/ customns Fprofmgr
‘What's New# | “What's Coal? | Handbook | Met Search | MNet Directory | Software |

The Access Manager provides access 10 all of the components of access conftrols.

Access Controls

Accesa conteols set conditons on the connections that users can make throngh the IPeXchange gateway.
When the gatetway eceives a connection request, it esaluates wwhether e connecton is permitted or
denied according 1o the setof access controls that apply 1o the vser making the conmection request.

& 3ite access contools apply to conmections made by any vser who is nota member of & group.

® Croup access controls apply 1o a specified set of veers. If & vzer iz a member of a group, the
gronp access controls--and not the site access controls--govern the vzer's connections. From the
Comup Access page, wou can also specify the membership of the gronp.

@ [Tzer Info displags the access controls that govern a specified vser's connections. These are
either zite access controls or the access controls for one or more groups. If & user is a member of
wultiple groups, the combined permissions of the groups apply.

Templates

IPeZchange Monitor evaluates a connection request according 10 three criteria; the TCRIF port (also
called zervice), the tme, and the destinaton address. You must create and vse templates to specify tdme
and destination addresses.

Frohedule templates express tme intervals during which connections are penmitted or denied. Address list
templates specify addreszes to which connections are permitted or dended.

Downloading from HetWare

To set access contals on & per-User or per-gronp basis, wom must enter the nser or gronp names into
IPeXchange Monitor. Dowmnloading the names of vsers and groups from MetWare lets you avoid typing

them in.

o] =215

When you are finished viewing a help window, click Done to go back to the previous
window.
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Navigating through Windows

Because of software limitations, you often cannot use the web browser Back or Forward
button to navigate between windows. Instead, you can use the links at the bottom of most
windows. In addition, for some windows, clicking Done takes you back to the previous

window.
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