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About This Book

Audiencee Organizatiors Related Documentation Notation

This guide tells you how to manage a network of LightStr2@a0 enterprise PM switches. Itis a
task-oriented guide that contains procedures for each task. Before describing the network operations
tasks, this guide explains how the Simple Network Management Protocol (SNMP) provides the
network management information you need to manage your LightStream network. It also tells you
how you can manage your LightStream network from a third-party network management system
(NMS).

Your network should be fully installed and configured before you attempt to operate it. Refer to the
LightStream 2020 Installation and Troubleshooting Marfarinstallation instructions and to the
LightStream 2020 Configuration Guifter configuration information.

TheLightStream 2020 Administration Guigeintended for the manager or advanced user of the
LightStream network. This guide provides detailed procedures to help you manage the LightStream
network. You should be familiar with the information in thghtStream 2020 Operations Guide

before attempting to use the procedures in this guide.

The “SNMP Commands” chapter of this guide was written for users who are familiar with standard
SNMP commands. If you are not familiar with SNMBu should not attempt to use the commands
described in the “SNMP Commands” chapter.

Users of the LightStream document set are expected to have a general understanding of basic data
communications concepts, some knowledge of UNIX, and a familiarity with the interfaces used by
the devices connecting to their LightStream network.

It is also recommended that you have a working knowledge of TCP/IP networks. For more
information about TCP/IP networks, referlitdernetworking with TCP/IP, Volume 1, Principals,
Protocols, and Achitectureby Douglas E. Come991, Prentice-Hall, Inc. (ISBN 0-13-468505-9).

This guide is organized as follows:
® About This Book — Describes the audience, organization, and conventions for this book.

® Before You Begin — Describes the activities that you perform on a LightStream network and the
tools that you can use to manage your network.
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Related Documentation

® Administrative Tasks — Explains how to perform basic administrative tasks such as changing
the protected mode and npadmin passwords, writing CLI script files, setting the SNMP
community handling CLC, FDDI, and Ethernet interfaces, and handling spanning tree bridging,
bridge filters, and VLI internetworking.

® SNMP Commands — Describes SNMP procedures and commands and discusses identification
of the MIB objects used with the commands.

® TCS Hub Commands — Tells you how to access the TCS, the TCS hub user interface and
commands.

® Using LightStream faps — Discusses traps generated by LightStream switches, trap types and
formats, trap categories and priorities, trap logs, trap settings, and trap displays.

® Troubleshooting — Describes trunk line monitoring, isolating trunk problems, diagnosing port
problems, and troubleshooting procedures.

® Optimizing the Load Across Trunks — Explains how to determine trunk port and connection
status and how to manually reroute frame forwarding, frame relay, and ATM UNI connections.

Related Documentation
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The following is a list of LightStream manuals and other material relevant to LightStream users.
® LightStream 2020 System Overview

The system overview explains what a LightStream switch is and how it works. It ouflives A
technology and describes LightStream hardware and software.

® LightStream 2020 Site Planning and Cabling Guide

The site planning and cabling guide (SPCG) tells you how to prepare your site to receive
LightStream hardware. It includes space, environmental and electrical requirements, rack
selection guidelines, requirements for the management workstation, and information on cables
and connectors.

® LightStream 2020 Installation and Troubleshooting Manual

The installation and troubleshooting manual (I&TM) tells you how to install LightStream
hardware and software, how to diagnose hardware problems, and how to replace faulty hardware
components.

® LightStream 2020 Configuration Guide

The configuration guide provides the information you need to configure LightStream switches.

It describes the configuration tools and how to use them. It describes the configuration database
and defines all configurable attributes and their settings. The guide also provides step-by-step
configuration procedures.

® LightStream 2020 Operations Guide

The operations guide is a task-oriented book that tells you how to operate a network of
LightStream switches. The guide presents an overview of network operations tasks, describes the
command line interface (CLI), and presents procedures for performing monitor and control tasks
such as displaying the status of nodes, cards and ports, viewing statistics, and creating collections
of traffic data.

® LightStream 2020 Traps Reference Manual

This manual presents an overview of LightStream traps (error and event messages) and a list of
operational, SNMP, and informational traps generated by the LightStream switch.
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® LightStream 2020 Command and Attribute Reference Guide

The reference guide provides detailed descriptions of the syntax and functions of all CLI
commands. It also indicates CLI equivalents of configuration procedures, describes the
LightStream private MIB, and gives UNIX-style manual pages for selegtedlS commands.

® LightStream 2020 Command Line Interface (CLI) Reference Card
The reference card compactly summarizes the syntax and arguments of all CLI commands.
® LightStream 2020 Release Notes

The release notes provide a software upgrade procedure and describe new features and special
considerations, including information on known software bugs.

Note The release notes contain important information that does not appear in other documents.

® LightStream 2020 Online Help

The LightStream command line interface (CLI) and configuration program both produce online
help facilities.

Before attempting to install, configure, operate, or troubleshoot a network of LightStream switches,
read theLightStream 2020 System Overvidis overview provides important background
information about the LightStream product and th&Aechnology on which the product is based.
After reading thé.ightStieam 2020 System Overvjeefer to Bblel-1 to determine which manuals

you should read next.



Notation

Table 1-1 LightStream Reading Path
If you want to: Read the following manuals in the order listed below:
Install LightStream switches LightStream 2020 Release Ndtes

LightStream 2020 Site Planning and Cabling Guide
LightStream 2020 Installation and Troubleshooting Manual
Configure LightStream switches  LightStream 2020 Release Ndtes
LightStream 2020 Configuration Guide
LightStream 2020 Online Help Screens
Set up or expand a LightStream  LightStream 2020 Release Ndtes
network LightStream 2020 Administration Guide
LightStream 2020 Online Help Screens
Operate a LightStream network  LightStream 2020 Release Ndtes
LightStream 2020 Operations Guide
LightStream 2020 Command and Attribute Reference Guide
LightStream 2020 Command Line Interface (CLI) Reference Card
LightStream 2020 Traps Reference Manual
LightStream 2020 Online Help Screens
Manage or troubleshoot a LightStream 2020 Release Ndtes
LightStream network LightStream 2020 Operations Guide
LightStream 2020 Administration Guide
LightStream 2020 Command and Attribute Reference Guide
LightStream 2020 Command Line Interface (CLI) Reference Card
LightStream 2020 Traps Reference Manual
LightStream 2020 Online Help Screens
Troubleshoot LightStream LightStream 2020 Release Ndtes
hardware LightStream 2020 Installation and Troubleshooting Manual
LightStream 2020 Site Planning and Cabling Guide

1. We recommend that you review the release notes before attempting to install, configure, operate, or troubleshoot a LightStream switch.
The release notes contain important information that does not appear in other documents.

Notation

In this document, several conventions distinguish different types of graphics and text.
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Notation

Graphics Conventions

This symbol ...

Represents ...
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LightStream ATM Network

LightStream Switch

Non-LightStream ATM
Device

Host

Packet Switch

Router

Ethernet LAN

FDDI LAN
LAN Bridge o
g

Text Conventions
Convention Purpose Example
Bold screen literal type Represents user input.
Screen literal type Represents system output Wed May 6 17:01:03 EDT 1994
Boldfacetype Denotes names of commands, command Issue theclear command.

arguments, and switches. Command names are

case sensitive; enter them exactly as they appear in

the text.
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Notation

Convention Purpose Example

Italic type Used for titles of documents and for emphasis. LightStream 2020 Configuration Guide
File names areasesensitive.

Angle brackets < > Indicate user-specified parameters or classes df you see:
user responses. When you see this notation in a
syntax statement, make the substitution but do not
type the angle brackets.

set port<c.p> <state>

you might type:
set port 4.3 active

Square brackets [ ] Indicate keys on the keyboard, or optional PresqReturn].
arguments or parameters for commands. You can

omit optional arguments and parameters in any )
command. cli> help [<topic>]

Caret symbol » When the caret symbol precedes a character, it*X is the same gd€ontrol] X
refers to the control key.

Curly braces {} Indicate a choice of arguments or parameters for cli> set cli traplevel {off|info|oper|trace|debug}
commands. Arguments or parameters are
separated by a vertical line {J}, and you must select
one
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Where to Begin

Before You Begin

Where to Begin Network Management TaskdVlanagement Tools Network Management
Scenarios

This chapter lists the management activities that you can perform on a network of LightStream
2020 enterprise PM switches and describes the tools that you can use to manage your network. It
explains the dferent ways you can manage your LightStream network, depending on your hardware

and software, and it also tells you how LightStream switches and the network management tools use

the Simple Network Management Protocol (SNMP) to communicate.

Where to Begin

Before you attempt to manage your network, each LightStream switch should be fully installed,
powered on, and configured. Refer to tightStream 2020 Installation and Troubleshooting
Manualfor installation information and to theghtStream 2020 Configuration Guifler

configuration information. Complete the appropriate setup procedures described in the
“Administrative Tasks” chapter of this guide. These procedures allow you to set up the system to run
in secure mode and change the default SNMP community and trap delivery addresses. Depending
on how you choose to set up your network, you may not need to perform all of the setup procedures.

Network Management Tasks

Control Tasks

You can perform a wide variety of network management tasks on your LightStream network. You
will perform some every day and others only occasionally. This section lists the different types of
network management tasks that you can perform.

® Configuring a LightStream switch

® Monitoring LightStream switches

® Customizing trap logs and displays

® |Logging and viewing traps

® Changing the online network configuration

® Deleting frame relay (FR) data link connection identifiers (DLCIS)
® Deleting ATM-UNI virtual channel identifiers (VCIs)
® Defining and assigning bridge filters

® Handling workgroups

® Creating special files

® Writing command line interface (CLI) scripts

® Performing an orderly shutdown
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Network Management Tasks

Changing the default trap delivery addresses

Changing the default terminal type

Security-related Tasks

SNMP Tasks

Setting or changing account passwords

Setting the SNMP community

Changing the default modem password and init string
Creating new user accounts

Changing the default SNMP community names
Changing the security level of the LightStream network

Creating a backup of the network configuration on floppy disks

Monitoring MIB object values
Setting and obtaining the values of MIB attributes
Walking the MIB tree

Troubleshooting Tasks

TCS Hub Tasks

Isolating trunk problems

Looping and unlooping ports and interfaces
Activating cards, ports, and circuits
Resetting cards

Forcing TCS Hub to be primary or secondary
Loading operational software or diagnostics
Using theping command

Verifying the software installation

Connecting to a card

Forcing a switch card to become the primary or secondary TCS hub

Optimization Tasks
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Determining the status of trunk ports

Manually optimizing the load across trunks



Management Tools

Management Tools

You can use the following methods to manage a LightStream network:

® Self-management. Use the LightStream configurator and the LightStream monitor to perform
most management functionsotycan, howeveuse the CLI on one of the LightStream switches
within the network or on a Sun SPARCstation to perform some management tasks, if the
configurator is unavailable.

® Third-party management. Use an external, third-p&MMP-compatible network management
system (NMS).

Self-Management Tools

The LightStream Configurator

The LightStream switch comes with the LightStrezonfigurator—a user-friendly graphical

interface that reduces configuration tasks to the simple click of a mouse button. As network
administrator you will use the LightStream configurator (for the most part) to manage a network of
LightStream 2020 enterprise ATM switches. SedlightStream 2020 Configuration Guifter

further details. If the configurator is unavailable to you, you can use the CLI commands in this
document to perform many management tasks.

The LightStream Monitor

LightStream technology provides graphical displays of individual LightStream switches, cards, and
ports via the LightStreamonitor. In most instances you will want to monitor the network with the
LightStream monitor. See théghtStream 2020 Operations Guitte details. However, if the

monitor is unavailable to you, you can use the CLI commands in this document to perform many
monitoring tasks.

Command Line Interface

The CLlI is a simple, line-based interface that runs on a LightStream switch or a/S@s&&ion.
You can access the CLI by connecting a terminal to a LightStream switch, by telnetting to the NP,
or by running the CLI on a Sun SPARCstation.

If the LightStream monitor or configurator are unavailable to you and you use the CLI to perform
management tasks, any changes you make to configuration attributes may cause the local
configuration database to be out of synchronization with the global database.

Third-Party Network Management Tools

You can use any industry standard SNMP-compatible NMS to monitor a LightStream network. The
NMS is connected to the LightStream switch via the Ethernet interface on the NP.

The following three systems can be used with the LightStream switch:
® OpenView, Release 3.0 from Hewlett Packard
® SunNet Manager, Release 2.0 from SunConnect

® NetDirector Enterprise Network Management software from Ungermann-Bass
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Network Management Scenarios

You cannot configure a LightStream network using a third-party NMS. LightStream switches and
networks are configured with the LightStream configurator. For information on the LightStream
configurator, refer to theightStream 2020 Configuration Guide

The LightStream documentation set does not provide instructions on how to use a third-party NMS.
Refer to the product documentation for your third-party NMS for specific instructions.

Using SNMP-Compatible Tools

As explained in this section, you can manage a LightStream network with its own management
software or with an external SNMP-compatible third-party NMS. Regardless of which system you
use, the management software communicates with the managed devices using SNMP.

Network Management Scenarios
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You can manage your network in a number of different ways, depending on your hardware and
software and whether you want traps to be interleaved with, or separated from, your general
monitoring and control functions. Traps interleaved with your general monitoring and control
functions may interfere with or delay your ability to enter or execute commands or to receive output
from the general monitoring and control functions.

Before bringing your LightStream network online, consider how you will monitor and control the
network.Table 2-1 lists the different options that are available. Use this table to locate information
about the method you wish to use.

The scenarios described here are not mutually exclusive. As long as you have at least one Sun
SPARCSstation associated with your LightStream network for configuration purposes, you can
perform routine monitoring and control tasks on any or all of the systems described in scenarios two
through five.

The preferred method of network configuration, monitoring and control is with the LightStream
configurator and the Light-Stream monitor running on a SéR&RBtation as described in scenario
1in Table 2-1. The user-friendly features of these programs reduce many tasks to the click of a
mouse button. LightStream documentation and customer support provide only limited support for
scenarios 3, 4, and 5.



Network Management Scenarios

Table 2-1 Network Administration Scenarios

Interleave
No. Hardware Software Traps? Reference

SPARC-station

SPARC-station

Configure, monitor, and control the network on a Sun SPARCstaties
using LightStream management software. If you cannot access the
SPARCSstation, you can use CLI on an NP to perform management
tasks. (Optionally, other third-party SNMP-compatible network
management software can be used.) The configurator, the monitor,
and the CLI run and display on the SPARCstation running SunOS
4.1.x. HP OpenView is optional. This scenario is the preferred
method for network management tasks.

After configuring the network using the LightStream configurator ofes
a Sun SPARCstation, monitor and control the network from the
VT100 terminal. Howeveif you must add or move hardware or add
ports or VCs, youmustuse the Sun $RCstation to run the
configuratorThe CLI runs on a LightStream network processor (NP) and
displays on the VT100.

After configuring the network using the LightStream configurator,No
monitor and control the network from the Sun SPARCstation using
the CLI and a third-party NMS. The configurator, the CLI, and the
third-party NMS trap monitoring tool run and display on the
SPARCstation.

After configuring the network using the LightStream configurator &o
a Sun SPARCstation, monitor and control the network from the
non-Sun workstation using the CLI. However, if you must add or
move hardware or add ports or VCs, youstuse the Sun

SFARCstation to run the configurator to complete these tasks. The CLI
runs on a LightStream NP and displays on the workstation.

After configuring the network using the LightStream configurator &o
a Sun SPARCstation, monitor and control the network from the
non-Sun workstation using CLI and a third-party trap monitoring
tool. However, if you must add or move hardware or add ports or
VCs, youmustaccess the Sun SRCstation to run the configurator to
complete these taskihe CLI runs on a LightStream NP and displays on
the workstation. The third-party NMS trap monitoring tool runs and
displays on the workstation.

“Scenario 1: Manage
Network from Sun

SPARCSstation Using
the Configurator, the
Monitor, and the CLI”

“Scenario 2: Manage
Network from VT100
Terminal Using the
CLI”

“Scenario 3: Manage
Network from Sun
SPARCstation Using
the CLI and a
Third-Party Trap
Monitoring Tool”

“Scenario 4: Manage
Network from a
Non-Sun Workstation
Using the CLI Only”

“Scenario 5: Manage
Network from a
Non-Sun Workstation
Using the CLI and a
Third-Party Trap
Monitoring Tool”

Note You can access traps from a single instance of CLI running on an NP or from one instance of
a third-party trap monitoring tool running on a workstation. If you attempt to display traps on a
second instance of either program running on another single processor (the NP or workstation), a
message is displayed indicating that traps have been intercepted by another user.

Scenario 1: Manage Network from Sun SPARCstation Using the Configurator, the Monitor,
and the CLI

Figure2-1 shows the hardware configuration for scenario 1 and information that might be displayed
on the Sun SPARCSstation. The two windows in the display show general monitoring and control
information and traps.
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In most instances you will perform management functions with the LightStream configurator and
the LightStream monitor running on the SPARCstation. You can invoke the LightStream monitor
through HP OpenView to see a graphical representation of LightStream switches, cards, and ports.
(The HP OpenView product is not required to run the LightStream monitor.)

You can perform general monitoring and control functions on all LightStream switches in the
network by running one instance of the CLlI, with traps turned off, in one window of the
SPARCSstation. ¥u can monitor any other LightStream switch in the network by setting the SNMP
hostname to the appropriate switcho (fionitor each LightStream switch in a separate windomw

one instance of the CLI with traps turned off for each switch. Each instance of the CLI runs in a
separate window on the SPARCSstation. This option is not illustrated in Figure 2-1).

You monitor traps for all LightStream switches in the network by running one instance of the CLI
with the trap monitoring (trapmon) switch turned on in a window of the SPARCstation. Traps are
displayed on the SPARCstation only if you have changed the default trap delivery address in each
LightStream switch to the address of the SPARCstation.

General monitoring and control input and output are not interleaved with traps. One window on the
workstation is dedicated to traps. One or more windows are dedicated to general monitoring and
control.
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Figure 2-1 Example of scenario 1

Sun SPARCstation

g =

SRENE
—

GENERAL MONITORING AND CONTROL DISPLAY

LightStream switch

SUN PROWPT> cli -notraps
Li ght Stream CLI (Version 2.0 of 1 July 1994)
cli> show card 10 ports

Port 10000 Frane Forwardi ng Nane: L2.10.0_ff
Port 10001 Frane Rel ay Nane: L2.10.1_fr
Port 10002 Frame Rel ay Name: L2.10.2_fr

cli> set snnp hostnane L1

cli> showtcs 4 tenperature
Slot 4 State:
Top: 84 F (warning 140 F, shutdown 149 F)
28 C (warning 60 C, shutdown 65 C)
Bottom 115 F (warning 113 F, shutdown 149 F)
46 C (warning 45 C, shutdown ?? Q)

Paddl e Card Top: 78 F (warning 113 F, shutdown 149 F)
25 C (warning 45 C, shutdown 65 C)
Paddl e Card Bottom 75 F (warning 140 F, shutdown 149 F)

23 C (warning 60 C, shutdown 65 C) cli>

cli> set snnp hostnane L2

TRAPS DISPLAY

SUN PROWPT> cli -trapnon

Li ght Stream CLI (Version 1.019 of 1 Jul 21 1994)

==>Trap fromL1l, SystemUp Time: 20 Hr 47 Mn 11 Sec

==>(OPER) NPTMM 6 at 09/23/94 04:23:34 EDT (09/23/94 08:23:34 GMI)
==>TEMPERATURE#2 (115F) of card 4 is outside the normal range

==>Trap from L2, SystemUp Time: 48 H 32 Mn 2 Sec
==>(OPER) NPTMM 3 at 09/15/94 11:29:19 EDT (09/15/94 15:29:19 GWI)
==>Sl ot 10 State Changed From DO To UP

S3721

Scenario 2: Manage Network from VT100 Terminal Using the CLI

Figure2-2 shows the hardware configuration for scenario 2 and information that might be displayed
on the VT100 terminal.
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In most instances you will perform many management and monitoring functions with the
LightStream configurator and the LightStream monitor running on a SPARCstation. If these tools
are unavailable, you can use the CLI procedures described in this manual. However, any changes
you make will cause the local database to be out of synchronization with the global database.

You perform general monitoring and control functions on the LightStream switch connected to the
console (VT100 terminal) by running the CLI on the NP of that switoh.c&n monitor and control

any other LightStream switch in the network by setting the SNMP hostname to the switch you want
to monitor.

When you run the CLI to perform general monitoring and control functions on a particular
LightStream switch, trap monitoring for that switch is provided as part of the general monitoring
function (unless you have explicitly disabled the display of trapg).cbpies of the traps generated

on the switch connected to the console are displayed. (One copy is displayed by running the CLI;
the otherby an automatic filtering mechanism that displays traps to a local consopeevEnt the
duplicate display of traps, use thet chassis consoletraplevebmmand to turn off the filtering
mechanism. To monitor traps of other switches in the network, change the default trap delivery
addresses for each switch to the IP address of the NP from which the CLI is being run.

Traps are interleaved with general monitoring and control input and output on the VT100 terminal
when you use this method.
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Figure 2-2 Example of scenario 2

]

VT100-compatible termianl

L3

s

cli> show card 10 ports

(also referred to as a console)

-
w
1

LightStream switch

Port 10000 Franme Forwardi ng Name: L2.10.0_ff
Port 10001 Frame Relay Nane: L2.10.1_fr
Port 10002 Frane Relay Nane: L2.10.2_fr

==>Trap from L1, System Up Tinme: 20 Hr
==>(OPER) NPTMM 6 at 09/23/94 04:23: 34

47 Mn 11 Sec
EDT (09/23/94 08:23:34 QW)

==>TEMPERATURE#2 (115F) of card 4 is outside the normal range

cli> set snnp hostnanme L1

cli> showtcs 4 tenmperature
Slot 4 State:
Top: 84 F (warning 140
28 C (warni ng 60

F, shutdown 149 F)
C, shutdown 65 Q)

Bottom 115 F(warning 113 F, shutdown 149 F)

46 C (warning 45
Paddl e Card Top: 78 F (warning 113
25 C (warning 45
Paddl e Card Bottom 75 F (warning 140
23 C (warni ng 60

==>Trap from L2, System Up Tinme: 48 Hr
==>(OPER) NPTMM 3 at 09/15/94 11:29:19

shut down ?? C)
shut down 149 F)
shut down 65 C)
shut down 149 F)
, shutdown 65 C) cli>

OmOomo

32 Mn 2 Sec
EDT (09/15/94 15:29:19 GMI)

==>S| ot 10 State Changed From DOM To UP

cli> set snnmp hostname L2

S3722

Scenario 3: Manage Network from Sun SPARCstation Using the CLI and a Third-Party Trap

Monitoring Tool
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Figure2-3 shows the hardware configuration for scenario 3 and information that might be displayed
on the Sun SPARCstation. The two windows in the display show general monitoring and control

information and traps.

In most instances you will many perform management and monitoring functions with the
LightStream configurator and the Light-Stream monitor running on tABRG#tation. If these tools

are unavailable, you can use the CLI procedures described in this manual. However, any changes
you make will cause the local database to be out of synchronization with the global database.

You perform general monitoring and control functions on all LightStream switches in the network
by running one instance of the CLI, with traps turnddinfone window of the Sun B3RCstation.
You can monitor any other LightStream switch in the network by setting the SNMP hostname to the
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appropriate switch. @ monitor each LightStream switch in a separate windemone instance of
the CLI with traps turned off for each switch. Each instance of the CLI runs in a separate window
on the SPARCSstation. This option is not illustrated in Figure 2-3).

You monitor traps for all LightStream switches in the network by running the trap monitoring tool
provided by the NMS to display traps in one window of the SPARCstation. Traps are displayed on
the Sun SPARCSstation only if you have changed the default trap delivery address in each
LightStream switch to the address of the SPARCstation.

General monitoring and control input and output are not interleaved with traps. One window on the
workstation is dedicated to traps (using the NMS trap monitoring tool). One or more windows are
dedicated to general monitoring and control.

Figure 2-3 Example of scenario 3

-
N
1

= Sun SPARCstation

LightStream switch

——

GENERAL MONITORING AND CONTROL DISPLAY

—
— L3
N SE

SUN PROWPT> cli -notraps

Li ght Stream CLI (Version 2.0 of 1 July 1994)
cli> show card 10 ports

Port 10000 Frane Forwardi ng Name: L2.10.0 ff
Port 10001 Frane Relay Nane: L2.10.1_fr

Port 10002 Frame Relay Nane: L2.10.2_fr

cli> set snnp hostnanme L1

cli> showtcs 4 tenmperature
Slot 4 State:
Top: 84 F (warning 140 F, shutdown 149 F)
28 C (warning 60 C, shutdown 65 C)
Bott om 115 F (warning 113 F, shutdown 149 F)
46 C (warning 45 C, shutdown ?? Q)
Paddl e Card Top: 78 F (warning 113 F, shutdown 149 F)
25 C (warning 45 C, shutdown 65 C)
Paddl e Card Bottom 75 F (warning 140 F, shutdown 149 F)
23 C (warning 60 C, shutdown 65 C) cli>

cli> set snnp hostnanme L2

TRAPS DISPLAY

< This wi ndow di splays traps for the LightStream network >
<in the format used by your third-party trap nonitoring >
<t ool .
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Scenario 4: Manage Network from a Non-Sun Workstation Using the CLI Only

Figure2-4 shows the hardware configuration for scenario 4 and information that might be displayed
on the non-Sun workstation. The two windows in the display show general monitoring and control
information and traps.

After configuring your network with the LightStream configurator running on a SNRG#&ation,

you can monitor and control the network from the non-Sun workstation using CLI. You perform
general monitoring and control functions on the LightStream switch connected to the non-Sun
workstation by telnetting from the workstation to an NP on a LightStream switch and running one
instance of the CLI, with traps turned off, on that NP. The CLI display appears in one window on
the workstation. Wu can monitor any other LightStream switch in the network by setting the SNMP
hostname to the appropriate switcho (fionitor each LightStream switch in a separate windomw

one instance of the CLI, with traps turnefl oh the NP of each switch and display it in a separate
window on the workstation. This option is not illustrated in Figure 2-4).

You monitor traps for all LightStream switches in the network by telnetting from the workstation to
an NP on a LightStream switch and running one instance of the CLI with the trap monitoring
(trapmon) switch turned on for that NFhe trap display appears in one window on the workstation.
Traps are displayed on the workstation only if you have changed the default trap delivery address in
each LightStream switch to the address of the NP on which the trap monitoring tool is running.

General monitoring and control input and output are not interleaved with traps. One window on the
workstation is dedicated to traps. One or more windows are dedicated to general monitoring and
control.

Before You Begin 2-17



Network Management Scenarios

2-18 Book Title

Figure 2-4 Example of scenario 4

Non-Sun SPARCstation

-
w
1

LightStream switch

L3 |— |

GENERAL MONITORING AND CONTROL DISPLAY

WORKSTATI ON PROWPT> tel net L3

Trying L3

Connected to L3

Escape character is ‘"]'.

LynxOS (L3)

user nane: fldsup

passwor d:

bash$ cli -notraps

Li ght Stream CLI (Version 2.0 of 1 July 1994)
cli> show card 10 ports

Port 10000 Frane Forwarding Nane: L2.10.0_ff
Port 10001 Frane Rel ay Name: L2.10.1_fr
Port 10002 Frane Rel ay Name: L2.10.2_fr

cli> set snmp hostname L1

cli> showtcs 4 tenmperature
Slot 4 State:
Top: 84 F (warning 140 F, shutdown 149 F)
28 C (warning 60 C, shutdown 65 C)

TRAPS DISPLAY

WORKSTATI ON PROWPT> tel net L3

bash$ cli -trapnon

Li ght Stream CLI (Version 2.0 of 1 July 1994)

==>Trap from L1, SystemUp Time: 20 Hr 47 Mn 11 Sec

==>(OPER) NPTMM 6 at 09/23/94 04:23:34 EDT (09/23/94 08:23:34 GVI)
==>TEMPERATURE#2 (115F) of card 4 is outside the nornmal range

==>Trap from L2, SystemUp Time: 48 H 32 Mn 2 Sec
==>(OPER) NPTMM 3 at 09/15/94 11:29:19 EDT (09/15/94 15:29:19 GVI)
==>S| ot 10 State Changed From DOM To UP
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Scenario 5: Manage Network from a Non-Sun Workstation Using the CLI and a Third-Party
Trap Monitoring Tool
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Figure2-5 shows the hardware configuration for scenario 5 and information that might be displayed
on the non-Sun workstation. The two windows in the display show general monitoring and control
information and traps.

After configuring your network with the LightStream configurator on a SiirEBtation, you can
monitor and control the network from the non-Sun workstation using the CLI and a third-party trap
monitor. You perform general monitoring and control functions on the LightStream switch
connected to the non-Sun workstation by telnetting from the workstation to an NP on a LightStream
switch and running one instance of the CLI, with traps turned off, on that NP. The CLI display
appears in one window on the workstation. You can monitor any other LightStream switch in the
network by setting the SNMP hostname to the appropriate switch. (To monitor each LightStream
switch in a separate window, run one instance of the CLI, with traps turned off, on the NP of each
switch and display it in a separate window on the workstation. This option is not illustrated in
Figure 2-5).

You monitor traps for all LightStream switches in the network by running the trap monitoring tool
provided by the NMS to display traps in one window on the workstatiapsTare displayed on the
non-Sun workstation only if you have changed the default trap delivery address in each LightStream
switch to the address of the NP on which the CLI is running.

General monitoring and control input and output are not interleaved with traps. One window on the
workstation is dedicated to traps (using the NMS trap monitoring tool). One or more windows are
dedicated to general monitoring and control.
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Figure 2-5 Example of scenario 5

Non-Sun SPARCstation

-
w
1

LightStream switch

L3 —1

e AN

GENERAL MONITORING AND CONTROL DISPLAY

WORKSTATI ON PROWPT> tel net L3

Trying L3

Connected to L3

Escape character is ‘*]’

LynxQOS (L3)

user nane: fldsup

passwor d:

bash$ cli -notraps

Li ght Stream CLI (Version 2.0 of 1 July 1994)
cli> show card 10 ports

Port 10000 Frane Forwardi ng Name: L2.10.0_ff
Port 10001 Frane Rel ay Nane: L2.10.1_fr
Port 10002 Frane Rel ay Nane: L2.10.2_fr

cli> set snnp hostname L1

cli> showtcs 4 tenperature
Slot 4 State:
Top: 84 F (warning 140 F, shutdown 149 F)
28 C (warning 60 C, shutdown 65 C)
Bott om 115 F (warning 113 F, shutdown 149 F)
46 C (warning 45 C, shutdown ?? Q)
Paddl e Card Top: 78 F (warning 113 F, shutdown 149 F)
25 C (warning 45 C, shutdown 65 O
Paddl e Card Bottom 75 F (warning 140 F, shutdown 149 F)
23 C (warning 60 C, shutdown 65 C) cli>

cli> set snnmp hostname L2

TRAPS DISPLAY

< This w ndow di splays traps for the LightStream network >
<in the format used by your third-party trap nmonitoring >
<t ool .
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Basic Administrative Procedures

Administrative Tasks

Set-up ProceduresSetting Configuration AttributesAdministrative ProceduresHandling Cell
Line Card Interfaces Handling FDDI Interfaces Handling Ethernet InterfacesHandling
Spanning Tree Bridging Handling Bridge Filters Handling Virtual LAN Internetworking

This chapter describes set-up procedures that you should perform before your network becomes
active. The set-up procedures include:

Creating new user accounts

Creating initialization disks for each LightStredmwitch
Changing the default SNMP community names
Changing the default trap delivery addresses

Changing the default terminal type

All of these set-up procedures may not be required for every network. Before you begin, review the
procedures to determine which ones apply to your network.

This chapter also describes basic administrative procedures that you may need to perform and details
on changing configuration attributes.

Basic Administrative Procedures

The basic administrative procedures include:

Setting or changing account passwords, protected mode password, and the default modem
password and initialization string

Changing the SNMP community

Writing /etc/hosts, cli.group, and command line interface (CLI) script files
Performing an orderly system shutdown

Backing up configurations

Handling cell line card (CLC), FDDI, and Ethernet interfaces

Handling spanning tree bridging

Working with filters

Changing the online network configuration

Deleting a frame relay data link connection identifier (DLCI) or ATM-UNI virtual channel
identifier (VCI)

Changing Configuration Attribute Values with CLI Commands

The preferred method of setting attribute values in the local configuration database is by using the
LightStream configurator on the network management station (NMS). (Skeghit®tream 2020
Configuration Guiddor details.) If the configurator is unavailable, CLI commands may be used to
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change configuration attribute values. Normally, configuration changes made with CLI commands
are made to run-time memory only. This is useful for testing purposes. However, the next time the
node is reset, these volatile changes are overwritten.

CLI commands may also be used to change the local configuration database. CLI set commands
write to the local configuration database as well as to run-time memory, if you erdet toafig

lock command first. In this case, your permanent changes are written to the configuration database.
If the node is reset, your changes will take effect again.

Theset config lockcommand also locks the master management agent (MMA) so that a CLI user
connected from a different IP address cannot concurrently make configuration changes. If other
users attempt to use CLI set commands while the MMA is locked, they see the error message:

SNMP error

The CLI issues a periodic reminder that the MMA is locked.

After completing your permanent changes, usa¢theonfig unlockcommand to unlock the MMA.
This restores the default state (unlocked, no writes to database; other users have access). The lock is
automatically removed after 2 minutes of inactivity or when the CLI session is closed.

These commandsét config lockandset config unloch are equivalent to setting themaSetLock

MIB object to 3 (locked) or to 1 (unlocked). A third value of thmaSetLoclobject exists that
cannot be set by trset configcommand. If you are testing configuration changes, but do not want
to save them yet in the local configuration database, usettremp mmaSetLock.0 Zommand

to lock the MMAwithoutcausing CLI sets to write to the local database.

For additional details about these commands, refer taghéSteam 2020 Command and Attribute
Reference Guide

Set-up Procedures

After you complete the installation and startup of a LightStream switch, log in to either the fldsup or
root user accounts on the switch and perform the set-up procedures described in this section. You
need to perform only those set-up procedures that are required for your network.

Some of these procedures require that you restart the (MMA). Each procedure requiring a restart
includes that step as part of its process. However, you can perform all of those procedures without
restarting the MMA and restart the MMA only once, after you complete the last procedure.

Creating New User Accounts

This section tells you how to create a new user account. The LightStream switch provides an
adduser script to simplify the task of adding a user to the system.

Procedure
Step 1 Log in to the root account on your LightStream switch.

Step 2 To start theadduser script, enter the following at the bash# prompt:

bash# adduser

Step 3 Enter the login name for the new user when you see the following prompt:

Enter login name, must be < = 8 characters:

Step 4 Enter the full name for the new user when you see the following prompt:
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Expected Result

Enter user’s full name:

The program displays login account information as follows:
Login Name:<login>

User ID:65536

Home Directory:/usr/<login>

Password Entry: <login>::<UID>:<GID>:<username>:/usr
<login>:/bin/bash

where
<login> = The login name of the user.
<UID> = The user identification number.
<GID> = The group identification number.
<username> = The full name of the user.
Step 5 If the information displayed is correct, respond yes (Y) to the following prompt:

Add the new user to the password database (Y/N)

Step 6 Enter a password for the new user when you see the following prompt:

Enter:Adding entry to the /etc/passwd database
Making /usr/<login> home directory

Changing password for <login>

Enter new password:

The password must be at least six alphanumeric characters long and must not be a
recognized word.

Step 7 Retype the password at the following prompt:

Retype new password:

The bash# prompt is displayed.

If you enter the new password correctly, the system changes the password and displays the bash#
prompt.

A new account with the characteristics you specified is created. You can now log in to the new
account and begin using it.

Changing the Default SNMP Community Names

3-23 Book Title

Each LightStream switch has a file detailing each switch in the network thatldas read/write
access to its MMA and the several levels of privileges for each of those switches. To monitor the
network, you need only read access to an MMA; howéeenake changes to the values in an MMA

or to issue control commands, you need read/write privileges.

The software maps the SNMP community name and the IP address of each LightStream switch to a
set of privileges. Each LightStream switch has a default file named
lusr/app/base/config/mma.communities that contains details on the SNMP communities that have
been defined for it. A sample of the file is shown in Figure 3-1. The lines preceded by the number
sign (#) are informational comments. The last three lines contain the names of the SNMP
communities (public, trap, and write).
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Figure 3-1 Sample mma.communities file

bash# nore mma. comunities

This is the session configuration file that determn nes who nay
access the gateway. Each line consists of three itens:

1st, the session nane.

2nd, the I P address of the renpte site. If address is 0.0.0.0, any
address nmay communi cate on that session nane.

3rd, the privileges given that session nane. These currently
consi st of READ for read only, WRITE for read/wite, or NONE to
| ock out a session nane.

The format is

sessi on_nanme | P_address_i n_dot_notation privil eges

public 0.0.0.0 read

trap 127.0.0.1 wite

wite 0.0.0.0 wite

bash#

HHEHFHRFEHEHHFHREHR

H3706

The line reading public 0.0.0.0 read indicates that a user issuing commands from any IP address
(indicated by the notation 0.0.0.0) and who has set the SNMP community npoidi¢das read

access to the MMA on this switch. The line reading trap 127.0.0.1 write indicates that a user issuing
commands from this local switch (indicated by the notation 127.0.0.1) and who has set the SNMP
community name ttrap has read/write access to the MMA on this switch. The line reading write
0.0.0.0 write indicates that a user issuing commands from any IP address (0.0.0.0) who has set the
SNMP community name tarite has read/write access to the MMA of this switch.

SNMP community names can be used to provide a level of security to each LightStream switch. It
is recommended that you change the names dfghendwrite SNMP communities. By changing

the names of the read/write SNMP communities, you can restrict access to only the users who know
your SNMP community names. As a convention, most SNMP devices have a community name of
public with read only privileges. & should not change the name of the public SNMP community

but you can change its privileges, if necessary.

The SNMP communities are defined in the file /usr/app/base/config/mma.communities. The
following procedure tells you how to edit that file.

Note The SNMP community name is reset to public whenever you reset the CLI.

Note The LightStream software contains a number of symbolic links between files in different
areas. When a new software release is downloaded, the software laakekedfiles and carries

those files forward. Therefore, you must make sure that the files you edit are not linked to any other
files in the system. Follow the procedure exactly to ensure that the file you are editing will remain
part of the system, even if a new software release is loaded.

Procedure to Change the Default SNMP Community Names
Step1 Log in to the root account on your LightStream switch.
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Step 2

Step 3

Step 4

Step 5

Step 6

Step 7
Step 8

To gain access to the directory containing the files you want to edit, enter the following at
the bash# prompt:

bash# cd /usr/app/base/config

Move the mma.communities file to another file to maintain the link by typing:

bash# mv mma.communities mma.communities.orig

This means that mma.communities.orig is linked to the file
/usr/appl/dist/base-x.x.x/config/mma.communities. (This file is overwritten with the next
software upgrade.)

Copy the contents of the file with the link to the original file name, by typing:

bash# cp mma.communities.orig mma.communities

Now you have two files with identical information. The mma.communities file has no links
to any other files and the mma.communities.orig file is linked to
/usr/app/dist/base-x.x.x/mma.communities.

Edit the mma.communities file using the vi editor, by typing:

bash# vi mma.communities

If you are not familiar with the vi editor, refer to thightStream 2020 Command and
Attribute Reference Guidgvhen you have edited the file, save the changes.

When you have finished with the file, exit the vi editor by pressinfEse] key or”[
followed by typing:

zz
Repeat Step 1 through Step 6 for every LightStream switch in the network.

After you have created the mma.communities file for every switch in your network, you
should restart the MMA in each switch to update the MMA with the new
mma.communities info. There are two methods for restarting the MMA.

® |fyou are restarting the MMA from the bash# prompt, find the process ID (PID) number
of the MMA by typing the following at the bash# prompt:

bash# ps -ax

This lists all processes that are running on the switch. Once you know the PID number
for the MMA, enter the following at the bash# prompt:

bash# kill -hup <mma pid #>
where
<mma pid #> = The PID number for the MMA process in this switch.
This command kills and then restarts the MMA in the target switch.

® If you are restarting the MMA from a CLI running on the switch, find the PID of the
MMA by typing the following at the cli> prompt:

cli>  walk pidName

Once you know the PID for the MMA, enter the following at the cli> prompt:

cli>  set pid <mma pid #> adminstatus inactive

This command stops the MMA. The NDD process automatically restarts the MMA.
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Expected Results

You can look at the edited mma.communities file by enteriage mma.communitiesat the cli>
prompt. The procedure outlined in the section “Changing the Default SNMP Community Names”
describes how to change from one SNMP community to another.

Changing the Trap Delivery Address

When you start the CLI, the LightStream switch finds the addresses for trap delivery in the
/usr/app/base/config/mma.trap_communities file. By default all LightStream switches send traps to
their local network processor (NP). However, to have a single CLI or a third-party network
management system (NMS) collecting all traps for the network, you must add its address to this file.
This change should be made at startup time, because the LightStream switch must be restarted after
the file is changed.

The procedure below tells you how to edit the file.

Each line in the /usr/app/base/config/mma.trap_communities file consists of the following three
items:

® Community name
® |P address for delivery of the traps
® User Datagram Protocol (UDP) port on which traps are sent

SNMP normally uses UDP port 162 for traps. The following is a sample
/usr/app/base/config/mma.trap_communities default file:

trap 127.0.0.1 162

Note The LightStream software contains a number of symbolic links between files in different
areas. When a new software release is loaded, the software lookErfkedfiles and carries those

files forward. Therefore, you must make sure that the files that you edit are not linked to any other
files in the system. Follow the procedure betxactlyto ensure that the file you are editing will
remain part of the system, even if a new release of the software is loaded.

Procedure to Change the Trap Delivery Addresses

Step1 Determine where you want the traps to be sent for each LightStream switch before you edit
the /usr/app/base/config/mma.trap_communities file.

Step 2 Log in to the root account on the LightStream switch.

Step 3 To gain access to the directory containing the files you want to edit, enter the following at
the bash# prompt:

bash# cd /usr/app/base/config

Step 4 Move the mma.trap_communities file to another file to maintain the link by typing:

bash# mv mma.trap_communities mma.trap_communities.orig

This means that mma.trap_communities.orig is now linked to the
/usr/app/dist/base-x.x.x/config/mma.trap_communities file. (This fill is overwritten with
the next software upgrade.)

Step5 Copy the contents of the linked file by typing:
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bash# cp mma.trap_communities.orig mma.trap_communities

Now you have two files with identical information. The mma.trap_communities file has no
links to any other files and the mma.trap_communities.orig file is linked to
/usr/app/dist/base-x.x.x/mma.trap_communities.

Step 6 Invoke the vi editor to edit the file, by typing:

bash# vi mma.trap_communities

Refer to thd.ightStream 2020 Command and Attribute Reference Goidaore
information on the vi editor. When you have completed the changes, save the file.

Step 7 When you have finished entering the group names and trap numbers in the file, exit the vi
editor by pressing thigsc] key or”[ followed by typing:

zz
Step 8 Repeat Step 2 through Step 7 for every LightStream switch in the network.

Step 9 After you have created the mma.trap_communities file for every switch in your network,
restart the MMA in each switch by one of the following methods:

® Ifyou are restarting the MMA from the bash# prompt, find the PID number of the MMA
by typing
bash# ps -ax

This lists all processes that are running on the switch. Once you know the PID number
for the MMA, enter the following at the bash# prompt:

bash# kill -hup <mma pid #>
where
<mma pid #> = The pid number for the MMA process in this switch.

This command kills the MMA in the target switch. The NDD process automatically
restarts the MMA.

® |f you are restarting the MMA with CLI, find the PID number of the MMA by typing
the following at the cli> prompt:

cli> walk pidName

Once you know the PID number for the MMA, enter the following at the cli> prompt:

cli>  set pid <mma pid #> adminstatus inactive

This command stops the MMA and the NDD process automatically restarts the MMA.

Expected Results

You can look at the edited mma.trap_communities file by typiog mma.trap_communitiesat
the cli> prompt.
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Changing the Default Terminal Type

Whenever you log in to the CLI, the default terminal type of each user account (oper, npadmin,
fldsup, and root) is set to vt100. If you do not use a VT100 terminal, you may want to change the
default terminal type in your .profile file, so that you need not change the terminal setting each time
you log in. This procedure changes the default terminal type setting in the .profile file for each user
account.

Procedure 1: Changing the Terminal Type from the bash Prompt

Expected Result

Step 1
Step 2
Step 3

Step 4

Step 5

Step 6

Step 7

Verify that the terminal type you want to use is defined in the /etc/termcap file.
Log in to the fldsup account or the root account for the LightStream switch.
To edit the terminal type for the oper account, enter the following at the bash# prompt:

bash# vi /usr/oper/.profile

The vi editor opens and you are ready to edit the default terminal type.

Change the default terminal type for the oper account by editing the line that reads:
TERM=vt100

to reflect the terminal type you are using. (The terminal type must be defined in the
/etc/termcap file.)

If the line TERM=vt100 does not appear in the .profile file, add a line in the following
format to that file:

TERM=<your default terminal type>

Exit from the vi editor by typing thgEsc] key or”[ followed by typing:

zz

Repeat Step 3 through Step 5 for each of the default login accounts by editing the following
files:

/usr/npadmin/.profile
lusr/fldsup/.profile
lusr/root/.profile

Repeat Step 3 through Step 5 for any other accounts that you have created in addition to the
default user accounts.

The new terminal type does not takieef until you restart the CLI.oTmake these change$aztive
immediately, exit from the CLI, then restart the CLI.

Procedure 2: Changing the Terminal Type from the CLI
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Step 1
Step 2

Step 3

Verify that the terminal type you want to use is defined in the /etc/termcap file.
At the cli> prompt, type:

cli> protected

Enter the protected mode password when you see the following prompt:

Enter password:
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Step 4 To edit the terminal type for the oper account, enter the following atlthgorompt:

=cli>  shell  "vi/usr/oper/.profile”

The vi editor opens and you are ready to edit the default terminal type.

Step 5 Change the default terminal type for the oper account by editing the line that reads:
TERM=vt100
to reflect the terminal type you are using. (The terminal type must be defined in the
/etc/termcap file.)

If the line TERM=vt100 does not appear in the .profile file, add a line in the following
format to that file:

TERM=<your default terminal type>

Step 6 Exit from the vi editor by typing thEESC] key or”[ followed by typing:
zz

Step 7 Repeat Step 4 through Step 6 for each of the default login accounts by editing the following
files:

/usr/npadmin/.profile
lusr/fldsup/.profile
lusr/root/.profile

Step 8 Also repeat Step 4 through Step 6 for any user accounts you have created in addition to the
default accounts.

Expected Result

The new terminal type does not takieef until you restart the CLI.0Tmake these changesestive
immediately, exit from the CLI, then restart the CLI.

Editing the hosts File

As the network administrator, you must maintain the usr/etc/hosts file on each LightStream switch
in your network. This file stores the names and addresses of all LightStream switches in your
network. It is created at installation, but you must add an entry for each LightStream switch in your
network.

Note Do not modify the existing contents of the /usr/etc/hosts file. These entries refer to the local
switches. You should only add entries for other devices in your network.

If you are changing thiargetswitch for a CLI command and you want to verify the IP address of
that switch, you can display the /etc/hosts file to check the address.

Follow the procedure below to edit the usr/etc/hosts file.

Procedure to Edit the hosts File
Step1 Log in to the LightStream switch and start the CLI.
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Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

Step 9

Expected Results

Typeprotected to invoke protected mode and enter the protected mode password at the
prompt.

Enter the following:

«cli>  shell bash

You will see a bash prompt.
Move to the /usr/etc directory by entering the following at the bash# prompt:

bash# cd /usr/etc

At the bash# prompt, enter:

bash# vi hosts

The vi editor opens on your screen. If you are not familiar with the vi editor, refer to the
LightStream 2020 Command and Attribute Reference Guide

Go to the end of the file and enter the names of the LightStream switches in your network
and their IP addresses in the file, using the format shown in the “Expected Results” section
below.

When you have finished entering the names and addresses in the file, exit the vi editor by
pressing théESC] key or”\[ followed by typing:

zz

To return to the CLI, enter the following at the bash# prompt:

bash# exit

To exit protected mode, enter the following attle> prompt:

«cli>  exit

A usr/etc/hosts file might look like this:

127.1.
127.1.
127.1.
127.1.
127.0.

22.41 Lightl
22.42 Light2
22.43 Light3
22.46 Light4
0.1 localhost

The /usr/etc/hosts file on each switch contains chassis-specific information that is entered

Caution
A automatically and modified each time the system boots. Do not copy this file from one LightStream
switch to another because the chassis-specific information will be wrong.

Setting Configuration Attributes

This section lists the attributes that you can configure with the LightStream configuration tool on a
workstation, and shows the functionally equivalent CLI commands for configuring the attributes, if
the configurator is not available to you. (SeeltightStream 2020 Command and Attribute
Reference Guidfor more information on these attributes and commands.)
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Configuration Attribute Storage Locations

Configuration information is stored in five locations:

Step1 Pre-programmed defaults.

Step 2 Run-time memory on the target node.

Step 3 A copy in on-board EEPROM of the run-time values of certain line card attributes.
Step 4 The local configuration database on the disk of the target node.

Step 5 The global configuration database on the network management station (NMS) on which the
configuration tool is running.

Changing Attribute Values

The preferred method of setting attribute values in the local configuration database is by using the
LightStream configurator. See thightStream 2020 Configuration Guiftr details.

Synchronizing Databases

After you make changes to the local configuration database with CLI commands, the local
configuration database is out of synchronization with the global database. The global configuration
database is located on the NMS on which the configuration tool is running. To copy local
configuration changes to the global database, you must use the verify function in the configuration
tool. This function retrieves the local settings and allows you to write them over the values in the
global database. See the “Getting Started” chapter dfigieStream 2020 Configuration Guide

Working with Temporary Configuration Changes

CLI changes in run-time memory may cause confusion. When the NP is restarted (for example,
when the node is rebooted), for card or port attributes, when a card comes up, attribute values in
run-time memory are reset in the following sequence:

® Pre-programmed defaults are read in to run-time memory.

® Run-time values of some port attributes are read in from on-board EEPROM and overwrite the
default settings.

® \Values stored in the local configuration database overwrite any prior values.

Note The result can be a combination of database settings, settings stored in EEPROM (which
might have been mistakenly thought to be temporary changes in run-time memory), and defaults.

Port Attributes Stored in EEPROM
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Run-time values of the following port attributes are stored in EEPROM on the line card:

Line Card Attribute Card Type
edge/trunk mode LSC, MSC, CLC
cell payload scrambling MSC, CLC
clocking (internal/external) CLC

bitrate LsC
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Line Card Attribute Card Type
DCE/DTE mode LsC
cable length MSC
C-bit Parity/Clear Channel MSC
HEC/PLCP mode MSC

Normally, when you set the status of a card to inactive and then to active, changes made with CLI
commands to run-time memory (but not to the database) are lost. However, changes to the above
attributes are read back into run-time memory from EEPROM when the card comes up. A value read
in from EEPROM remains in effect if the default value for that attribute was never changed in the
local configuration database.

For example, if you use the Ckét port c.p characteristicscommand to specify the DCE bit rate

for a port, this attribute is not configured in the local database because you have been using the
default bit rate for this port, or perhaps you are configuring a new card with CLI commands. Because
this was an experimental setting, you did not first useg¢heonfig lockcommand to write this

change to the local database. The new run-time value of this attribute is stored in EEPROM on the
line card. When the card is disabled and enabled (or the NP restarted), NP software reads EEPROM
and writes the bit rate to run-time memory. It remains because nothing exists in the local database
to overwrite it.

Node Attributes that Look Like Port Attributes

A similar confusion is due to thinking of certain node attributes mistakenly as edge card and port
attributes. These are the attributes concerned with the following LAN-related functions:

® Workgroups

® Filters

® Spanning tree bridge

® Static bridge routes

® The default bridging action for a port

These attribute values are stored in the NP’s run-time memory and not on the card. Consequently,
they are overwritten from the local configuration database only when the NP is restarted, typically
when the node is rebooted. They are not overwritten when a card is disabled and re-enabled, nor even
when the card is physically removed and reinstalled.

If you have used the CLI to specify custom filters and assign them to a port without usiag the
config lock command first to write them to the local database, the filter settings are retained in NP
memory. When the edge card is disabled and re-enabled, the filter settings are not affected. You
should use CLI commands or the configurator to delete them. They are also removed when you
reboot the node or in some other way restart the NP.

Configurable Attributes
Table 3-1 contains the attributes that can be changed with thee€indsetsnmpcommands.
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Table 3-1 CLI-configurable Attributes

Attribute Type Attribute Name CLI Command

System Chassis ID setsnmp chassisld.(D#
Chassis Name set chassis nameame
Chassis Type setsnmp sysDesd” Node descriptich
Contact setsnmp sysContact.0 Contact informatioh
Location setsnmp sysLocation.0 Location informatioh
IP Address Active Management IP Address set chassis actiNgaddiess
IP Address Default Router set chassis defiuter IPaddess
NP Ethernet IP Address set chassis ethernetaddiPaddiess
NP Ethernet IP Mask set chassis ethernetmastask
Secondary Management IP Address set chassis secondaryifPaddess
Switch Port Subnet Mask set chassis netmaskask
Trap Level for Console Display set chassis consoletraplevel
{ operlinfo|trace|debug}
SNMP Agent Trap Filter set cli traplevel{ operiinfo|trace|debug

Trap Log Status

set chassis traplod on|off}

Congestion Avoidance
(CA)

Maximum Interval for Permit Level
Reports

set chassis congestion
maxpermitinterval ms

Minimum Interval for CA Info Reports

set chassis congestion
minpermitinterval ms

Minimum Interval for Permit Level
Reports

set chassis congestion
mincainfointerval ms

Master Management

MMA Data Collection Space

set chassis agent

Agent (MMA)
MMA Trap Filter set cli traplevel{ operfinfoltraceldebug
MMA Trap Log Status set chassis traplog on|off}

Card Max VCs for This Card setsnmp cardMaxVesd#nNnn

Administrative Status

set card{ activelinactiveltesting}

Card Name setsnmp cardNamesard#name
Card Type setsnmp cardBoardype card#type
(Common) Port Port Name setsnmp portinfoNameportID name

Port Status

set portc.p {activelinactiveltestingt

LSC Port DCE Bit Rate set portc.p characteristics dce-bitrateKbytes
DCE/DTE Type set port c.p characteristics dce-dte-type
{dcddte|dce-internal}
DTE Bit Rate set portc.p characteristics dte-bitrateKbytes

Err. Threshold

setsnmp frProvMiNetErrorThreshpdgtiD n

Full Enquiry Interval

setsnmp frProvMiUserFullEnquiryinterval. portlD n

LMI Type

set port c.p Imiconfig
{nondfrif [ansi_t1_617¢4933d
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Attribute Type Attribute Name CLI Command

Max Frame Size setsnmp edgeMaxFrameBadD bytes

MaxSuppVCs setsnmp frProvMiMaxSupportedVCs.portID n

MonEvents setsnmp frProvMiNetMonitor edEventsportlD n

Net Interface Type set portc.p netinterfacetype{unijnni}

Net Req. Interval setsnmp frProvMiNetRequestintepaatlD sec

Polling Interval setsnmp frProvMiUserPollinginterval. portID sec

User Err. Threshold setsnmp frProvMiUserErr orThr esholdportlD n

T3 and E3 MSC Port  Cable Length setsnmp mslinfoAdminCableLerghiD n

DS3 Line Type (T3 only) setsnmp dsx3LineTypeportID {4|5|6|8}

(default = 5 if T3, 6 if E3/G.804, 8 if E3/Scrambling)

Cell Payload Scrambling setsnmp mslinfoAdminScrambleportID {1|2}

setsnmp clclinfoAdminScrambleportID {12}

FDDI Port Link Error Rate Alarm set port fddi port{master|slave}

Link Error Rate Cutoff

Notify Timer setsnmp fddimibSMTTNotify.fddimibSMTIndex
OC3 Port Clocking Type setsnmp clclinfoAdminClockportID

Cell Payload Scrambling setsnmp clclIinfoAdminScrambleportID

Per-port Call Set-up  Call Setup Backoff Adjustment
and Bandwidth

setsnmp edgeCallSetupBackoffortID n
(default = 5)

Call Setup Retry Period setsnmp edgeCallSetupRetrportID sec

(default = 5)

Spanning Tree Enable Spanning Tree Bridge set portc.p stb enable

Forward Delay

set sth forwdelayt

Hello Time set stb hellotimert

Max Age set stb maxagege
Priority set stb priority pri

Path Cost set portc.p stb pathcostn

Port Priority

set portc.p stb priority n

STB Enabled set portc.p stb { enabldgdisable:
Custom Filter B’cast Limit set portc.p bcast-limit fps
Card (Thec in syntax oket portc.p commands)

Default Action

set portc.p bflt-def ID {block|forward }

Filter ID

(ThelD in define bfltID filter-exp

Filter Test

define bfltID filter-expr

Forward or Block

set portc.p bflt ID {block nfforward n}

ID set portc.p bflt ID {block nfforward n|deletg
Port (Thepin syntax ofet portc.p commands)
Priority (Thenin set portc.p bflt actionr)

Static Route MAC set stb statidVIACaddrrcv {c.plany} xmit c.p
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Attribute Type Attribute Name CLI Command
Rcv Port (The rcv argument in a set sth static command)
Xmit Ports (Thexmit agument in aet stb staticcommand)
SNMP Options Trap Address set snmp hostnamgnamdlPaddes$
Trap Community Name set snmp communityname
PVC Source A DLCI Number (Thedici# in set port c.p dici dici# commands)
(Node A)

A Insured Rate

set portc.p dici dici# insured-rate bps
set port c.p frameforwarding insured-rate bps
set port c.p atm-vci VCi# insured-rate cps

A Maximum Rate

set port c.p dici dici# max-rate bps
set port c.p frameforwarding max-rate bps
set portc.p atm-vci VCi# max-rate cps

A Node (Same as B Node, but while connected to other host)

A Port (Same as B Port, but while connected to other host)

A VCI (Same as B VCI, but while connected to other host)
PVC Destination B DLCI Number set portc.p dici A-dICi# destdici B-dici#

(Node B)

B Insured Rate

set portc.p dici dici# insured-rate bps
set port c.p frameforwarding insured-rate bps
set portc.p atm-vci VCi# insured-rate cps

B Maximum Rate

set portc.p dici dici# max-rate bps
set port c.p frameforwarding max-rate bps
set portc.p atm-vci VCIi# max-rate cps

B Node

set portc.p dici dICI# destnode{ S/NIPaddr}
set port c.p frameforwarding destnode{S/NIPaddr}
set portc.p atm-vci VCi# destnode{ S/NIPaddr}

B Port

set portc.p dlci dici# destport c.p
set port c.p frameforwarding destport c.p
set portc.p atm-vci VCi# destportc.p

B VCI

set portc.p atm-vci VCi# destvcidestvei#

Per-port Call Set-up  Destination Insured Burst Size
and Bandwidth

Same as Source Insured Burst Size, from destination host

Destination Maximum Burst Size

Same as Source Maximum Burst Size, from destination host

Source Insured Burst Size

set portc.p dici dici# insured-burst bps
set port c.p frameforwarding insured-burst bps
set portc.p atm-vci VCi# insured-burst cps

Source Maximum Burst Size

set portc.p dlci dici# max-burst bps
set port c.p frameforwarding max-burst bps
set port c.p atm-vci VCi# max-burst cps

Principal Type of Service

set parpatm-vci bwtype
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Attribute Type Attribute Name CLI Command
Transmit Priority set poit.patm-vci priority
User Data Per Cell setsnmp edgeUserDataPerCelortID bits
Secondary Scale setsnmpedgeSecondaryScalgortlD n

1. For PVC attributes, the CLI commands take the source node, port, and VCI number from the target host. You must set the PVC attributes from both ends and th
activate the PVC using thet port activecommand.

Administrative Procedures

This section describes how to use the CLI to change configuration attributes. Normally, these
changes are made to run-time memory oftfyhe node is reset, the changes are overwritten by the
attribute settings in the configuration database.)

Changing the Network Configuration in Run-time Memory

You can make run-time changes to test network performance udergmulifattribute settings. Once
you find the appropriate settings, you can use the configurator to make permanent cloancgs. Y
also use temporary run-time configuration changes to solve network problems.

Procedure 1: Making Configuration Changes with the CLI.
Step 1 To verify that the target switch is correct, enter the following at the cli> prompt:

cli>  show snmp

A screen similar to the following is displayed:

*cli>  show snmp

Community: public
HostName: localhost
Authentication: off
cli>

If you need instructions on changing the target switch, refer toigheStream 2020
Operations Guide
Step 2 Change the attributes as desired, using the information provided in Table 3-1.

Step 3  If you change any port attributes, that port is briefly disabled. Enter the following at the cli>
prompt for any reconfigured port:

cli>  set port <port#> characteristics executechange

This command brings the port down, makes the changes, and brings the port back up. (The
CLI does not issue a response toghecommands.)

where

<port#> = The port number in card.port format (card = 2 - 10; port =0 - 7).

Expected Result
The values are changed online.

3-36 Book Title



Administrative Procedures

Creating a DLCI

This section tells you how to create a frame relay DLCI. Normally, this procedure changes the
runtime environment but does not alter the DLCI information stored on hard disk.

Note To make these changes permanent, issue the cormsatodnfig lockfirst.

Procedure to Create a DLCI
Step 1 To verify that the target switch is correct, enter the following at the cli> prompt:

cli>  show snmp

If you need instructions on changing the target switch, refer toigheStream 2020
Operations Guide

Step 2 To establish the connection to a node, enter the following at the cli> prompt:

cli> set port <port#> dici <dIci#> <destnode> activate

where
® <port#> = The frame relay port in card.port format (card = 2 - 10; port =0 - 7).

® <dlci#> = The DLCI number associated with the connection. The DLCI number must
be in the range 16-991, inclusive.

® <destnode> = The destination for the DLCI. Enter either the IP address or the serial
number chassis ID of the destination switch.

For example, to establish DLCI number 100, from port 3.0 on yayettande, to the node
with IP address 198.113.179.13, you would enter the following command:

cli>  setport 3.0 dici 100 198.113.179.13 activate
If you know the chassis ID (5146) of thegat node, you can use the chassis ID instead of
the IP address and enter the following command:
cli>  set port 3.0 dici 100 5146 activate

Step 3 To establish the connection between two ports on the same node, enter the following at the
cli> prompt:

cli>  set port <port#> dici <dIci#> <destport> activate

where

<destport> = The destination port for the DLCI, entered in in card.port format (card = 2 -
10; port=0-7).

In this case, to establish DLCI number 100, from port 3.0 on thettaode, to port 4.7 on
the same node, you would enter the following command:

cli>  set port 3.0 dici 100 4.7 activate

Note The CLI does not display a message indicating that the DLCI was created.
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Step 4 To verify that the DLCI exists, enter the following at the cli> prompt:
cli>  show port <port#> listdIci

This displays a list of all DLCIs configured on the specified port. The new DLCI should
appear in the list.

Deleting a DLCI

This section tells you how to delete a particular DLCI. Deleting a DLCI brings down the connection
for which the specified port is an endpoint. Normally, this procedure changes the runtime
environment but does not delete the DLCI from the configuration information stored permanently
on hard disk.

Note To make this change permanent, issue the comsetrzbnfig lockfirst.

Procedure to Delete a DLCI
Step 1 To verify that the target switch is correct, enter the following at the cli> prompt:

cli>  show snmp

If you need instructions on changing the target switch, refer toigheStream 2020
Operations Guide

Step 2 To view the list of DLCIs currently configured on the port, enter the following at the cli>
prompt:

cli>  show port <port#> listdIci

Step 3 At the cli> prompt, enter the following:

cli>  set port <port#> dlci <dIci #> delete

where

® <port#> = The port number in card.port format (card = 2 - 10; port = 0 - 7) of the port
at one end of the DLCI. (You only need to perform the delete action at one end of the
DLCI to eliminate it.)

® <dlci #>= The number of the DLCI you want to delete. The number is in the range 16
- 991.

Note The CLI does not display a message indicating that the DLCI was deleted.

Step 4 To verify that the DLCI was deleted, enter the following at the cli> prompt:

cli>  show port <port#> listdlci

This displays a list of all DLCIs configured on a particular port.

Expected Results
If you have deleted a particular DLCI, it should not appear on the DLCI list.
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Creating an ATM UNI VCI

This section tells you how to create BMAUNI VCI. Normally, this procedure changes the runtime
environment but does not alter ATM UNI VCI information stored on hard disk.

Note To make these changes permanent, issue the cormsatodnfig lockfirst.

Procedure to Create an ATM UNI VCI
Step 1 To verify that the target switch is correct, enter the following at the cli> prompt:

cli>  show snmp

If you need instructions on changing the target switch, refer toigheStream 2020
Operations Guide

Step 2 Establish the connection by entering the following at the cli> prompt:
cli>  set port <port#> atm-vci <atm-vci#> <destport> activate
where

® <port#> = The frame forwarding port number in card.port foroard= 2 - 10; port =
0 - 1 for ports on an MSC or a CLC).

® <atm-vci#> = The VCI number associated with the ATM UNI connection. The ATM
VCI number may be in the range 1-32399, inclusive.

® <destport> = The destination of th& M VCI. Enter either the IP address or the serial
number of the destination switch.

Note The CLI does not display a message indicating that the ATM UNI VCI was created.

Step 3 To verify that the VCI exists, enter the following at the cli> prompt:

cli>  show port <port#> listvci

This displays a list of all VCls configured on the specified port.

Deleting an ATM UNI VCI

This section tells you how to delete a particul@MAUNI VCI. Deleting an AM UNI VCI brings
down the connection for which this port is an endpoint. Normally, this procedure changes the
runtime environment but does not delete the ATM UNI VCI from the configuration information
stored permanently on hard disk.

Note To make these changes permanent, issue the comsatodnfig lockfirst.

Procedure to Delete an ATM UNI VCI
Step 1 To verify that the target switch is correct, enter the following at the cli> prompt:
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Expected Results

Step 2

Step 3

cli>  show snmp

If you need instructions on changing the target switch, refer toigi¢Stream 2020
Operations Guide

To view the list of DLCIs currently configured on the port, enter the following at the cli>
prompt:

cli>  show port <port#> listvci

At the cli> prompt, enter the following at the cli> prompt:
cli>  set port <port number> atm-vci delete

where

® <port#> = The port number in card.port format (card = 2 - 10; port = 0 - 1) at one end
of the ATM UNI VCI. (You only need to perform the delete action at one end of the
DLCI to eliminate it.)

® <atm-vci #> = The number of the ATM UNI VCI you want to delete. The atm-vci
number is between 1 - 32399, inclusive.

Note The CLI does not display a message indicating that the ATM UNI VCI was deleted.

Step 4

To verify that the VCI was deleted, enter the following at the cli> prompt:

cli>  show port <port#> listvci

This displays a list of all VCIs configured on a particular port.

If you have deleted a particular VCI, it should not appear on the VCI list.

Setting or Changing Account Passwords

This section tells you how to set or change the password for any user accounts that are defined in
your system. @ change the passwords for all accounts uspabswdcommand from theynxOS
shell, as described below.

Note When you change the password for the npadmin account, you also change the password for
protected mode. (See the alternate procedure for changing passwords in the section “Changing the
Protected Mode and npadmin Password.”)

Procedure to Set or Change Passwords
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Step 1

Step 2

To enter protected mode, enter the following at the cli> prompt:

cli> protected

Enter the protected mode password when you see the following prompt:

Enter password:
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Step 3 Use theshellcommand to access the shell to change the passwords, as follows:

«cli> shell " passwd <login>

where
<login> =The login name for the account whose password you want to change.

Step 4 Enter the current password when you see the following prompt:

Changing password for <login>
Enter current password:

Step5 Enter the new password when you see the following prompt:
Enter new password:
The password must be at least six alphanumeric characters long and must not be a

recognized name.

Step 6 Retype the new password when you see the following prompt:

Retype new password:

Expected Results

If you enter the new password correctly, the system changes the password and dispéiys the
prompt.

If you enter an inappropriate password, one or more of the following messages may appear:

Please use a longer password.
Password unchanged.
Mismatch — password unchanged.

Operational Tips
Inform authorized users of the changes you make.

Changing the Default Modem Password and the Modem Initialization String

This section tells you how to change the default modem password and the modem initialization
string for the LightStream switch. The modem password and the modem initialization string are
stored in EEPROM in the midplane. The default modem password is

atmhiway

and the default modem initialization string is
AT&F&D2&C1&Q0S0=152=128S7=30S36=7S95=44

You may retain these default values. If you change them, the changes you make are permanent and
remain in eflect unless you change them again. Rebooting the system or restarting the CLI does not
change the modem password or the modem initialization string.
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If you change the modem password or the modem initialization string for one switch card slot, make
the same change for the othEhis is especially important for a two card system because the backup
switch card will take over if the active switch card fails. It is also important for a single switch card
system because you may want to add an additional switch card later or you may decide to move the
single switch card to the other slot.

You must have a switch card in the switch card slot to change the modem password or the modem
initialization string. Therefore, if you have only one switch card, move it from one switch card slot
to the other as you effect the change for both slots.

Note The modem connected to a LightStream switch must be Hayes-compatible and capable of
operating at 2400 baud, which is the only rate at which the LightStream modem port operates.

Procedure to Change the Default Modem Password and the Modem Initialization String
Step 1 At the cli> prompt, enter:

cli>  protected

Step 2 Enter the protected mode password when you see the following prompt:

Enter password:

Step 3 To verify that the target switch is correct, enter the following atdiire prompt:

«cli>  show snmp

If you need instructions on changing the target switch, refer toigheStream 2020
Operations Guide

Step 4 To change the modem password, enter the following atliteprompt:

=cli>  set modem <slot #> password <password>

where

® <slot #>= The slot number for the switch card (SA or SB) whose modem password you
are changing.

® <password> = The new modem password.

Step5 To change the modem initialization string, enter the following atdive prompt:

«cli>  set modem <slot #> initstring <initstring>

where

® <slot #>= The slot number for the switch card (SA or SB) whose modem initialization
string you are changing.

® <initstring> = The new modem initialization string. The format of the modem
initialization string should be the same as the default modem initialization string. The
content of the modem initialization string depends on the type of modem you are using.
Refer to the documentation for your modem to determine the contents of the modem
initialization string.

Step 6 To verify the contents of the modem password and the modem initialization string, enter
the following at thecli> prompt:

«cli> show modem <slot #> all
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Expected Results

The password and the modem initialization string are permanently changed. Inform all authorized
users of the changes you make.

Operational Tips

Different types of modems require different modem initialization strings. If you have different
modems connected to each switch card, the init strings mayfé@edif The passwords may or may
not be different.

Inform authorized users of the changes you make.

Changing the Protected Mode and npadmin Password

This section tells you how to change the protected mode password. You can change this password
from within protected mode only.

Note When you change the protected mode password, you also change the npadmin pasaword. Y
can also change the npadmin password witlp&sswdcommand, as described in the section
“Setting or Changing Account Passwords.”

Procedure to Change the Protected Mode and npadmin Password
Step 1 At the cli> prompt, enter:

cli> protected

Step 2 Enter the protected mode password when you see the following prompt:

Enter password:

The-cli> prompt appears to indicate that you are in protected mode.
Step 3 At the+cli> prompt, enter:

xcli>  password

Step 4 Enter the protected mode password when you see the following prompt:

Changing password for npadmin
Enter current password:

Step 5 Enter the new protected mode password when you see the following prompt:

Enter new password:

The password must contain at least six alphanumeric characters.

Step 6 Retype the new protected mode password when you see the following prompt:

Retype new password:

Expected Results

If you retype the new password correctly, the system changes the password and dispitiys the
prompt.
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Operational Tips

If you enter an inappropriate password, one or more of the following messages may appear:

Please use a longer password.
Password unchanged.

Please use a less obvious password.
Passwords don’t match, try again.

Note Inform all authorized users of the changes you make.

Setting the SNMP Community

Each SNMP manager (the CLI, for example) and each managed system (the MMA in a LightStream
switch, for example) has a community name. The SNMP manager specifies a community name in
each command it sends. The managed system validates the commands before executing them by
comparing the community name in the command against its own community name.

Before you can set attributes or use CLI control commands, you must set the SNMP community to
a community that has read/write access privileges. The read/write community provided with the
system is namedrite. (A switch can have several SNMP community names with read/write
privileges.) The read-only community provided with your system is ngmiekit.

To prevent unauthorized access to your system, you should set the SNMP community names that the
LightStream switch uses to validate the commands before it executes them. (Procedures to change
the read/write community name are described in the section “Changing the Default SNMP
Community Names.”) Follow the procedure below to set the SNMP community name that the CLI
puts in commands.

Procedure to Set the SNMP Community Name

Expected Results

Operational Tips
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Step 1 At the cli> prompt, enter:

cli>  set snmp community <community name>

where

<community name> = The name for the SNMP community with read/write privileges that
you want to access.

Step 2 To verify the SNMP community name, enter the following at the cli> prompt:

cli>  show snmp

The community name is set to the SNMP community you specified.

The SNMP community reverts to the read-only community when you log out of the CLI. Hpwever
if you leave your terminal without logging out of the CLI, be sure to change the SNMP community
back to the read-only community to prevent unauthorized access to your system.
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Creating the cli.groups File

The cli.groups file defines groups of traps. You can use this file as an argument for the commands
described in the “Using LightStreamaps” chaptenf you do not create and maintain this file, you
must manually enter each trap number used with those commands.

Follow the procedure below to create the cli.groups file.

Procedure to Create the cli.groups File
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Step 1 To enter protected mode, enter the following at the cli> prompt:
cli> protected
Step 2 Enter the protected mode password when you see the following prompt:
Enter password:
Step 3 Escape from the CLI to the bash shell, enter the following atlireprompt:
=cli>  shell bash
Step 4 Move to the /usr/app/base/config directory by entering the following at the bash# prompt:
bash# cd /usr/app/base/config
Step 5 Invoke the vi editor by entering the following at the bash# prompt:
bash# vi cli.groups
When the editor opens the file, enter the group names and trap numbers in the format shown
below.
<group# name> <trap#> <trap#>
<group# name> <trap#> <trap#>
where
® <group# name> = A name that defines the group of traps.
® <trap#> = The trap numbers within the group.
Your file will be similar to the file shown in Figure 3-2.
Figure 3-2 Sample cli.groups file

bash# vi cli.groups
groupl name> <trap#> <trap#>

Step 6

Step 7

H3473

When you have finished entering the group names and trap numbers in the file, exit the vi
editor by pressing thiEsc] key or”[ followed by typing:

zz

To return to the CLI, enter the following at the bash# prompt:
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Step 8

bash# exit

To exit protected mode, enter the following at-tie> prompt:

«cli>  exit

Creating CLI Script Files

This section tells you how to create CLI script files that can be executed from theoGlhrywrite

CLI script files to perform a variety of functions and reduce the number of commands required to

perform repetitive tasks. The CLI script files are placed in the working direEtmrgxample, if you

write the CLI script file from the oper account, the CLI script files are placed in /usr/oper directory

Procedure to Create CLI Script Files
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Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

At the cli> prompt, enter:

cli>  protected

Enter the protected mode password when you see the following prompt:

Enter password:

Escape from the CLI to the bash shell, enter the following atlireprompt:

«cli>  shell bash

Invoke the vi editor by entering the following at the bash# prompt:

bash# vi <file name>

where
<file name> = The name of the file containing the CLI script.

Use the vi editor to enter a series of CLI commands into your CLI script file. If you are
unfamiliar with the vi editor, refer to tHaghtStream 2020 Command and Attribute
Reference Guide

A sample CLI script file might consist of the following lines:

show chassis general
show chassis cards
show card 1 ports
show card 2 ports
show card 3 ports
show card 4 ports
show card 5 ports
show card 6 ports
show card 7 ports
show card 8 ports
show card 9 ports
show card 10 ports

This file displays chassis information and lists all boards and ports in the chassis. If no card
exists in a slot, the system reports that condition and continues with the next line in the file.

When you have entered all lines into the CLI script file, exit the vi editor by pressing the
[Esc] key or”[ followed by typing:

zz
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Step 7 To return to the CLI, enter the following at the bash# prompt:

bash# exit

Step 8 To exit protected mode, enter the following at-tle> prompt:

«cli>  exit

You can now run the CLI script file using theurcecommand. Refer to theghtStream
2020 Operations Guidfor instructions on how to run a CLI script file.

Performing an Orderly Shutdown

This section tells you how to power down your switch to ensure that the flow of data through the
switch terminates gracefullfhree procedures are provided: the first is for shutting down a switch
with two NPs; the second is for shutting down a switch with one NP; the third is for returning a
switch to service.

Procedure 1: Shutting Down a Switch with Two NPs
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In a system with two NPs, you must reboot the backup@i&reyou reboot the active NP. (If you
reboot the active NP first, the backup takes over and the system continues to operate.)

Step 1  Warn anyone who will be affected that you're taking the system out of service.
Step 2 Log in to the root account on the switch you want to shut down.

Step 3 To determine which NP is active (primary), start the CLI and use the conshand
chassis generaand look for Slot of Primary NP in the resulting display. This is the NP
you'll rebootlast

Step 4 To log in to the backup NP (the one whose slot numbenatatisplayed in Step 3), do the
following:

® Type'. togeta TCS hub prompt.

® Atthe TCS hub prompt, us®nnect <slot#>to connect to the backup NFhe example
below assumes that you are connecting to the NP in slot 2.

TCS hub<<A>> connect 2

® Log in to the root account.
Step 5 From the bash# prompt, type

bash# reboot -n

Step 6 Type'. to returntothe TCS hub.

Step 7 At the TCS hub prompt, us®nnect <slot#>to connect to the active NP. The example
below assumes that you are connecting to the NP in slot 1.

TCS hub<<A>> connect 1
Step 8 If necessary, typquit to exit from CLI and get a bash# prompt.
Step 9 From the bash# prompt, type

bash# reboot -n

Step 10 You can now turn off the power.
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Procedure 2: Shutting Down a Switch with One NP
Step1 Warn anyone who will be affected that you're taking the system out of service.

Step 2 Log in to the root account on the switch you want to shut down.
Step 3 From the bash# prompt, type

bash# reboot -n

Step 4 You can now turn off the power.

Procedure 3: Returning to Service
If you turned off the power, you can return the system to service by turning the power on again.

If you did not turn dfthe poweyuse the command shown below at the TCS hub to bring the system
back to service. Replastot#with the slot number of the NP card (1 or 2):

TCS hub<<A>> reset <slot#>

Note that you must issue thesetcommand to both NPs in a redundant system.

Handling Cell Line Card Interfaces
The LightStream switch supports the cell line card (CLC).

Displaying CLC Attributes

Use the CLIshowcommand as described in this procedure to display information about the CLC.

Procedure to Display CLC Attributes
Step 1 To verify that the target switch is correct, enter the following at the cli> prompt:

cli>  show snmp

If you need instructions on changing the target switch, refer toigheStream 2020
Operations Guide

Step 2 To display the status of a CLC port, enter the following at the cli> prompt:
cli>  show port <port#> status
where

<port#>= The card and port number of the CLC in card.port format (card = 2 - 10; port =
Oor0-1).

Note The CLI no longer uses the long port format designation (for example, 900,4002, etc.). You
must use the dotted format (for example, 9.0, 4.2)..

The displayed screen will be similar to the following:

cli>  show port 5.0 status

Description: CLSC1 OC3 Trunk Line Card Rev
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1.0Port

Name: tb3.5.0->5:2,0

Port Type: OC3 Trunk

MIB2 Type: sonet

Port MTU: 53 Octets

Port Speed: 155520000 bps

Admin Status: Up

Oper Status: Up

Oper loop: none

Admin loop: none

Last Oper Change: 34 Min 30 Sec ago

Octets Rcvd: 8810826

Normal Packets Rcvd: 166242
Multicast Packets Rcvd: 0
Discarded Rcvd Packets: 60
Reveive Errors: 74

Unknown Protocols Rcvd: 166242
Octets Sent: 2272216

Normal Packets Sent: 42873
Multicast Packets Sent: 0
Discarded Output Pakcets: 0
Output Errors: 140

Oper Protocol: CLC Trunk

Admin Protocol: CLC Trunk

Port Data Cell Capacity: 349674 cells
Port Unreserved Capacity: 34674 cells
Link Transmit Utilization: 12 cells/sec.
Clocking: internal

Medium

Time Elapsed in current interval: 586
Number of valid interval: 2

Section

Status: <No defects>

Error seconds: 0

Severe error seconds: 0

Severe framing error seconds: 0
Coding violations: 0

Line

Status: <No defects>

Error seconds: 0

Severe error seconds: 0

Unavailable seconds: 0

Coding violations: 0

Path

Path width: sts3cSTM1

Status: <No defects>

Error seconds: 0

Severe error seconds: 0

Unavailable seconds: 0

Coding violations: 0

cli>

Step 3 To display the physical state of a CLC,

cli>  show port <port#> physical

A screen similar to the following will be displayed:

cli>  show port 4.0 physical

Oper Protocol: CLC Trunk
AdminProtocol: CLC Trunk
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Port Data Cell Capacity: 349674 cells
Port Unreserved Capacity 349674 cells
Link Transmit Utilization: 3 cells/sec.
Clocking: internal

cli>

Expected Results
Loop status (internal, external, remote, and none) are displayed for the CLC board.

Handling FDDI Interfaces

This section describes the LightStream CLI commands used to support the FDDI interfaces.

Specifying FDDI Attributes

Use the CLIshowandsetcommands as described in this procedure to display and specify FDDI
information.

Procedure to Specify FDDI Attributes
Step 1 To verify that the target switch is correct, enter the following at the cli> prompt:

cli>  show snmp

If you need instructions on changing the target switch, refer toigi¢Stream 2020
Operations Guide

Step 2 To determine which cards are FDDI cards, enter the following commands at the cli>
prompt:

cli> show chassis cards

A screen similar to the following will be displayed:

cli>  show chassis cards

Slot 1: NP

Slot 2: Empty
Slot :3 LS Edge
Slot :4 LS Trunk
Slot ;5 MS Trunk
Slot :6 ATM-UNI
Slot :7 MS Trunk
Slot :8 LS Trunk
Slot :9 FDDI

Slot :10 LS Edge
Slot :SA Switch
Slot :SB Empty
cli>

Step 3 To enable or disable a FDDI port, enter the following commands at the cli> prompt:

cli>  set port <port#> fddi {aport|bport|smt} <action>

where
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Expected Results

® <port#> = The card and port number of the FDDI card in card.port format (card = 2 -
10; port =0 - 2).

® <action> = enable, disable, start, or stop.
For example, to enable FDDI port 9.1, you would enter the following command:

cli>  setport 9.1 fddi aport action enable

To set FDDI port 9.1 station management parameters, setting the Neighbor Notification

protocol timer to 20 seconds, and stop sending Status Reporting Frames for FDDI events

to the SMT management software, you would enter the following command:

cli>  setport 9.1 fddi smt t-notify 20 stat-report no

Step 4 To display FDDI details for the port, enter the following at the cli> prompt:

cli>  show port <port#> fddi smt

A screen similar to the following is displayed:

cli>  show port 9.1 fddi smt

SMT Index: 8
Station1d:0:0:10:0:10:0: 14 : ff
Operation Version: 2

Highest SMT Version: 2

Lowest SMT Version: 2

User Data: 831016

FDDI MIB Version: 1

Number of MACs: 1

Number of A, B or S ports: 2

Number of M ports: 0

Available PATH types: Primary, Secondary,
Configuration Capabilities: hold<notsupported>,CF-Wrap<notsupported>
Configuration Policy: ConfigurationHold<inactive>
Connection Policy: 34629

Neighbor Notification Tim 20 seconds
Generate Status Reporting no

Trace Max Expiration: Unknown msec.
Bypass on AB port: False

ECM State: In

TCF State: isolated

Remote Disconnect Flag: False

Station Status: concatenated

Peer Wrap Flag: False

Time Stamp: 2643795 msec.

Transition Time Stamp: 2758715 msec.
Station Action: other

cli>

The FDDI parameters are set as you specified.

Handling Ethernet Interfaces
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Specifying Ethernet Information

Use the CLkhowandsetcommands as described in this procedure to display and specify Ethernet
information.

Procedure to Specify Ethernet Information
Step 1 To verify that the target switch is correct, enter the following at the cli> prompt:

cli>  show snmp

If you need instructions on changing the target switch, refer toigheStream 2020
Operations Guide

Step 2 To set an Ethernet interface to active, enter the following command at the cli> prompt:

cli>  set <port#> active
<action> {active|inactive}

where

<port#>= The card and port number of the Ethernet card in card.port format (card = 2 - 10;
port=0-7).

Step 3 To display the status of an Ethernet card, enter the following at the cli> prompt:

cli>  show <port#>

A screen similar to the following is displayed:

cli>  show port 3.0

Description: Ethernet CSMACD
Port name:

Port Type: Ethernet

MIB2 Type: ethernet-csmacd
Port MTU: 1500 Octets

Port Speed: 10000000 bps
Admin Status: Up

Oper Status: Up

Last Oper Change: 1 Hr 24 Min 5 Sec ago
Octets Revd: 0

Normal Packets Rcvd: 0
Multicast Packets Rcvd: 0
Discarded Rcvd Packets: 0
Reveive Errors: 0

Unknown Protocols Rcvd: 0
Octets Sent: 169280

Normal Packets Sent: 0
Multicast Packets Sent: 2646
Discarded Output Pakcets: 0
Output Errors: 0

Alignment Errors: 0

FCS Errors: 0

Single Collision Frames: 0
Multiple Collision Frames: 0
SQE Test Errors: 0
Deferred Transmissions: 0
Late Collisions: 0
Excessive Collisions: 0
Internal Mac Transmit Errors: 0
Carrier Sense Errors: 0
Excessive Deferrals: 0
Frame To Longs: 0
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In Range Late Errors: 0
Out of Range Length Fields: 0
Internal Mac Reveive Errors: 0

Card Port Wgrpld Mode
301 Include
Default action is FORWARD

Handling Spanning Tree Bridging
The LightStream switch uses the SpanningeTProtocol to detect loops within a bridged network.
When a loop is detected, one port on the bridge performs a blocking function to break the loop. All
bridging traffic on that port is discarded and MAC address learning is not performed. This section
tells you the LightStream CLI commands used to support spanning tree bridging.

Use the CLIshowandsetcommands as described in this section to display and specify spanning
tree bridging information.

Defining Spanning Tree Bridge Parameters
This procedure describes how to define and display spanning tree bridge parameters.

Procedure to Define Spanning Tree Bridge Parameters
Step 1 To verify that the target switch is correct, enter the following at the cli> prompt:

cli>  show snmp

Step 2 To view the current general spanning tree bridge parameters, enter the following at the cli>
prompt:

cli>  show stb general
A screen similar to Figure 3-3 is displayed.

Figure 3-3 Sample stb general display

cli> show stb general

Bri dge Max Age: 2000
Bri dge Hello Tiner: 200
Bri dge Forward Delay: 1500
Priority: 0
cli>

H3355

Step 3 To set the spanning tree timeout parameters, enter the following commands at the cli>
prompt:

cli> set stb maxage <maxagevalue>

where
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Expected Results

Step 4

<maxagevaluex= The maximum interval that is used to time out spanning tree information
cli>  set stb forwdelay <fwd-delay-val>

where

<fwd-delay-val> = The time interval to be used before changing to another state

cli>  set stb hellotimer <hello-timer-val>

where

<hello-timer-val> = The time interval between Hello BPDUs

cli>  set stb priority <priority>

where

<priority> = The priority for using this node vs. others for a path using the Spanm@ag T
Protocol. The range is 0 - 65535, and the default is 32768.

To verify that the spanning tree parameter changes have been made, enter the following at
the cli> prompt:

cli>  show stb general

A screen similar to Figure 3-3 is displayed. Your changes should appear in the display.

The spanning tree parameters are set as you specified.

Defining Spanning Tree Static Filters
This section tells you how to make entries into the bridge filtering database.

Procedure to Define Spanning Tree Static Filters

3-54 Book Title

Step 1

Step 2

Step 3

To verify that the target switch is correct, enter the following at the cli> prompt:

cli>  show snmp

If you need instructions on changing the target switch, refer toigheStream 2020
Operations Guide

To view the current statically entered spanning tree bridge filtering entries, enter the
following at the cli> prompt:

cli>  show stb static

To make entries into the spanning tree bridge static filtering database, enter the following
at the cli> prompt:

cli>  set stb static <MACaddr> rcv <rcv-port> xmit <xmit-port>

where

® <MACaddr> = The is the MAC address. The MAC address must be entered in
XXIXXIXXXX:XX:xX format.

® <rcv-port>= The port to which this MAC address is assigned. This may be a number or
the keywordany.
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® <xmit-port> = The port to which received frames are to be forwarded.
Step 4 To verify that your entries have been made, enter the following at the cli> prompt:

cli> show stb static

Your entries should appear in the display.

Step 5 To view the spanning tree bridge forwarding table entries and their associated variables,
enter the following at the cli> prompt:

cli>  show stb fwd

Your entries should appear in the display.
Step 6 To view bridge port information, enter the following at the cli> prompt:

cli>  show stb ports

Handling Bridge Filters

LightStream custom filtering allows you to define filters to block or forward incoming frames for
specific ports. ¥u must first define the bridge filter and then associate the filter with a port or ports.

The filter is a set of conditions that is compared to information in the header of incoming frames. As
an incoming packet is received, its level 2 header is broken into components. The header information
is evaluated (in priority order) against all filters associated with the receiving port. If a filter
condition matches the header information, the action specified by that filter is taken. If the filter
condition does not match the frame header information, the next filter is evaluated. If no filter
conditions match the frame header information, the default action for the port is taken.

Defining Bridge Filters

The procedure in this section describes how to define a custom bridg&ditlefine a bridge filter

you first assignh a number to the filter and then you write the filter expression. For a description of
filter attributes, construction, and examples, refer td ihletStieam 2020 Command and Attribute
Reference Guide

Procedure to Define Bridge Filters
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This procedure defines sample bridge filters that will block the LAN end stations in &igurem
communicating with each other. To successfully block the communications, filters must be created
for the ports (1 and 4) supporting each LAN.
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Figure 3-4 Connections to be filtered
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To determine if any filters are currently defined for either of these ports, enter the following
at the cli> prompt:

cli>  show <port#> bfit

where
<port#> = The card and port number in card.port format (card = 2 - 10; port =0 - 7).

To display a current filter, enter the following at the cli> prompt:

cli>  show bflt <bfit-id>

where
<bflt-id> = The number that identifies the filter whose contents are to be displayed.

To define the new filter for port 1, blocking all traffic from the source end station
(oxexxaxx:xx:xx:xx) that is directed to the destination end station (yy:yy:yy:yy:yy:yy),
enter the following at the cli> prompt:

cli>  define bflt <bflt-id> macSrc == Xx:Xx:Xx:Xx:xx:xx && macDst ==
YYYYYYYYYYyy

where
<bflt-id> = The identifying number that you assign to the filter.

To define the new filter for port 4, blocking all traffic from the source end station
(Yy:yy:yy:yy:yy:yy) that is directed to the destination end station (XX:XX:XX:XX:XX:XX),
enter the following at the cli> prompt:

cli>  define bflt <bflt-id> macDst == xX:XX:XX:XX:XX:XX && macDst yy:yy:yy:yy:yy:yy

You must now assign each filter to the appropriate ports.

To associate the appropriate filter with port 1, enter the following at the cli> prompt:
cli>  set port <port#> bflt <bflt-id> <action> <priority>

where

® <Dbflt-id> = The identifying number that you assigned to the filter created in Step 3.

® <action>= The action that is to be taken when the frame value matches the filter value
(block, in this case).
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Step 6

Step 7

Expected Results

® <priority> = The priority number applied to this filter. The filter is added to a priority
list according to this value. Incoming frames are compared to the filters in priority order
One is the highest prioritit is recommended that you assign the priorities by 10s (10,
20, 30, and so forth) to leave ample numbers available for the reordering or adding
priorities.

To associate the appropriate filter with port 4, enter the following at the cli> prompt:
cli>  set port <port#> bflt <bflt-id> <action> <priority>

where

<bflt-id> = The identifying number that you assigned to the filter created in Step 3.

If the default for both of these ports is to forward, then all other traffic is allowed (unless,
of course, other filters have been defined to block certain traffic).

To verify that the filters have been defined, enter the following at the cli> prompt:

cli>  show bfit

The filters you created now block traffic from being sent between the end stations on the LANSs.

Assigning a Filter to a Specific Port

Any filter can be assigned to any port at any time. Incoming frames for that port are subsequently
compared with the filter conditions. If the value of a specific field in the frame header matches the
value of the filterthe action specified by the filter condition is taken. Follow the procedure below to
associate a filter with a specific port or ports.

Procedure to Assign a Filter to a Specific Port

Step 1

Step 2

Step 3

To verify that the target switch is correct, enter the following at the cli> prompt:

cli>  show snmp

If you need instructions on changing the target switch, refer toigheStream 2020
Operations Guide

To view the filters currently defined for a specific port, enter the following at the cli>
prompt:

cli>  show <port#> bflt

where

<port#> = The card and port number in card.port format (card = 2 - 10; port =0 - 7).
To associate the filter with a specific port, enter the following at the cli> prompt:

cli>  set port <port#> bflt <bflt-id> <action> <priority>

where

® <bflt-id> = The number that identifies the filter being assigned to the port.

® <action> = The action that is taken when the frame value matches the filter value
(forward or block).
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® <priority> = The priority number applied to this filter. The filter is added to a priority
list according to this value. Incoming frames are compared to the filters in priority order
One is the highest prioritit is recommended that you assign the priorities by 10s (10,
20, 30, and so forth) to leave ample numbers available for the reordering or adding
priorities.

Note The maximum number of filters that can be assigned to a port is 32. The maximum number
of filters than can be assigned to all ports is 1024.

Defining the Default Filter Action

This procedure describes how to define the default filter action for a specific port. This determines
the action to take with incoming traffic (forward or block) when incoming traffic matches none of
the defined filter conditions.

Procedure to Define the Default Filter Action

Step 1 To view the current default filter action parameter for a specific port, enter the following at
the cli> prompt:

cli>  show port <port#> bfilt-def
where
<port#> = The card and port number in card.port format (card = 2 - 10; port =0 - 7).

Step 2 To define or alter the default filter action parameter for this port, enter the following at the
cli> prompt:

cli>  set port <port#> bflt-def
where
<def-action> = The default action (either forward or block) for this port.

Step 3 To verify the change, enter the following at the cli> prompt:

cli>  show port <port#> bflt-def

Defining the Default Broadcast Limit
This procedure describes how to define the default broadcast limit parameter for a specific port.

Procedure to Define the Default Broadcast Limit

Step1 To view the current default broadcast limit parameter for a specific port, enter the following
at the cli> prompt:

cli>  show port <port#> bcast-limit
where
<port#> = The card and port number in card.port format (card = 2 - 10; port =0 - 7).
Step 2 To define or alter the default broadcast limit parameter for this port, enter the following at

the cli> prompt:
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cli>  set port <port#> <bcast-limit>

where
® <def-action> = The default action (either forward or block) for this port.

® <bcast-limit> = A range of 1 to 127 (the number of broadcast packets to forward per
second); discard all (discard all broadcast packets); or forward all (forward all broadcast
packets).

Step 3 To view the default broadcast limit parameter, enter the following at the cli> prompt:

cli>  show port <port#> bcast-limit

Step 4 To define or alter default broadcast limit for this port, enter the following at the cli> prompt:
cli>  set port <port#> bcast-limit <bcast-limit>
where

<bcast-limit> = The maximum number of broadcast frames per second that is forwarded.
The excess broadcast frames are dropped. The maximum number of broadcast frames per
second is 128. To block all frames from being forwarded, assign O to this parameter. To
forward all frames, assign -1 to this parameter.

Removing a Filter Associated with a Port
This procedure tells you how to disassociate a filter from a specific port or ports.

Procedure to Remove a Filter from a Port
Step 1 To verify that the target switch is correct, enter the following at the cli> prompt:

cli>  show snmp

If you need instructions on changing the target switch, refer toigheStream 2020
Operations Guide

Step 2 To view the filters currently defined for a specific port, enter the following at the cli>
prompt:

cli>  show <port#> bfit

Step 3 To break the association between a filter and a port, enter the following at the cli> prompt:
cli>  set port <port#> bflt <bflt-id> delete
where
® <port#> = The card and port number in card.port format (card = 2 - 10; port =0 - 7).
® <bflt-id> = The number that identifies the filter being assigned to the port.

This command removes the specified filter from the list of filters associated with a port. The
filter is still defined but does not affect traffic on the specified port.

Step 4 To verify that the association was removed, enter the following at the cli> prompt:

cli>  show <port#> bflt
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Deleting a Filter

This procedure describes how to delete a filter. You cannot delete a filter that is associated with a
port. You must first perform the procedure described in the section “Removing a Filter Associated
with a Port.”)

Step 1 To verify that the target switch is correct, enter the following at the cli> prompt:

cli>  show snmp

If you need instructions on changing the target switch, refer toigieStream 2020
Operations Guide

Step 2 To view the currently defined filters, enter the following at the cli> prompt:

cli>  show bflt

Step 3 To view the filters currently defined for a specific port, enter the following at the cli>
prompt:

cli>  show <port#> bflt

where

<port#> = The card and port number in card.port format (card = 2 - 10; port =0 - 7).
Step 4 To delete a filter, enter the following at the cli> prompt:

cli>  delete bfit <bflt-id>

where

<bflt-id> = The number that identifies the filter.

Note If the filter is associated with a port, the delete action is rejected. Perform the procedure
Removing a Filter Associated with a Port, then delete the filter.

Step 5 To verify that the filter was deleted, enter the following at the cli> prompt:

cli>  show bflt

The filter you deleted should not appear in the display.

Handling Virtual LAN Internetworking
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Virtual LAN Internetworking (VLI) allows you to transcend the physical limitations of LAN
internetworking. The LightStream configurator allows you to arrange stations in distinct
workgroups and to restrict access between workgroups. Stationsesardiphysical segments can
belong to the same workgroup, and they can belong to more than one workgroup. For further
information, refer to th&ightStream 2020 Configuration Guide
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Establishing the Default Workgroup

This procedure describes how to establish the default workgroup. The default workgroup is
established by having no workgroup IDs at all in an exclude list; that is, excluding no one. An
exclude list that is not empty includes everybody except those that have at lease one of the listed
workgroup IDs in their include list. An include list adnmtsly those that have at least one of the
listed workgroup IDs on their include list. An empty include list blocks all communications.

Procedure to Establish Lists

Step 1 To verify that the target switch is correct, enter the following at the cli> prompt:

cli>  show snmp

If you need instructions on changing the target switch, refer toigheStream 2020
Operations Guide

Step 2 To create an include list, enter the following at the cli> prompt:
cli>  set port <port#> wgrp include
where
<port#> = The card and port number in card.port format (card = 2 - 10; port =0 - 7).

Step 3 To create an exclude list, enter the following at the cli> prompt:

cli>  set port <port#> wgrp exclude

Adding a Workgroup to a Port List

Procedure

This procedure describes how to add a workgroup ID to a list for a specific port.

Step 1 To verify that the target switch is correct, enter the following at the cli> prompt:

cli>  show snmp

If you need instructions on changing the target switch, refer toigheStream 2020
Operations Guide

Step 2 To add a workgroup to the list for the port, enter the following at the cli> prompt:
cli>  set port <port#> wgrp add <wgrp#>
where
® <port#> = The card and port number in card.port format (card = 2 - 10; port =0 - 7).
® <wgrp#> = The number that identifies the workgroup.
Step 3 To verify that the workgroup was added to the list, enter the following at the cli> prompt:

cli>  show port <port#> wgrp

A screen similar to Figure 3-5 is displayed.
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Figure 3-5

Example - show port wgrp display

SO -

L

] —m——

@H@

- 3 -——-

§] @ —m—

O E—= T—%=1

S e CEEEEEEEE Y =
e

PP R CCCRCCCOOE®® G &

Removing a Workgroup from a Port List
This procedure describes how to delete a workgroup ID from a list for a specific port.

Procedure
Step 1

Step 2

Step 3

Step 4
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To verify that the target switch is correct, enter the following at the cli> prompt:

cli>  show snmp

If you need instructions on changing the target switch, refer toigi¢Stream 2020
Operations Guide

To view the workgroups currently defined for a specific port, enter the following at the cli>
prompt:

cli>  show port <port#> wgrp

where

® <port#> = The card and port number in card.port format (card = 2 - 10; port =0 - 7).
® <wgrp#> = The number that identifies the workgroup.

To disassociate the workgroup from a port, enter the following at the cli> prompt:

cli>

set port <port#> wgrp delete <wgrp#>

To verify that the association was removed, enter the following at the cli> prompt:

cli>  show port <port#> wgrp

A screen similar to Figure 3-6 is displayed.
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Figure 3-6 Example - show port wgrp display

cli> show port 5.7 wgrp
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SNMP Procedures

SNMP Commands

SNMP Procedures SNMP Command Arguments

This chapter describes the SNMP commands available from the command line interface (CLI) on a
LightStream 2020 enterprise ATM switch. A section is included describing how to identify the
management information base (MIB) address used with the commands. This chapter is intended for
SNMP experts who will use the commands to monitor and manipulate MIB objects. If you are not
familiar with SNMP, it is not recommended that you use these commands.

In some cases, SNMP commands may be long and repetitive. You can store sequences of SNMP
commands in CLI script files and execute them usingghececommand described in the “Getting
Started” chapter of thieightStream 2020 Operations Guide

SNMP Procedures

The CLI provides four SNMP commands:
® getsnmp

® getnextsnmp

® setsnmp

® walksnmp

The first three commands are equivalent to the standard SNMP congetredgiest
getnextrequest andsetrequest The fourth command allows you to display MIB objects.

SNMP Command Arguments

MIB Object Names
MIB object namesre used to identify the MIB objects in the SNMP commands described in this
chapter. MIB object names come from the standard or private MIBs that the LightStream switch
supports. Refer to the “Getting Started” chapter oLightStream 2020 Command and Attribute
Reference Guidior a detailed discussion of the MIB.

MIB Instance Identifier

In addition to a MIB object hame, you must use a Mi&ance identifieto manipulate a particular
MIB object. SNMP calculates a $ixfbased on the hierarchy of a MIB object and adds tHix saf

the MIB object name to form its instance identifier. This use of instance identifiers allows all MIB
object names to be unique.

For example, the MIB objesiyysDeschas only a single value. It is identified by its MIB object name
(sysDescr) followed by its instance identifier (0), resultingysDescr.0
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A MIB object with multiple instances has a unique identifier for each instance. In the following
examples, the number (1, 16, 24, or 43) following the MIB olgeliiameidentifies the specific
instance opidName

® pidName.l

® pidName.16
® pidName.24
® pidName.43

For a further discussion of instance identifiers, refdh® Simple Book: An Introduction to
Management of TCP/IP-based InternbysMarshall T. Rose, 1991, Prentice Hall, Inc. (ISBN
0-13-812611-9).

Identifying MIB Objects

If you are unsure of a MIB object name, usevitatksnmp command with the specific objectIB

tree or subtree name as the command argument. (See the section, “Walking a MIB Subtree.”) This
displays all MIB objects below the specified point in the tree. Whenever the attribute MIB name or
MIB address is required by a syntax statement, you must enter both the MIB object name and its
instance identifier.

Monitoring the Value of a MIB Object

The procedures in this section tell you how to view the value of a particular MIB object using one
of two different commands. Procedure 1 usinggbsnmpcommand displays the value of the MIB
object you specify. Procedure 2 using glegnextsnmpcommand displays the value of the MIB
object following the MIB object you specify. Tlgetnextsnmpcommand is useful if you don’t

know the exact structure of the MIB.

Procedure 1: Displaying the Value of a Specified MIB Object
At the cli> prompt, enter:

cli>  getsnmp <MIB name or address>

where

<MIB name or address> = Name or address of the MIB object you want information on. You may
enter multiple names or addresses.

Some examples of the getsnmp command are

getsnmp sysDescr.0
getsnmp sysDescr.0 sysObjectID.0 sysUpTime.0
getsnmp 1.3.6.1.2.1.1

Procedure 2: Displaying the Value of the MIB Object After a Specified MIB Object
At the cli> prompt, enter:

cli>  getnextsnmp <MIB name or address>

where
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<MIB name or address> = Name or address of the MIB object just before the MIB object you want
to get information on. You may enter multiple names or addresses.

Expected Results
When you entegetsnmp sysDescr,(the following information is displayed:

cli>  getsnmp sysDescr.0
Name: sysDescr.0 Value: ATM Data Switch
cli>
When you entegetnextsnmp sysDescr,Ghe following information is displayed:

cli> getnextsnmp sysDescr.0
Name: sysObjectID.0 Value: SWITCH_SNMP_Agent
cli>

Setting a MIB Object

This procedure tells you how to set the value of a MIB object usingetsempcommand. If you

change a MIB object using this command, the change is not saved permanently to hard disk. Instead,
the changes are made to runtime memory. If you reboot the system, the changes made using this
procedure are lost.

Procedure
Step1 At the cli> prompt, enter:

cli>  protected

Step 2 Enter the protected mode password when you see the following prompt:

Enter password:

Step 3 Set the SNMP community to a read/write community by entering the following-atithe
prompt:

«cli>  set snmp community <community name>
where

<community name> = The name of the SNMP community with read/write privileges that
you want to access. (A switch can have several SNMP community hames with read/write
privileges.)

Note The SNMP community must be set to a read/write community before you can set the MIB
object value.

Step 4 At the~cli> prompt, enter:
«cli>  setsnmp <MIB name or address> <value>
where

® <MIB name or address> = Name or address of the MIB object you want to change. Y
may enter multiple names or addresses and their corresponding values.
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® <value> = the value of the MIB object you want to set.

For example, you can enter

setsnmp chassisld 4143

Expected Results

Whenever you issuesetsnmpcommand from CLI, it is automatically followed byatsnmp
command. Refer to the information displayed bygatssnmpcommand to verify that the change
you made is correct. After entering the command shown above, the following would be displayed:

Name: chassisld.0  Value: 4143

Walking a MIB Subtree

This procedure tells you how to display a portion of the MIB subtree. Usivgalkenmp

command, you can enter the name of the subtree you want to “walk” through. This command then
displays all MIB objects (and their values) in that subtree. dan also usealksnmp to get a list

of all the instances of a particular MIB object in the switch.

Procedure
At the cli> prompt, enter:

cli>  walksnmp <MIB name or address>
where

<MIB name or address>The name or address of a MIB subtree or MIB objecu (ust put the
name in quotes if it contains non-alphanumeric characters)

For example, to walk the System subtree, enter:

cli>  walksnmp system

or

cli>  walk mib2

or

cli>  walksnmp 1.3.6.1.2.1.1

To list the names of all the processes running in the LightStream switch, enter:

cli>  walksnmp pidName

Expected Results
When you entewalksnmp system the information shown in Figure 4-1 is displayed:
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Figure 4-1 Example of walksnmp system display

cli> wal ksnnp system

Narme: sysDescr.0 Val ue: ATM Data Switch
Name: sysObjectlD. 0 Val ue: SW TCH_SNWP_Agent
Name: sysUpTine.0 Val ue: 39501284

Nanme: sysContact.O Val ue: Tom Mat t hews
Name: sysNanme. 0 Val ue: ent b7

Name: syslLocation.O Val ue: Canbri dge
Nanme: sysServices.O0 Val ue: 78
cli>

H3320

When you entewalksnmp pidname,the information shown in Figure 4-2 is displayed:

Figure 4-2 Example of walksnmp pidname

cli> wal ksnnp pi dName

Name: pi dNane. 8 Val ue: ndd
Nanme: pi dNane. 9 Val ue: wat chdog
Name: pi dNane. 10 Val ue: nmma
Nanme: pi dNane. 16 Val ue: kernl og
Name: pi dNane. 17 Val ue: cac

Name: pi dNane. 18 Val ue: col | ector
Nanme: pi dNane. 19 Val ue: npt nm
Name: pi dNane. 20 Val ue: npcc
Name: pi dNane. 21 Val ue: gi dd
Name: pi dNane. 23 Val ue: | cc

Narme: pi dNane. 24 Val ue: | cc

Name: pi dNane. 25 Val ue: | cc

Name: pi dNane. 33 Val ue: | cc
cli>

H3321
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TCS Hub Commands

Access to the TCS Hub InterfacdJser Interface for TCS Hub Commanrd$CS Hub Tasks

This chapter tells you how to access the Test and Control System (TCS) interface and how to use
TCS hub commands to manage your network of LightStream 2020 enterprise ATM switches. TCS
hub commands allow you to communicate directly to the TCS and they allow you to perform some
functions when you do not have access to the command line interface (CLI). You can use the TCS
hub commands to do the following:

® Get help on any TCS hub command
® Connectto a card

® Force a TCS hub on either of the switch cards (SA or SB) to become the primary or secondary
TCS hub

Each of these tasks is described in this chapter. The commands discussed here are a subset of the
TCS hub commands. The remaining TCS hub commands are not described here because you can
use CLI commands to perform the same functions. Refer taghtstieam 2020 System Overview

for a further discussion of the TCS.

Access to the TCS Hub Interface

You access the TCS hub interface by connecting a VT100-compatible terminal (or modem) to the
TCS console (or modem) port on the back of the LightStream switch. PreBetam| key to
obtain a TCS prompt.

Prompts
When you access the TCS, you see one of a variety of prompts. Table 5-1 explains each of the
possible prompts.
Table 5-1 TCS Prompt Descriptions
Prompt Character Case
TCS HUB<A> The charactef or a indicates you are A prompt shown in uppercase characters (TCS HUB<A>) indicates
tcs hub<a> connected to the TCS hub on switch that the TCS hub is the primary TCS hub. A prompt in lowercase

TCS HUB<<A>>
tcs hub<<a>>
TCS HUB<B>
tcs hub<b>

TCS HUB<<B>>
tcs hub<<b>2

card A. characters indicates the TCS hub is the secondary TCS hub.

The characteB orb indicates you are A prompt shown in uppercase characters (TCS HUB<B>) indicates
connected to the TCS hub on switch that the TCS hub is the primary TCS hub. A prompt in lowercase
card B. characters indicates the TCS hub is the secondary TCS hub.

1. The significance of the single or double brackets in the prompt is not relevant to this discussion.
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User Interface for TCS Hub Commands

The TCS interface is similar to that of the CLI. Each CLI command includes the object identifier of
the component to which the command is directed (chassis, card, port, etc.). A TCS hub command is
always directed to a card, so it includes the slot number rather than the object identifier.

Online Help

Like the CLlI, the TCS interface has an online help facilitprovides d@elp command, and it also
allows you to enter a question ma®i (o list options for a command. Unlike CLI, the TCS does not
provide for a command completion feature using Tad] key.

Line Editing Keys

The TCS provides a number of line editing keys. Some of these keys are different from those used
in the CLI. Table 5-2 lists the TCS line editing keys.

Table 5-2 TCS Command Line Editing Keys
Control Keys Function

P Yank previous command.

N Yank next command.

A Go to start of line.

"E Go to end of line.

"B Go back one character.

F Go forward one character.

U Kill entire line.

"D Delete character under cursor.
[Esc] B Go back one word.

[Esc] F Go forward one word.

Getting Help on TCS Commands

This procedure tells you how to access online help on any TCS hub command. When you enter the
help commandthe TCS displays a list of all commands available as shown in Fglirgvhen you

enter thehelp command followed by a command name, the system displays information on that
command as shown in Figure 5-2.

Procedure
At any TCS prompt, enter:

TCS HUB<<A>> help [<command>]

where

[ccommand>] = An optional argument. The name of any TCS hub command on which you want
help.
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Figure 5-1 TCS help screen

TCS HUB<<A>> hel p

baud <r at e>

connect <sl| ot >

hel p <conmand>

init <slot><init_string>

mar gi n <sl ot ><per cent >

nmaxreq <count >

pnode [ <on/ of f >]

power <sl ot ><on/ of f >

primary <sl| ot >

ptrace <sl| ot >

read <sl ot ><obj ><addr >[ <by, wo, | 0, bl >]
reset <sl| ot >

secondary <sl ot >

set <sl| ot ><obj 1><obj 2><val ue>
show <sl| ot ><obj 1><obj 2>

ski ppol | <count >

ski pal t <count >

switch <ena/ di s><sl ot #>

swr eset <on/ of f >

Spacebar to continue, 'q" to quit:

trace <sl| ot >

wite <sl ot ><obj ><addr ><dat a>[ <by, wo, | 0, bl >]
vect or <0,1,2,3,4>

version (no args)

Commandzl i ne editing keys:
AP: yank previous conmand
AN:. yank next command
AK: kill to end of line
AA: goto start of line
AE: goto end of line
AB: back one character
AF. forward one character
AU kill entire line
AD: del ete character under cursor
<ESC>xb: go back one word
<ESC>+f: go forward one word

Conmmands can be abbreviated to any uni que command string.

H3201

When you enter thkeelp showcommand with no argument, a screen similar to Figure 5-2 is
displayed
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Figure 5-2 TCS help show screen

TCS HUB<<A>> hel p show

SYNTAX:
show <sl ot ><obj 1> <obj 2>

DESCRI PTI ON:
show : cli show conmmand

H3202

TCS Hub Tasks

This section describes the commands used to perform tasks from the TCS hub interface.

Connecting to a Card

This procedure describes how to logically connect from a terminal attached to the console/modem
I/O ports to a given slot within a LightStream switclbu\tan connect to a switch card, an biPa
line card. You can also connect to an NP to access the CLI from the console or modem ports.

Procedure
Step 1 Atany TCS prompt, enter:

TCS HUB<<A>> connect <slot>
where
<slot>=- 10, SA, or SB

Following are some examples of tt@nnectcommand. The first connects to an NP in slot
1

TCS HUB<<A>> connect 1

The second connects to a line card in slot 7:

TCS HUB<<A>> connect 7

Step 2 To exit from connect mode, enter:

Expected Results

The information displayed when you connect to a card varies depending on the software running in
that card at the time the connection is made.

Operational Tips

If you get no response taccannectcommand, you may need to reset the card before you connect to
it or download software into it.
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Forcing a TCS Hub to Become Primary or Secondary

The TCS hub residing on a switch card controls the switch card itself and acts as a communications
hub for the system-wide TCS. In a LightStream switch with two switch cards (SA and SB), the TCS
hub on one switch card is the primary TCS hub, and the TCS hub on the other switch card is the
secondary TCS hub. The procedure below forces the TCS hub on one switch card to become the
primary (or secondary) TCS hub. As you force one TCS hub to be come the primary, the other
becomes the secondary and vice versa.

Use this procedure before you run diagnostics on a particular switch cauctdlY run diagnostics

only on the switch card thatmot primary as all circuits will be &tcted.) This procedure doest
disrupt the flow of trdic through the switch; it only specifies the card that is to be used as the TCS
hub.

Note This procedure does not force the switch card to become the primary or secondary switch
card. That procedure is described in lthightStream 2020 Operations Guide

Procedure

Step1 Access the TCS hub interface by connecting a VT100-compatible terminal (or modem) to
the TCS console (or modem) port on the back of the LightStream switch. Press the
[Return] key to obtain the TCS prompt.

Step 2 If you do not see a TCS prompt, enter the following characters:

Step 3 Determine which TCS hub is the primary or secondary TCS hub by noting the character
between the angle brackets (<>) in the TCS prompt. (Refer to Table 5-1 for details.)

Step 4 To force a TCS hub to be the primary TCS hub, enter the following command at the TCS
prompt:

TCS HUB<<A>> primary <slot #>

or, to force a TCS hub to be the secondary TCS hub, enter the following command at the
TCS prompt:

TCS HUB<<A>> secondary <slot #>

where

<slot #> =SA or SB

Expected Results

The TCS hub you specified is set as the primary (or secondary) TCS hub. It takes the TCS
approximately 4 seconds to switch the primary and secondary TCS hubs. This process delays only
temporarily the servicing of pending TCS slave requests.

5-75 Book Title



TCS Hub Tasks

5-76 Book Title



TCS Hub Tasks

6-77 Book Title

Using LightStream Traps

Trap Types and PrioritiesTrap Formats Setting Trap Levels Viewing Traps® Logging Trap2
Customizing the Trap Log and Trap Dispkayrap Flowchart

Traps are messages that inform you of network events. A trap may notify you of a serious condition
that requires immediate corrective action, or it may give you information that, while important, may
not require any action at all. When a network event occurs, the Light&ireaitch sends a single,
simple trap to the management station. The network operator initiates further interactions with the
LightStream switch to determine the nature and extent of the event.

This chapter discusses the traps generated by LightStream switches, their types and formats,
categories and priorities, trap logs, trap level settings, and displays. RefeLightiStream 2020
Traps Reference Manufdr descriptions of specific traps.

Traps are generated by the processes running on a LightStream switch and are typically displayed
on that switch’s local console. You can also display traps on another terminal or SPARCstation
running the command line interface (CLI) or on a workstation running a third-party network
management system (NMS).

Traps move from their initiating process to the master management agent (MMA), the trap log, and
the command line interface (CLI) process or third-party network management system (NMS). These
paths are shown in Figure 6-1. By default, all traps entering the MMA are logged to a file called
/usr/tmp/mma/mma.traplog. You can also record the traps for a LightStream switch in a log file on
the switch’s NP. You can view the file there or you can copy the file to another system and view or
process it there. If you use a third-party NMS, you may also be able to record traps in a log file on
that system. (Refer to the documentation for your NMS for further information.)

Figure 6-1 Traps are passed from the LightStream processes to the MMA, stored in the
trap log, and sent to the CLI process or third-party NMS

Local console

Traps
display
LightStream switch 1 A Terminal running CLI
NP ' d'l_'ran
isplay
MMA |[{--»| CLI Lo.d..... >
process

(ot J»

Trap R S
log Traps
display

Third-party NMS

S3726

---» Trap paths
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By default, all LightStream switches send traps to their local NP (address 127.0.0.1). Each switch
has a file (/usr/app/base/config/mma.trap_communities) containing that addgispldy traps on

a different terminal, you can edit the file arfidhngethe default trap delivery address of the switch

to the IP address of the new terminal that is to display the traps. To display traps on an additional
terminal, you caaddthe IP address of the additional terminal to the file. For complete instructions
on altering the trap delivery address, see the section “Changing the Trap Delivery Address.”

You can also use the CLI to display traps for other switches in the LightStream network. (As noted
above, you must change the default trap delivery addresses of those switches to the IP address of the
NP that will display their traps.) In this case, two copies of the traps are displayed. The first is
displayed on the switchlocal console by an automatic filtering mechanism; the other is displayed

on the terminal running the CLI. To prevent the duplicate display, you can disable the filtering
mechanism of the local console by setting the MIB object chassisCoregaleVel tooff. You can

also change the trap level of this filter to display different levels of traps on the local console. For
instructions on setting the filtering mechanism, refer to the section “Setting the Trap Level for the
Filtering Mechanism.”

Trap Types and Priorities

LightStream switches generate five categories of traps:

® SNMP — This category contains a small number of traps defined by the SNMP MIB-2
specifications. SNMP traps are used by LightStream network operators.

Link Up and Link Down are examples of SNMP traps.

® Operational (OPER) — Operational traps provide information on the key system components to
help you find and correct problems. Operational traps indicate that something is wrong with the
system or that a significant change has occurred in the system status. They can also be used to
report the status of the LightStream components. Operational traps are of primary interest to
LightStream network operators.

Port 3 down is an example of an operational trap.

® Informational (INFO) — These traps provide supplemental details on problems that are reported
by some operational and SNMP traps. Informational traps are used by customer support
representatives to do advanced troubleshooting and software debugging.

Trunk emtb7.2.5->emtb8.4.2 DOWN [transitioning to down (from has-vci)] is an example of an
informational trap.

® Trace (TRACE) — These traps are used to track a sequence of actions through a process,
allowing an experienced customer support representative to isolate problems. Trace traps are
used by customer support representatives to do advanced troubleshooting and software
debugging.

® Debug (DEBUG) — These traps are used to find and solve serious software problems within a
LightStream switch. Debug traps are used only by customer support representatives and
developers.

Note Do not turn on debug traps. If you do so, you may affect normal network performance.

SNMP traps have the highest priorityllowed by operational, informational, trace, and debug traps,
which have the lowest priority (as shown in Figure 6-1).

6-78 Book Title



Trap Formats

Table 6-1 Trap Levels

Trap Types (by Priority) Severity
SNMP Highest
Operational t
Informational t

Trace t
Debug Lowest

In most cases, you should display all operational traps and log all operational and informational traps
for your network. (These are the defaults).

Trap Formats
This section describes the two trap formats:
® SNMP standard traps
® Enterprise-specific traps

If you are using a third-party NMS to display traps, the display may differ, but the content is the
same.

SNMP Standard Traps
The standard SNMP traps include:

® LightStream node name

® System up time when the trap occurred
® Trap name

® Trap generation time

® Port number associated with the trap (if applicable)

Enterprise-specific Traps
Enterprise-specific traps contain the following information:

® LightStream node name

Note The system uses the IP address of the packet containing the trap to look up the name of the
node in the /etc/hosts file. If the name is not available, the IP address is displayed.

® System up time when the trap occurred

Note The time is determined by the MIB-2 variable sysUpTime.
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® Trap severity level (oper, info, trace, or debug)

¢ Symbolic trap name

Note This consists of an abbreviation for the software module that generated the trap, followed by
a number that uniquely identifies the trap type. (See Table 6-2.) For example, if the symbolic trap
name is GIDD_1000, the trap was generated in a process called the Global Information Distribution
Daemon (GIDD), and it is an operational trap (1-1999).

Table 6-2 Trap Type Numbering

Trap Type Numeric Range
Operational 1-1999
Informational 2000-2999
Trace 3000-3999
Debug 4000-4999

® Trap generation time

Note This is shown in two forms - the time zone you selected during installation and Greenwich
Mean Time.

® Trap text

Figure 6-2 shows each field of a sample enterprise-specific trap.

Figure 6-2 The fields included in every LightStream trap

==>|Trap from Lightﬂ, ’System Up Time: 22 Hr 36 Min 45 Sec‘

~

LightStream Node Name System Up Time

==> ’(OPER)‘ ’NPTMM_SHat 08/08/94 13:27:42 (08/08/94 17:27:42 GMT)
% ~

Trap Severity Level

Symbolic Trap Name Trap Generation Time

==> ’Operator Initiated Cutover To Switch A ‘

H3457

~ Trap Text
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Trace and debug traps also include the process identification (pid) number and process alias name
of the process in which the trap occurred.

Setting Trap Levels

As shown in Figure 6-1, traps are generated in processes and passed first to the MMA and then to
the CLI (or the third-party NMS) for display. By setting the severity level of the traps that flow
between the MMA and the CLI processes, you can specify the traps you want logged in the MMA,
displayed on the CLI, or displayed on a third-party NMS. Setting the severity level is referred to as
setting the trap level.

You can set the trap levels for:

® All processes running on a LightStream switch — This determines which traps are passed from
the processes to the MMA where they are logged in a file.

® Each LightStream MMA (chassis) —This determines which traps are passed by the MMA to the
CLI or the third-party NMS.

® The CLI — This determines which traps are actually displayed on the CLI.

® The automatic filtering mechanism — This determines which traps are passed from a local
LightStream switch to its console.

You can set the trap level to operational, informational, trace, or debwgaX also turn b&ll traps

at the CLI and on the filtering mechanism. (See Table 6-3.) Although you can change any of these
settings as required, the default trap level settings (informational for processes, operational for
chassis, and debug for the CLI) are appropriate for most networks.

As shown in Table 6-4, SNMP traps are always displayed since SNMP traps are always passed
regardless of the trap level setting. If you set the trap level to operational, operational traps are also
displayed. If you set the trap level to a lower priority level, such as trace, the trace traps and all higher
priority traps are displayed. When you set the trap level to debug, all levels of traps are displayed.

Table 6-3 Trap Settings, Purposes, Defaults, and Options
Trap Level Storage/Display
Setting Purpose Default Options Default Options
Switch Determines which traps Info Info Log File
Processes pass from processes to Oper
MMA
Trace
Debug
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Trap Level Storage/Display
Chassis Determines which traps Oper Info CLI or NMS
(MMA) pass from MMA To Oper
CLI
Trace
Debug
CLI Determines which traps Debug Info CLI
display on the CLI Oper
Trace
Debug
Off
Filter Determines which traps None Info Local Local
Mechanism pass to local console Oper Console gﬁrsole or
Trace Terminal
Debug
Off
Table 6-4 Trap Level Settings and Displays
Trap Level Setting Traps Displayed
OPER INFO TRACE DEBUG SNMP
Operational X X
Informational X X X
Trace X X X X
Debug X X X X X

Setting the Trap Level for Processes

Setting the trap level for a particular process determines whether the traps generated by that process
are passed to the MMA. Traps that are passed from the processes into the MMA are logged in the
trap log (if the trap log is enabled).

The default trap level for all processes is informational. This level is appropriate for most
applications.

Follow the procedure below to set the trap level for processes.

Procedure
Step 1 Verify that the target switch is correct by entering the following at the cli> prompt:

cli>  show snmp

If you need instructions on changing theg&grswitch, refer to the “Getting Started” chapter
of theLightStream 2020 Operations Guide

Step 2 Set the SNMP community to a read/write community by entering the following at the cli>
prompt:

cli>  set snmp community <community hame>
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Expected Results

Step 3

where
<community name> = The SNMP read/write community that you want to access.

If you do not know which processes are running on this switch, enter the following at the
cli> prompt to display a list of the processes:

cli>  walksnmp lwmaTrapCliAlias

This command lists the pid numbers and alias names of all the processes running on this

LightStream switch. The pid numbers follow the term “Name: lwrapTliAlias.” and the
alias names follow the term Value, as the following screen output shows:

cli>

walksnmp lwmaTrapCliALias

Name: lwmaTrapCliAlias.3 Value: CAC
Name: lwmaTrapCliAlias.4 Value: GIDD
Name: lwmaTrapCliAlias.5 Value: NPCC

Name: lwmaTrapCliAlias.6 Value: L
Name: lwmaTrapCliAlias.7 Value: L
Name: lwmaTrapCliAlias.8 Value: L
Name: lwmaTrapCliAlias.10 Value:
Name: lwmaTrapCliAlias.37 Value:
Name: lwmaTrapCliAlias.40 Value:
Name: lwmaTrapCliAlias.43 Value:
Name: lwmaTrapCliAlias.44 Value:
Name: lwmaTrapCliAlias.45 Value:
Name: lwmaTrapCliAlias.46 Value:
Name: lwmaTrapCliAlias.47 Value:
Name: lwmaTrapCliAlias.48 Value:
Name: lwmaTrapCliAlias.49 Value:

CC3

CC9

CC5

LCC7

ND

TRAPMON
Icmon (secondary
trunkmon
cardmon

RMON

KLOG

NPTMM
COLLECTOR. ..

Select the process(es) you want from the list. dightStream 2020 System Overview
describes each of these processes.

Step 4 To set the trap level for

cli>

a selected process, enter the following at the cli> prompt:

Step 5

set pid {<#>|<alias>} traplevel <value>

where
® [<#>|<alias>} = The process number or alias name.
® <value> = oper, stepinfo (default), trace, or debug

Verify the process trap level by entering the following at the cli> prompt:

show {pid <#>|<alias>} traplevel

The trap level for the specified process is set to the appropriate level.

Setting the Trap Level for the MMA

The trap level for the MMA determines which traps are passed to the CLI and third-party NMS. The
traps that are passed to the CLI process from the MMA must pass the CLI trap level setting to be

displayed, but those passed to the NMS from the MMA are displayed on the NMS, unless the NMS
has its own filtering capabilities.
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Procedure

Expected Results

The trap level for the chassis is normally set during network configuration. If you want to
temporarily change the configured setting, use the procedure below. (The change will be lost if the
switch reboots.) If you want to make a permanent change to the MMA Trap Filter Level, use the
LightStream configurator to edit the configuration and download the changes to the appropriate
devices as described in thightStream 2020 Configuration Guide

Step 1 Verify that the target switch is correct by entering the following at the cli> prompt:

cli>  show snmp

If you need instructions on changing theg&rswitch, refer to the “Getting Started” chapter
of theLightStream 2020 Operations Guide

Step 2 Set the SNMP community to a read/write community by entering the following at the cli>
prompt:

cli>  set snmp community <community hame>
where
<community name> = The SNMP read/write community that you want to access.
Step 3 Set the trap level for a chassis by entering the following at the cli> prompt:
cli>  set chassis traplevel <value>
where
<value> =oper (default), info, trace, or debug
Step 4 Verify that the trap level has been changed by entering the following at the cli> prompt:

cli>  show chassis agent

Review the value of the MMA Trap Filter Level attribute.

The trap level for the specified chassis is changed.

Setting the Trap Level for a CLI Session

Procedure
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This section tells you how to set the trap level for a CLI session. The trap level setting for the CLI
determines which traps are taken from all the different LightStream switches (chassis) in the
network and displayed by the CLI.

The default trap level for the CLI is debug. This means that all traps (of all levels) that can pass from
the processes to the MMA and into the CLI are displayed. This level is appropriate for most
applications.

Step 1 Verify that the target switch is correct by entering the following at the cli> prompt:

cli>  show snmp

If you need instructions on changing theg#grswitch, refer to the “Getting Started” chapter
of theLightStream 2020 Operations Guide
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Step 2 Set the trap level for the CLI by entering the following at the cli> prompt:

cli>  setcli traplevel <value>

where
<value> =off (displays no traps), oper, info, trace, or debug (default)

Step 3 Verify that the trap level for the CLI has been changed by entering the following at the cli>
prompt:

cli>  show cli traplevel

Expected Results
The CLI trap level is changed to the level you specified.

Setting the Trap Level for the Filtering Mechanism

The trap level setting for the filtering mechanism in each LightStream switch determines which traps
are displayed on the local console (if the switch has a local console). The filtering mechanism begins
automatically whenever a switch is started.

The default trap level for the filtering mechanism is info. This means that all informational and
operational traps generated on the local switch are displayed on the local console. This level is
appropriate for most applications.

Follow the procedure below to set the trap level for the filtering mechanism.

Procedure
Step 1 Verify that the target switch is correct by entering the following at the cli> prompt:

cli>  show snmp

If you need instructions on changing theg&grswitch, refer to the “Getting Started” chapter
of theLightStream 2020 Operations Guide

Step 2 Set the SNMP community to a read/write community by entering the following at the cli>
prompt:

cli>  set snmp community <community hame>

where

<community name> = The SNMP read/write community that you want to access.
Step 3 Set the trap level for the CLI by entering the following at the cli> prompt:

cli>  set chassis consoletraplevel <value>

where

<value> =off (displays no traps), oper, info (default), trace, or debug

Step 4 Verify that the CLI trap level has been changed by entering the following at the cli> prompt:

cli>  show chassis general
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Expected Results
The CLI trap level is changed to the level you specified.

Viewing Traps
You can view traps from the CLI or from a third-party NMS. Using the CLI, traps are displayed in
the format described in the sectiondp Formats.” Tap messages may be interleaved with the other
information displayed by the CLI, depending on how your system is set up. If you use a third-party
NMS, the message format may vary from the format described earlier, but the content is the same.
(Refer to the third-party NMS documentation for information on viewing traps.)

The traps that appear on the CLI are determined by the CLI trap level that has been set and the trap
delivery addresses that are defined for each switch. The MMA trap level determines which traps are
passed to the third-party NMS for display.

Figure 6-3 shows a typical CLI display including traps.

Figure 6-3 Typical CLI traps display
cli> show card 1 all < CLI command
Card Nane: NP1
Card PI D 3
Qperational Status: Up CLI output
Adm ni strative Status: Up
Configuration Register Up

LC Sof tware Version:
LCC Software Version: npcc: conpiled 1 Oct 1994 @: 40: 22

Card Type: NP

Top Tenperature 84 F(28 O

Bot t om Tenper at ur e: 105 F (40 ©

TCS Vol t age: 4.980 volts

VCC Vol t age: 4.980 volts

SCSI Vol t age: 4.687 volts

This card has no access or trunk ports Trap message

cli> /

==>Trap from ent blnpl.|scf.com Systemup time: 20 H 47 Mn 11 Sec
==> (OPER) NPTMM 6 at 08/16/94 07:44)35 EDT (08/16/94 11:44:35 GM)
==> TEMPERATURE#2 (105.468F) of card 1 is outside the normal range

cli> set card 1 active

cli> show card 2 all } CLI commands

Card Nane: LowSpeedEdge
Card PID: 12 CLI output
Qperational Status: Up
=
. @
cli>

6-86 Book Title



Logging Traps

Logging Traps

You can log the traps that occur on each LightStream switch. The traps are logged on the NP of the
switch in a file called mma.traplog in the /usr/tmp/mma directory. This circular file can store
approximately 6000 traps before the oldest trap is overwritten by the newest trap. The priority of the
logged traps is determined by the trap levels set for each process. This section tells you how to
enable, disable, and view the trap log.

You may also be able to log traps from your third-party NMS. Refer to the third-party NMS
documentation for more information.

Enabling or Disabling the Trap Log

Procedure
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This section tells you how to enable or disable the trap log for a particular LightStream swajpsh. T
cannot be logged unless the trap log is enabled.

The default setting for the trap log is enabled (on). This setting is appropriate for most networks.

You usually specify whether the trap log is enabled or disabled during network configuration. If you
want to temporarily change the configured setting, use the procedure below. If you want to make a
permanent change to the MMA Trap Log Status, use the LightStream configurator to edit the
configuration and download the changes to the appropriate devices as described)ht$teeam

2020 Configuration Guide

Note If you disable the trap log for a particular switch, the traps for that switch are not recorded in
a file. If a problem occurs on that switch, you will not have a record of the traps that were reported.

Step 1 Verify that the target switch is correct by entering the following at the cli> prompt:

cli>  show chassis general

If you need instructions on changing thg&grswitch, refer to the “Getting Started” chapter
of theLightStream 2020 Operations Guide

Step 2 Set the SNMP community to a read/write community by entering the following at the cli>
prompt:

cli>  set snmp community <community name>
where
<community name> = The SNMP read/write community that you want to access.

Step 3 Enable or disable the trap log for a particular chassis by entering the following at the cli>
prompt:

cli>  set chassis traplog <value>
where
<value> =on (enables the trap log [default]) or off (disables the trap log)

Step 4 Verify that the traplog has been enabled or disabled for a particular chassis by entering the
following at the cli> prompt:

cli>  show chassis agent
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Expected Results

Review the value of the MMA Trap Log Status attribute.

The trap log for the specific chassis is enabled or disabled, as specified.

Viewing the Trap Log
If you have logged traps in the NP of a particular LightStream switch, those traps are recorded in a
circular file called /usr/tmp/mma/mma.traploguycan view the trap log by accessing that file from
the CLI or the ynxOS shell, or you can copy the file to a third-party NMS or a workstation and view
it there. This section tells you how to view the trap log. It also describes how to copy the trap log so
that it can be viewed from another system.

Procedure 1: Viewing Traps from the bash Prompt

Display the trap log file from the LynxOS shell by entering the following at the bash# or bash$
prompt:

bash$ cbufpr [-hv] [-all] [-tail] -<number> [-f] [-trap] traplog |more

where

[h] = Displays this help message.
[v] = Displays cbufpr version information.
[all] = Allows you to read files of all formats, including files that are not circular.

[tail] = An optional agument that displays the last 20 lines of the traplog file (the lines containing
the most recent traps). If you do not enter thggiarent, the entire traplog file is displayed. If the
file is long, it scrolls across the screen until reaches the end.

[f] = Continue reading from end of file rather than exiting. The switch allows you to display traps
as they accumulate while you are viewing other parts of the file.

[number] = Specifies the number of lines to displdys switch can be used with thail switch
to specify the number of lines displayed from the bottom of the file.

[more = Display one page at a time. Press the spacebar key to display the next page. If you do not
use |more, the file will scroll across the screen.

Procedure 2: Viewing Traps from CLI Protected Mode
Step 1 At the cli> prompt, enter:

cli>  protected

Step 2 Enter the protected mode password when you see the following prompt:

Enter password:

Step 3 To display the log file, enter the following at #té> prompt:
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«cli>  shell "cbufpr [-hv] [-all] [-tail] -<number> [-f] [-level] <traplog> |more”

For further information on thebufpr command, refer to tHaghtSteam 2020 Operations
Guide
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Procedure 3: Moving the Trap Log from the NP

Expected Results

Step 1

Step 2

Step 3

Step 4

Step 5
Step 6

Step 7

Step 8

Step 9

Before attempting to move the trap log from the NP, obtain a user name and password for
an account on the workstation or host where you want to place the trap log.

At the cli> prompt, enter:

cli> protected

Enter the protected mode password when you see the following prompt:

Enter password:

At the~cli> prompt, enter:

=cli>  shell "ftp <IP address of the workstation or host where you want to place the
trap log>"

You are prompted to log in to the workstation or host.
Log in to the workstation or host.

To place the trap log file in any directory other than the login directory on the workstation
or host, entecd <directory name>to change to the correct working directory.

Enter the following at the ftp> prompt:

ftp>  put /usr/tmp/mma/mma.traplog [<new name>]

where

[<new name>] = The file name identifying the chassis or the appropriate directory name
for the file. For example, if you are moving a trap log for a switch called Light5, the new
name could be mma_Light5.traplog.

This command sends the log file to the specified workstation or host. The system tells you
when the file transfer is complete.

Enter the following at the ftp> prompt:
ftp>  quit

Use anymore or cat command or a screen editor such as emacs or vi to view the
mma.traplog file on the workstation or host.

Following is an example of a LightStream switch trap log:

Note The LightStream switch name does not appear in the trap log because all traps in a trap log
apply to a single LightStream switch.

(INFO) NDD_2004 at 08/26/94 14:02:35 EDT (08/02:35 GMT)

Trunk emtb7.5.0->emtb5.5.0 UP [transitioning to has-vci (from managed)]
(OPER) NPTMM_6 at 08/26/94 14:02:51 EDT (08/26/94 18:02:51 GMT)
TEMPERATURE#2 (103.515F) of card 1 is outside the normal range
(INFO) NDD_2005 at 08/26/94 14:03:40 EDT (08/26/94 18:03:40 GMT)
Trunk emtb7.5.1->emtb5.5.1 DOWN [transitioning to DOWN (from has-vci)]
Link Down Trap at 08/26/94 14:03:40 EDT (08/26/94 18:03:40 GMT)

Port 5001

Link Down Trap at 08/26/94 14:03:40 EDT (08/26/94 18:03:40 GMT)
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Port 3006

Link Down Trap at 08/26/94 14:03:40 EDT (08/26/94 18:03:40 GMT)
Port 3005

(OPER) CAC_1007 at 08/26/94 14:03:40 EDT (08/26/94 18:03:40 GMT)
Switch Device Write Error 28

Link Down Trap at 08/26/94 14:03:40 EDT (08/26/94 18:03:40 GMT)
Port 4001

Link Down Trap at 08/26/94 14:03:40 EDT (08/26/94 18:03:40 GMT)
Port 4000

Customizing the Trap Log and Trap Display

In addition to setting the trap levels to determine which traps are logged and displayed, you can
customize your trap log and trap display by turning specific traps on or off. You can perform the
following functions:

® Display the status of every trap for a particular process or a LightStream switch to track any
changes you have made

® Turn atrap on or off in a particular process
® Turn atrap on or off in all processes (turn a trap on or off globally)

® Enable or disable a trap in a particular node (globally)

Note The procedures described here are used for advanced troubleshooting and software
debugging. The commands to turn particular traps on dadeofvailable from protected mode only
and should be used by experienced users only.

Theshow trap command displays the status of each trap for a particular process or switch so that
you can keep track of any changes you make. The procedure to display the status of each trap is also
provided in this chapter.

Turning traps on in one or all processes withstitedrap command allows selected traps to be passed
to the MMA, even if their severity level is lower than the trap level set for the process in which they
were generated. This allows you to override the process trap level and pass specific traps from
specific processes to the MMA where they are logged. Disabling traps is used tbayparatular

trap if you no longer need notification.

Figure 6-5 shows the flow of traps through the switch. You may want to refer to the figure while
reading the procedures.

Displaying the Status of All Traps for a Process or Chassis

This section tells you how to view the status of every trap within a particular process or for an MMA.
You can view this status to keep track of any customizations that may have been made to the traps.

Procedure 1: View Status of One or More Traps for a Process
Step 1 Verify that the target switch is correct by entering the following at the cli> prompt:

cli>  show snmp
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Step 2

Step 3

If you need instructions on changing theg#grswitch, refer to the “Getting Started” chapter
of theLightStream 2020 Operations Guide

Set the SNMP community to a read/write community by entering the following at the cli>
prompt:

cli>  set snmp community <community name>

where
<community name> = The SNMP read/write community that you want to access.

At the cli> prompt, enter:

cli>  show trap pid {<#>|<alias>} <trap #> [<group name>]

where

® [<#>|<alias>} = The number or the alias name of the processwidksnmp
IwmaTrapCliAlias to obtain the pid numbers and the pid aliases for all processes
running on the LightStream switch.

® <trap #> = The number of the trap(s). Enter the symbolic trap name or trap nMmber
can set multiple traps by specifying the trap numbers (ndd_3 ndd_14 Icc_5), or by using
the wild card charactér” to specify all traps for a particular proce’sadd” for all
NDD traps).

® [<group name>] = An optional argument used to define a group of traps on which you
want to show status. To use this argument, the group must be defined in an ASCII file
called cli.groups in the /usr/app/base/config directory. For instructions on creating the
cli.groups file, refer to the section “Creating the cli.groups File.”

Procedure 2: View Status of One or More Traps for an MMA
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Step 1

Step 2

Step 3

Verify that the target switch is correct by entering the following at the cli> prompt:

cli>  show snmp

If you need instructions on changing thg&rswitch, refer to the “Getting Started” chapter
of theLightStream 2020 Operations Guide

Set the SNMP community to a read/write community by entering the following at the cli>
prompt:

cli>  set snmp community <community name>

where

<community name> = The SNMP read/write community that you want to access.
At the cli> prompt, enter:

cli>  show trap <trap #> [<group hame>]

where

® <trap #> = The number of the trap(s). Enter the symbolic trap name or trap nMmber
can set multiple trap numbers by specifying the trap numbers (ndd_3 ndd_14 Icc_5), or
by using the wild card charactet” to specify all traps for a particular procesadd”
for all NDD traps).
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Expected Results

® [<group name>] = An optional argument that defines a group of traps. To use this
argument, the group must be defined in an ASCII file called cli.groups in the
/usr/app/base/config directory. For instructions on creating the cli.groups file, refer to
the section “Creating the cli.groups File.”

If you entershow trap ndd_3 ndd_4 ndd_5 ndd_10QZ%he status of these three traps is displayed
as follows:

Figure 6-4 Sample specific trap status display

*cli> show trap ndd_3 ndd_4 ndd_5 ndd 1001
Trap NDD 3: off - enabl ed
Trap NDD 4: off - enabl ed
Trap NDD 5: off - enabl ed
Trap NDD 1001: off - enabl ed
*cli >

H3471

If you entershow trap” +” , the status of all traps in the MMA is displayed as follows:

cli>  show trap “*”

Trap GENERIC_TEST (1): off
Trap TRUNKMON_1 (2): off
Trap NDD_1 (3): off

Trap NDD_2 (4): off

Trap NDD_3 (5): off

Trap NDD_4 (6): off

Trap NDD_5 (7): off

Trap NDD_6 (8): off

Trap NDD_7 (9): off

Trap NDD_8 (10): off

Trap NDD_1000 (11): off
Trap NDD_1001 (12): off
Trap NDD_1002 (13): off
Trap NDD_2000 (14): off
Trap NDD_2001 (15): off

The example above shows a partial trap disfBayeral screens of traps are actually displayed when
you issue this command.

Turning a Trap On or Off in a Specific Process
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This section tells you how to turn a trap on or off in a particular process running on a LightStream
switch. In some cases you may have multiple instances of a process running. This procedure allows
you to see the traps from a specific process.

The default for all traps in all processes is off. Turning a trap on in a particular process allows it to
be passed to the MMA where it will be logged, even if it has a severity level below the trap level set
for the process. This allows you to display a particular trap without displaying or logging all traps at
that severity level. This procedure is especially important during troubleshooting and debugging.
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For example, if the trap level for process number Iiifessand you turn on a trap with a severity

level of trace in process number 17, that trace trap is passed from the process to the MMA whenever
it occurs, even though its severity level is lower than the trap level for the process. Setting a trap to
onin a process overrides the trap level setting and allows the trap to be passed. Hbtleviesp

is set tooff (the default), the trap is passed to the MMA only if its severity level is equal to or higher
than the trap level setting of the process. (The trap does not override the trap level setting.)

Before a trap can pass from the process to the MMA, the LightStream switch checks the process
state. The trap is passed to the MMA and logged if one of the following conditions exists:

® The trap has been turned on in this process.

® The trap has been turned on globally (see the next procedure).

® The trap severity level is equal to or greater than the process trap level.

Procedure
Step 1

Step 2

Step 3

Step 4

Step 5

Step 6
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At the cli> prompt, enter:

cli> protected

Enter the protected mode password when you see the following prompt:

Enter password:

Verify that the target switch is correct by entering the following at the cli> prompt:

«cli>  show snmp

If you need instructions on changing thg&grswitch, refer to the “Getting Started” chapter
of theLightStream 2020 Operations Guide

Set the SNMP community to a read/write community by entering the following-atithe
prompt:

«cli>  set snmp community <community name>
where
<community name> = The SNMP read/write community that you want to access.

To determine which processes are running on this node, enter the followingcéitthe
prompt:

«cli>  walksnmp lwmaTrapCliAlias

This command lists the pid numbers and alias names of all the processes running on this
LightStream switch. The pid numbers follow the term Name: IwmaTrapCliAlias and the
alias names follow the term Value.

Find the process you want in this list. TtightStream 2020 System Overvigascribes
each of these processes.

At the~cli> prompt, enter:
«cli>  set trap pid{<#|alias>} {on|off} <trap #> [<group name>]
where

® [<#>|<alias>} = The process number or alias name.wHl&snmp
lwmaTrapCliAlias to obtain the pid numbers and the pid aliases for all processes
running on the LightStream switch.
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Expected Results

¢ {on|off} Specifies whether the trap is on or off. The default is off.

® <trap #> = The trap(s) you want to turn on dr Bhter the symbolic trap name or trap
number. You can set multiple trap numbers by specifying the trap numbers (ndd_3
ndd_14 Icc_5), or by using the wild card charattérto specify all traps for a
particular process dd” for all NDD traps).

® [<group name>] = An optional argument that defines a group of traps. To use this
argument, the group must be defined in an ASCII file called cli.groups in the
/usr/app/base/config directory. For instructions on creating the cli.groups file, refer to
the section “Creating the cli.groups File.”

Step 7 To display the status of each trap in the selected process, enter the followinglat the
prompt:

xcli>  show trap pid {<#>|<alias>}"

The trap(s) that you have turned on pass to the MMA whenever that trap is generated in the selected
process. aps that are turnedfqdass to the MMA only if they have an equal or higher severity level
than the process trap level.

Turning a Trap On or Off in All Processes (Global)

Procedure
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This section tells you how to turn a trap on diifll processes in a particular LightStream switch.
This is referred to as turning traps on drgddbally. Turning a trap on globally allows it to be passed
from any process to the MMA, even if it has a severity level below the trap level set for the
processes. The default for all traps in all processes is off.

This procedure allows you to display particular traps without having to display or log all traps at that
severity level. This procedure is especially important during troubleshooting and debugging.

For example, if the trap level for the ndd process is info and you turn on a trap with a severity level
of trace in the ndd process, that trace trap is passed from the process to the MMA whenever it occurs,
even though its severity level is lower than the trap level for the process. Setting aotrapdt
processes overrides the trap level setting and allows the trap to be passed. However, if a trap is set
to offin a process (the default), the trap is passed to the MMA only if its severity level is equal to or
higher than the trap level setting of the process.

Before a trap can pass from a process to the MMA, the LightStream switch checks the process state.
The trap is passed to the MMA and logged if one of the following conditions exists:

® The trap has been turned on in this process (see the previous procedure).
® The trap has been turned on globally.

® The trap severity level is equal to or greater than the process trap level.

Step1 At the cli> prompt, enter:

cli> protected

Step 2 Enter the protected mode password when you see the following prompt:

Enter password:
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Expected Results

Step 3 Verify that the target switch is correct by entering the following at the cli> prompt:

«cli> show chassis

If you need instructions on changing thgtgdrswitch, refer to the “Getting Started” chapter
of theLightStream 2020 Operations Guide

Step 4 Set the SNMP community to a read/write community by entering the following at the cli>
prompt:

cli>  set snmp community <community name>
where
<community name> = The SNMP read/write community that you want to access.

Step 5 At the-cli> prompt, enter:

=cli>  set trap global {on|off} <trap #> [<group name>]

where
¢ {on|off} Specifies whether the trap is on or off. The default is off.

® <trap #> = The trap(s) you want to turn on dr Bhter the symbolic trap name or trap
number. You can set multiple trap numbers by specifying the trap numbers (ndd_3
ndd_14 Icc_5), or by using the wild card charattérto specify all traps for a
particular process dd” for all NDD traps).

® [<group name>] = An optional argument used to define a group of traps that you want
to turn on or df To use this @ument, the group must be defined in an ASCII file called
cli.groups in the /usr/app/base/config directory. For instructions on creating the
cli.groups file, refer to the section “Creating the cli.groups File.”

Step 6 Display the status of each trap in all processes by entering the following at the cli> prompt:

cli>  showtrap”

The trap(s) that you have turned on are passed to the MMA whenever that trap is generated in any
process. laps that are turnedfa@re passed to the MMA only if they have an equal or higher severity
level than the trap level for all processes.

Enabling/Disabling Traps for a Specific LightStream Switch

Procedure

This section tells you how to enable or disable specific traps for a particular LightStream switch.
This procedure allows you to disable a particular trap in a switch to prevent it from being displayed.
You may choose to do this if a particular trap recurs regularly and you feel that its display is
unnecessary.

In this situation, the LightStream switch does not check to see if a trap is enabled or disabled until
it reaches the MMA from a process. The MMA checks to see if the trap is enabled or disabled. If the
trap is disabled, it is discarded. If the trap is enabled and if its severity level is equal to or greater
than the MMA trap level, the trap is passed to the CLI or the third-party NMS.

Step1 At the cli> prompt, enter:
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cli>  protected

Step 2 Enter the protected mode password when you see the following prompt:

Enter password:

Step 3 Verify that the target switch is correct by entering the following atdlire prompt:

=cli>  show snmp

If you need instructions on changing theg#grswitch, refer to the “Getting Started” chapter
of theLightStream 2020 Operations Guide

Step 4 Setthe SNMP community to a read/write community by entering the following-atithe
prompt:

«cli>  set snmp community <community name>

where
<community name> = The SNMP read/write community that you want to access.
Step 5 At the-cli> prompt, enter:

«cli>  set trap {enable|disable} <trap #> [<group name>]

where

* {enable|disable} Specifies whether the trap is enabled or disabled. The default is
enabled.

® <trap #> = The trap(s) you want to turn on dr Bhter the symbolic trap name or trap
number. You can set multiple trap numbers by specifying the trap numbers (ndd_3
ndd_14 Icc_5), or by using the wild card charattérto specify all traps for a
particular process fidd” for all NDD traps).

® [<group name>] = An optional argument used to define a group of traps that you want
to turn on or df To use this ument, the group must be defined in an ASCII file called
cli.groups in the /usr/app/base/config directory. For instructions on creating the
cli.groups file, refer to the section “Creating the cli.groups File.”

Step 6 Display the status of each trap in the MMA by entering the following attixeprompt:

=cli>  showtrap”

Expected Results

The disabled trap for the selected node is never passed to the CLI or displayed on a third-party NMS.
The display shows traps are either on, off, or disabled. (If the status is either on or off, that implies
the trap is enabled. Otherwise the trap is disabled.)

Trap Flowchart

This flowchart shows how traps can be customized and when they are either passed forward or
discarded. The text to the right shows the CLI commands that you can use to customize the display
and trap log.
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Figure 6-5 How traps are passed through the system
Light-
Stream
Switch
Some of the / ¢ \\

processes running

’ gidd ‘ ’ lcc21 ‘ ’ lcc22 ‘ ’ mma ‘

in the LightStream
switch

lcc21 generates
a trpo[p (Icc_x)

!

No

-

Is trap turned on
for this process?

Is trap turned on \_Yes

globally?

lNo

Is the level Yes

of this trap >=
trap level in
lcc21?

No

Trap is
discarded.

Yes
set trap pid {<#>|<alias>}
on <trap#> [group name]
—> set trap global on <trap#>
[group name]
Default trap level for all
processes running in each
LightStream switch is
—> Poeraitons. To change the
trap level, enter set pid <pid
v #> traplevel <value>
Trap is passed
to MMA

'
®

S3727



Trap Flowchart

Figure 6-6
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Trap is displayed
on CLI
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Trunk Line Monitoring

Troubleshooting

Trunk Line Monitoringe Isolating Trunk Problems Diagnosing Port Problems

This chapter describes trunk line monitoring and some troubleshooting procedures that you can
follow if you encounter a problem.

Trunk Line Monitoring

Loss of data can cause external protocols to retransmit, resulting in network congestion and delays.
To avoid loss of data, line quality must be kept very high. The line card control process (LCC)
continually monitors line quality on each trunk using the swstdhink Up-Down (TUD) protocol.

This protocol detects a trunk that is down or line quality that is poor. When a trunk that was down
comes back up, the TUD protocol returns it to service.

The TUD protocol monitors line quality by having each switch send short test messages at regular
intervals. When a switch starts up, it begins sending TUD messages down each trunk that it supports.
If the local switch receives TUD messages consistently from the remote switch, it declares the trunk
up.

If a switch misses an established number of TUD messages from a trunk, it declares the trunk down.
When the trunk is declared down, a trap is displayed indicating the change of status. The following
is a typical trunk down message:

Link down trap from Light7, System Up Time: 23 Hr 29 Min 50 Sec Port: 5.0
When the trunk comes up again, the switch sends another trap. The following is a typical trunk up
message:

Link up trap from Light7, System Up Time: 23 Hr 29 Min 55 Sec Port: 5.0

Isolating Trunk Problems
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A trunk may go down temporarily and come back up shortly without intervention. However, if the
trunk remains down or transitions constantly in and out of service, you must find and correct the
problem. Use thimopback testdescribed in this section to isolate the faulty component. A loopback
test is a software or hardware test that alters the flow of data so that an electronic signal is returned
to its sender.

Trunks can be directly connected or they can be connected with data service unit/channel service
unit (DSU/CSU) devices through telephone lines. Figure 7-1, Figure 7-2, and Figure 7-3 illustrate
the major components of the switch-to-switch connection over a trunk. A trunk interface loop occurs
in the circuitry within the switch and does not involve components external to the switch.
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Figure 7-1 Components of a telco connection between low-speed line cards in two
switches
Trunk line
o — T —
Local LightStream ] ] Remote LightStream
switch D D switch
LSC LSAC Local Remote LSAC LSC
or | or D D or || or
PLC || sAC (—— Dsu/ ﬁ[L DSU/ sac || pLc
—— v | csu csu | AN —— u
N [] []
D cable telco cable D ]
— line — °§
cable to \ fantail fantail / cable to
access card access card
Figure 7-2 Components of a direct connection between low-speed line cards in two
switches
Trunk line
_ P A —
Local LightStream — I -
switch Remote LightStream
D D switch
LSC LSAC LSAC LsSC
or |4 or or or
PLC | | sAC [] M\ [] SAC PLC
— |:| |:| —— —
|:| cable |:|
\ fantail fantail
cable to cable to
access card access card
Figure 7-3 Components of a connection between medium-speed line cards in switches
with integral DSU/CSUs
Local LightStream switch Remote LightStream switch
Trunk line Medium-
MSC | MsAC e N MSAC [ Speed
1 Local telco line Remote N Acc;ess
|| —| DSU/ \ DSU/ | — car
Csu Csu |

H3361
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Fault Isolation for Link Down Events

Looping Ports

Most trunk failures are temporary, caused by problems on the telephone company line. A trunk is
usually returned to service within 3 minutes without any intervention on your part and before the
telephone company finds anything wrong. If a trunk is reported down, you should wait at least 10
minutes to make sure that the problem is not temporary.

If the trunk does not come up within 10 minutes, you must identify the failed portion of the trunk.
To do this, you run a series of loopback tests to segment the trunk from end to end, starting at the
I/0 board of the switch and progressing out from the switch. This progressive process tests each
segment in sequence to find the exact location of the failure.

The loopback tests allow you to pinpoint a fault by successively looping a signal at various points.
The LightStream switch provides three loopback tests: external, remote, and internal.

You can loop any port; howevenly frame relay ports and trunk ports have active port management
protocols that automatically verify the port’s ability to process data. The first procedure in this
section tells you how to run a loopback test on trunk ports (ports that connect LightStream systems).
The second procedure tells you how to run a loopback test on edge ports.

External Loopback Test

The external loopback test loops data from the line card to the line chip or to the Physical Layer
Protocol Processor (PLPP) I/0O module to see if the relevant I/O module is working correctly. This
test determines if the I/O module is able to successfully encode and decode the data that it receives
from the line card.

Remote Loopback Test

The remote loopback test loops data from an external device through the /0O module and back. This
test verifies that the data sent from the remote end can cross the telco line or cable, pass through the
switch, and return to the remote end.

Internal Loopback Test
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The internal loopback test loops data from the line card to the line chip or to the PLPP 1/O module
to see if the relevant I/O module is able to receive intact data. If this loop is successful, you know
that the data can reach the 1/0O module properly. However, you do not know if the I/O module
correctly encodes the data that will be sent out onto the line.

The line chip and the PLPP I/O module take bytes from the line card and convert them into the
required form to be sent out from the access card. The line chip encodes frames or cells into SDLC
frames. The PLPP I/O module encodes cells into Td standard cell payload scrambling format

for T3 or E3, depending on the access card. (Cell payload scrambling is sometimes referred to as
PLCP scrambling.)

Note Always call the sites involved and ask permission before looping a trunk.
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Note Use the trap log and an up-to-date network diagram to determine the success or failure of your
loops. The network diagram helps you to visualize the network and makes troubleshooting easier.

Procedure 1: Looping Trunk Ports

This procedure tells you how to loop data through a trunk between two LightStream trunk ports. If
you receive an indication that data is not passing on a trunk between two trunk ports, follow this
procedure to run an external loop on one of the trunk ports.

Step1 Type the following at the cli> prompt:

cli>  set port <port#> loop external

where

<port#>= The port you want to loop. The port number is in card.port format (card = 2 - 10;
port=0 - 7).

The command line interface (CLI) automatically sets the administrative status of the
selected port ttestingand starts the loopback test. Figidré shows how the data is looped
during an external loopback test.

If the external loop succeeds, the trunk comes up. A trap stating that the trunk is up is
reported and the Operational Status of the port changgs Tdis means that the local
trunk is configured correctly and that you have come up in a testing situation. Proceed to

Step 2.
Figure 7-4 An External Loop on a Trunk Port
Midplane
TX
TX—>» ---- i ety it N Trunk to another
RX €— |€---F-4---demmmm R an LightStream switch
PLPP RX
Q
Medium-Speed line card Medium-Speed access card 5

---------- Represents path of looped data
PLPP = Physical Layer Protocol Processor I/O module
TX = Transmit data
RX = Receive data

If the external loop fails (the trunk does not come up), the trunk is not configured properly
or a hardware problem may exist. Proceed to Step 3.

Step 2 Run a remote loop on the port by typing the following at the cli> prompt:

cli>  set port <port#> loop remote
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The CLI automatically sets the Administrative Status of the selected pestittgand
starts the loopback test. Figuteéb shows how the data is looped during a remote loopback

test.
Figure 7-5 A remote loop on an MS trunk port
Midplane
- X -
™ S - :> Trunk to another
RX <—] R)\(e ****** LightStream switch
PLPP
3
MSC MSAC 8

***** represents path of looped data

= Physical Layer Protocol Processor I/O module
TX = transmit data

= receive data

Note The loop remote option sets the local port into a remote loop for the remote port. It does not
loop the remote port. Verification of a successful remote loopback must be made at the remote
system.

If the remote loop succeeds, the trunk port reports up at the remote end. In this case, it is
likely that a problem with the local port which is providing the remote loop exists. While
providing the remote loopback, the local port displays an Operational Status of down.

Remote loop failure indicates a problem somewhere between the local access card and the
remote system.

Step 3 To run an internal loop on the port, type the following at the cli> prompt:

cli>  set port <port#> loop internal

The CLI automatically sets the administrative status of the selected festingand starts
the loopback test. Figuie6 shows how the data is looped during an internal loopback test.
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Figure 7-6 An internal loop on an MS trunk port
midplane
TX —= - - -- - T
N :> Trunk to another
RX «——| | r - - -|--~ < RX LightStream switch
PLPP
3
MSC MSAC 8

- - - represents path of looped data

PLPP = Physical Layer Protocol Processor I/O module
TX = transmit data
RX = receive data

Step 4

Step 5

If the internal loop succeeds, and the local trunk comes up, you have isolated the problem
with the local access card.

To stop the loopback test, type the following at the cli> prompt:

cli>  set port <port#> unloop

Always use the unloop procedure to stop the loopback test once you obtain the test results,
whether or not the test was successful. Leaving a loop up blocks the flow of data and could
contribute to congestion on the network.

Reset the port to the UNI net interface type by typing the following at the cli> prompt:

cli>  set port <port#> framerelay netinterfacetype uni

Procedure 2: Looping Edge Ports

This procedure describes how to loop data through a frame relay port. The line from the port
connects a LightStream switch to an external device provided by another vendor. If you receive an
indication that data is not passing between the LightStream switch frame relay port and the host, or
that the line is unreliable, use this looping procedure to isolate the problem.
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Note Loopback tests do not work on frame relay ports with the LMI type set to UNI.

Step 1

Step 2

Type the following at the cli> prompt to set the netinterfacetype attribute to NNI:
cli>  set port <port#> framerelay netinterfacetype nni

where

<port#> = The port you want to loop. The port number is in card.port format.

To run an external loop on the frame relay port on the LightStream switch, type the
following at the cli> prompt:

cli>  set port <port#> loop external
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The CLI automatically sets the administrative status of the selected festingand starts
the loopback test.

If the external loop succeeds, the line comes up. A trap stating that the line is up is displayed
and the operational status changesptorhis means that the local frame relay port is
configured correctly and that you have come up in a testing situation. Looping is not used
to further isolate the problem.

If the external loop fails (the line does not come up), the frame relay port is not configured
properly or a hardware problem may exist. Proceed to Step 3.

Figure 7-7 shows how the data is looped during an external loopback test.

Figure 7-7 An external loop on a frame relay port
midplane
™
TX —>|--H---9-------- - .
RX =—| &1|- - - |- ------- - cable to fantail
~ o y
Line Chip RX
LSCorPLC LSAC or SAC
Imlnl=l=i
- - - - represents path of looped data fantail — z
TX = transmit data

RX

= receive data Line between a FR device at

the edge of the LightStream
network and an external host

Step 3 Run an internal loop on the port by typing the following at the cli> prompt:

Step 4

cli>  set port <port#> loop internal

where

<port#>= The port you want to loop. The port number is in card.port format (card = 2 - 10;
port=0-7).

The CLI automatically sets the administrative status of the selected festibgand starts
the loopback test.

If the internal loop succeeds and the line comes up, you have isolated the problem to the
SCC I/O module.

Figure 7-8 shows how the data is looped during an internal loopback test.
To stop the loopback test, type the following at the cli> prompt:

cli>  set port <port#> unloop

where
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<port#>= The port you want to unloop. The port number is in card.port format (card = 2 -
10; port=0-7).

Figure 7-8 An internal loop on an LS edge port

midplane\‘

TX— - -H---1--- Lk
RX<—o/ |&}|- - - 1--~ RX / cable to fantail
Low-Speed Line Card Low-Speed Access Card
fantail 7L O O 7 &
****** represents path of looped data Line between a FR device at
TX = transmit data the edge of the LightStream
RX = receive data network and an external host

Always use the unloop procedure to stop the loopback test once you obtain the test results,
whether or not the test was successful. Leaving a loop up blocks the flow of data and could
contribute to congestion on the network.

Step5 Reset the port to the UNI net interface type by typing the following at the cli> prompt:

cli>  set port <port#> framerelay netinterfacetype uni

Other Edge Ports

The procedure for looping other (non-frame relay) edge ports is nearly identical to the procedure for
looping frame relay ports except that there is no need to reconfigure the net interface type as in frame
relay ports. Therefore, to loop test any other type of edge port, follow the procedure described in
“Procedure 2: Looping Edge Ports,” disregarding Step 1 and Step 5.

Unlooping Ports

This procedure allows you to unloop the port when you finish a loopback test. Whenever you run a
loopback test on a port, you must unloop the port when you finish. However, if you proceed from
one type of loopback test to another type on a particular port (from external to remote, for example),
you need not unloop the port before you start the next loopback test.

Procedure
To unloop a port, type the following at the cli> prompt:

cli>  set port <port#> unloop

where
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<port#>= The port you want to unloop. The port number is in card.port format (card = 2 - 10; port
=0-7).

Always use the unloop procedure to stop the loopback test once you obtain the test results, whether
or not the test was successful. Leaving a loop up blocks the flow of data and could contribute to
congestion on the network.

Expected Results

The administrative status on the port changes festingto enabledand the operational status
changes frontestingto eitherup or down

Activating (or Deactivating) a Card

This procedure allows you to set a particular network processor or line @antilVeinactive or
testing If a card isactive it is up and passing data. If a cardhigctive it is down and cannot pass
data. If a card is set testing it is in diagnostics mode.

Before replacing a component (N#vitch card, line card, or access card), you should deactivate it.
After replacing the component, you should activate it.

Procedure
Step1 Type the following at the cli> prompt:

cli>  set card <card#> {active|inactive|testing}

where
® <card#>=1-10

¢ {active|inactive|testing} Specifies whether the card is up and able to pass data, down
and unable to pass data, or in diagnostics mode.

Step 2 Type the following at the cli> prompt:

cli> show card <card#> status

Expected Results

Theshow card <card#> statuxommand displays the status of the specified card. Operational
Status is the actual status and Administrative Status is the status that you set.

Activating (or Deactivating) a Port

This procedure allows you to set a particular port (except a frame forwarding Eotive
inactive ortesting If a port is set tactive it is up and passing data. If a port is seéh&xtive it is
down and cannot pass data. If a port is segting you can set up software loops on the 1/0
components of the board itself, but not on the DSU/CSU.

Procedure
Step 1 At the cli> prompt, type:

cli>  set port <port#> {active|inactive|testing}
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where

® <port#>= The port you want to make active or inactive. The port number is in card.port
format (card = 2 - 10; port =0 - 7).

¢ {active|inactive|testingppecifies whether the port is up and able to pass data, down and
unable to pass data, or in diagnostics mode. (The default is active.)

Step 2 To determine the status of a particular port, type the following at the cli> prompt:

show port <port#> status

A screen similar to the following will be displayed.

Figure 7-9 Example — show port command output

cli> show port 5001 status

Admi n St at us: Up

Oper Status: Up

Oper | oop: none

Admi n | oop: none

Last Oper Change: 25 Hr 2 Mn 58 Sec ago

H3366

Operational status is the parfictual status and administrative status is the status that you
set.

The following are examples of the traps that are displayed when the port goes up or down,
respectively:

Link up trap from Light7, System Up Time: 23 Hr 29 Min 55 Sec Port: 5.0
Link down trap from Light7, System Up Time: 23 Hr 29 Min 50 Sec Port: 5.0

Activating (or Deactivating) a Frame Forwarding Port

This procedure enables you to activate or deactivate a particular frame forwarding port. When you
activate a port, a virtual channel connection (VCC) is set up to a designated endpoinfiamdraf
flow over that connection. When you deactivate a port, no traffic can flow over the connection.

Procedure
At the cli> prompt, type:

cli>  set port <port#> frameforward {active|inactive}

where

® <port#>= The frame forwarding port you want to make active or inactive. The port number is in
card.port format (card = 2 - 10; port =0 - 7).

® [{active|inactive} Specifies whether traffic can or cannot flow over the connection. (The default
is active.)
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Activating (or Deactivating) a Frame Relay DLCI

Procedure

This procedure describes how to activate or deactivate a particular frame relay DLCI. When you
activate a connection, traffic can flow over that connection. When you deactivate a connection, no
traffic can flow over it.

At the cli> prompt, type:
cli>  set port <port#> dlci <dIci#> {active|inactive}
where

® <port#>= The port that contains the DLCI you want to make active or inactive. The port number
is in card.port format (card =2 - 10; port =0 - 7).

® <dici#>= The DLCI you want to make active or inactive. The DLCI number can be between 16
and 991.

® [{active|inactive} Specifies whether traffic can or cannot flow over the connection. (The default
is active.)

Activating (or Deactivating) an ATM UNI VCI

This procedure enables you to make active or inactive a particular ATM UNI virtual channel
identifier (VCI). When a connection is active, tim€an flow over it. When a connection is inactive,
no traffic can flow over it.

At the cli> prompt, type:
cli>  set port <port#> atm-vci <atm vci#> {active|inactive}
where

® <port#> = The port that contains the ATM UNI VCI you want to make active or inactive. The
port number is in card.port format (card = 2 - 10; port =0 - 7).

® <atm vci#> = The ATM UNI VCI you want to make active or inactive. The ATM UNI VCI
number can be between 1 and 32399.

® {active|inactive} Specifies whether traffic can or cannot flow over the connection. (The default
is active.)

Resetting a Card

A

The procedure describes how to reset a card from the TCS.

Caution Be very careful when resetting the active NP or switch cards. Resetting these cards brings
down the entire switch and causes data loss for about 5 minutes on the card.

Step 1 At the cli> prompt, enter:

cli>  protected

Step 2 Enter the protected mode password when you see the following prompt:

Enter password:
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Step 3

At the-cli> prompt, type:
«cli>  set tcs <card#> reset
where

<card#>=1- 10, SA, or SB

Loading Operational Software

This procedure tells you how to load operational software or diagnostics programs into the line
cards, network processors, or switch cards. In addition to the operational software, the following
diagnostic programs are available:

Procedure
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® Network Processor card

® Low-speed line card (T1)

® Medium-speed line card (T3)

If you load diagnostics into a card, refer to the “Hardware” chapter afighéStream 2020
Installation and Toubleshooting Manudbr detailed instructions on how to run the diagnostics and
how to interpret the results.

Note Theloadcard command resets the card before loading any software.

Step 1

Step 2

Step 3

Step 4

At the cli> prompt, enter:

cli> protected

Enter the protected mode password when you see the following prompt:

Enter password:

Load the operational software or diagnostics program into the selected card by typing the
following at the-cli> prompt:

«cli>  loadcard <slot#> [<load address>] <file name>

where
® <gslot#>=1-10

® [<load address>] Specifies the address where the diagnostic program will be loaded.
This is an optional argument. If you do not specify this argument, the diagnostic
program is loaded into a default load address.

® <file name> Do not enter a file name if you want to load operational software into the
card. The file names for the various diagnostic programs are:

/usr/diag/diag_np1.aout (NP card diags)
/usr/diag/diag_ls1.aout (low speed line card diags)
/usr/diag/diag_ms2l.aout (medium speed line card diags)

If you load a diagnostics program into a card, usetmmectcommand to establish a
connection to the card you want to test.
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=cli>  connect 1 diagnostic
When you finish running diagnostics and want to disconnect from the card and return to
CLI, type:

~=q

Using the ping Command

Theping command is used to determine if you can communicate over a particular IP connection.
Theping command sends an ICMP echo packet to the specified IP address. If IP is working at that
address, IP sends an ICMP-echo-reply message to the sender.

Procedure

Step 1 Log in to the root account on the LightStream switch from which you wish to send the
ICMP echo packet.

Step 2 Enter the following at the bash prompt:

bash# ping [packet size] <host name>

where

® [packet size] = The size of the packets sent to the host. This is an optional argument.
The default packet size is 64 bytes.

® <host name> = The name or IP address of the host to which packets are sent.

Step 3 To stopping and display a summary of the results, pré&3s

Expected Results
The information shown in Figure 7-10 is displayed.

Figure 7-10 Example - ping display

ocl i > ping Light5

PI'NG Light5 (127.1.24.35): 64 data bytes

64 bytes from 127.1.24.35: icnp_seq=0 tinme=100 ns
64 bytes from 127.1.24.35: icnp_seq=1 tinme=0 ns
64 bytes from 127.1.24.35: icnp_seq=2 tinme=0 ns

Ae

++++light5 PING Statisticstttt
3 packets transmitted, 3 packets received, 0 packet |oss
round-trip (ms) mn/avg/ max = 0/33/100
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Verifying Software

Follow this procedure to verify that all files and directories that were copied from the installation
diskettes to the hard disk are intact. All relevant files used to verify software installation reside on
the first diskette of the following installation diskette sets:

® System
® Application
®* Firmware

® Diagnostic

Procedure
Step 1 Change to the root (/) directory by typing the following at the bash# prompt:

bash# cd/

Note Note: You must run ckswinstall from the root account and from the root (/) directory.

Step 2 To verify your software installation, type the following at the bash# prompt:

bash# ckswinstall

Step 3 Insert the first diskette of the System diskette set. PiRetarn] when you see the
following prompt:

Insert the FIRST diskette of the set and press <RETURN>

When you presfReturn], the information shown in Figure 7-11 is displayed after
ckswinstall runs on the first set of software.
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Figure 7-11 Example - ckswinstall display

You inserted diskette 1 of the System set.
Starting verification of installation.

Verifying the System directories.
The System directories have been verified.

Verifying the System files.
The System files have been verified.

Verifying the System hard |inks.
The System hard |inks have been verifi ed.

Verifying the System synbolic |inks.
The System synbolic |inks have been verified.

Verifying the System special files.
The System special files have been verified.

Fi ni shed verification of installation.
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Step 4 When you see the message that the verification procedure is complete, repeat this process
for the Application, Firmware, and Diagnostic installation diskettes.

Expected Results

Because the software has been running for a period of time when ycksminstall, some files
may have changed from the original installation. The software is probably not corrupted if you
receive messages that any of the following directories or files have changed

® Any files in the /usr/app/base/config directory
® The following .profile files for the standard accounts:
[.profile
/usr/oper/.profile
/usr/npadmin/.profile
Jusr/fldsup/.profile
® Log files in the /usr/etc directory:
Jusr/etc/ftpdlog
/usr/etc/inetdlog
lusr/etc/rlogindlog
lusr/etc/rshdlog
lusr/etc/telnetdlog
lusr/etc/tftpdlog

® /.rhosts
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® /etc/group

® Jetc/motd

® /etc/passwd

® Jusr/etc/hosts

® /usr/etc/host.equivalent

If ckswinstall detects errors in other directories or files, reinstall the software and repeat this
procedure. For software installation instructions, see the “Software” chapter.adtih®tream
2020 Installation and Troubleshooting Manwald thelightStream 2020 Release Notes

Copying a File Between LightStream Switches

Procedure
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This section tells you how to copy files betweefedént LightStream switchesoM can copy files
from remote NP disks to local NP disks and vice versa.nffay choose to copy files for a number
of reasons, such as moving log files from a remote disk to a local disk so you can view them.

You move these files by using the file transfer program from within thesi@Ellcommand.

Step 1 At the cli> prompt, type:

cli> protected

Step 2 Enter the protected mode password when you see the following prompt:

Enter password:

Step 3 At the-cli> prompt, enter:

«cli>  shell "ftp <IP address or name of the NP you want to copy files to or from>"

The LightStream switch responds with output similar to the following:

Connected to 127.1.22.25.
220 emtb5 FTP server (Version 4.162 Tue Nov 1 10:50:37 PST 1988) ready.

Step 4 Enter your LightStream login name (oper, npadmin, fldsup, or root) when you see the
following prompt:
Name (127.1.22.25:0per):

Step5 Enter the LightStream password for this account on the destination NP when you see the
following prompt:

331 Password required for oper.
Password:

If you entered the login name and password corrgbigyLightStream switch displays the
following information:

230 User oper logged in.
ftp>

Step 6 Enter the following at the ftp> prompt:

ftp>  put /usr/tmp/mma/mma.traplog [<new name>]

where
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<new name= The name of the file that identifies the chassis or appropriate directory name
for the file. For example, if you are copying a trap log for a switch called Light5, the new
name could be mma_Light5.traplog.

This command sends the log file to the specified workstation or host. The system tells you
when the copy is complete.

Step 7 To exit the file transfer program and return to CLI when you are finished, type:
ftp> bye
or
ftp>  quit
Step 8 To verify that the files and directories were transferred correxsttgr the following at the
«cli> prompt:

«cli>  shell"Is -I”

Expected Results
The files and directories are copied to the specified switch.

Turning Power On and Off in a Slot

This section tells you how to turn on of tfe +5 V (VCC) power supply for a card in a given slot.
When you insert a new card, the power comes on automatithiéyprocedure &cts the power to
both the function card and its access card.

Caution Always use this procedure to turn the power off before you remove a line card or its
associated access card from the chassis. Removing cards with the power on could result in damage
to your hardware.

Procedure
At the cli> prompt, enter:

cli> settcs <card#> power {on|off}
where
® <card#> = SA, SB (for switch cards) or 1 - 10 (for NP or line cards)

¢ {on|off} Indicates whether you are turning the power on or off.

Operational Tips

Turning on the power in a slot does not bring up a card in its initialized state. Refer to the
LightStream 2020 Operations Guifte instructions on bringing the card up.

Diagnosing Port Problems

This section tells you how to diagnose port problems. The procedures (to be performed in sequence)
described below include:
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® Performing basic port checks
® Checking bit rates

® Checking connections

® Checking receive data

® Checking line statistics

® Checking CSU statistics

® Checking LSC trunks

® Diagnosing VC problems

® Tracing data

Performing Basic Port Checks

This procedure contains the basic port checks and verifies that the port is enabled. See Figure 7-12
for an example of the statistics displayed.

Procedure

Step 1 To display port information and ensure that the port is enabled, type the following at the
cli> prompt:

cli>  show port <port#> all
where

<port#>= The port number for which information will be displayed. The port number is in
card.port format (card = 2 - 10; port =0 - 1).

A screen similar to Figure 7-11 is displayed.

Step 2 Check the receive data entry for excessive line errors, dropped packets, or the lack of
receive data.

Step 3 Check the remaining line statistics for excessive line errors, dropped packets, and lack of
receive data.

Step 4 Check that the Admin Status entry to is saifo

Step 5 If the port is an LSC port, check the Measured Bit Rate. (Refer to the section “Checking
Bit Rates.”)

If the port is an MSC port, check the MSC port configuration parameters. (Refer to the
section “MS Configuration Parameters.”)
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Figure 7-12

cli> show port 5001 all
Descri ption:

Port Name:

Port Type:

M B2 Type:

Port MIU:

Port Speed:

Admin Status:
Oper St at us:

Qper | oop:

Adm n | oop:

Last Oper Change:

Cctets Revd:

Nor mal Packets Rcvd:
Mul ti cast Packets Rcvd
Di scarded Rcvd Packets:
Receive Errors:

Unknown Protocols Rcvd
Cctets Sent:

Nor mal Packets Sent:
Mul ti cast Packets Sent:
Di scarded CQutput Packets
Qut put Errors

Port Type:

Oper CSU Type

Admin CSU Type:

Oper DCE Rcv Bit Rate
Admin DCE Rcv Bit Rate:
Oper DCE Xmit Bit Rate
Measured Bit Rate:

Link Transmit UWilization
Adm n Expected DTE Rate:
Oper Net Interface Type
Admin Net Interface Type:
Oper Protocol

Admi n Protocol

LC Auto Enable State

LC Debug Level:

Port Data Cell Capacity:
Port Avail abl e Capacity:

Example - show port all display

Low Speed Edge Line Card Rev 1.0

Light8.5.1 fr
LS Edge

dsi

1516 Cctets
512000 bps

Up

Up

none

none

23 H 28 Mn 2 Sec ago

1280586
24162

0

1

4

0
1329505
25085

0

4389

12

v35

none

none
512000 bps
512000 bps
512000 bps
512100 bps
1 cells/sec
896000 bps
dce

dce

MS Trunk
MS Trunk

Di sabl ed

0

1163 cells
1163 cells

(Conti nued)
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Figure 7-13 Example - show port all display (concluded)

Call Setup Retry Tine: 5

Cal | Setup Backoff Tine: 5

Oper Max Frane Size: 1516

Modem St at us: RTS:1 DIR 1
Src Node: | st b5

Src Port: 3.6

Dest Admi n Node: | st b6

Dest Operational Node: | st b6

Dest Admin Port: 6.7

Dest Operational Port: 6.7

Src Admin Insured Rate: 384000 bps
Src Oper Insured Rate: 383966 bps
Src Admin I nsured Burst: 6064 bytes
Src Oper Insured Burst: 6052 bytes
Src Admin Max Rate: 512000 bps
Src Oper Max Rate: 511841 bps
Src Admin Max Burst: 12128 bytes
Src Oper Max Burst: 12105 bytes
Dest Oper Insured Rate: 0 bps

Dest Oper |nsured Burst: 0 bytes
Dest Oper Max Rate: 0 bps

Dest Oper Max Burst: 0 bytes
TotNet Circuit ID: 0

TotNet Circuit State: | nactive
FromtNet Circuit ID 0

FrontNet G rcuit State: I nactive
Last ATMM Error: ATMM error 51: Not enough inbound bandw dth
Cell's Required: 1219

CLP=0 Frames to Switch: 0

CLP=0 Cells to Switch: 0

CLP=1 Franmes to Switch: 0

CLP=1 Cells to Switch: 0

Di scarded Franes: 0

Di scarded Cells: 0

CLP=0 Franes from Swi tch: 0

CLP=0 Cells from Switch: 0

CLP=1 Franes from Swi tch: 0

CLP=1 Cells from Switch: 0

Checking Bit Rates

This procedure allows you to determine if the cable type is correct and if the device is providing
clock. After you ensure that the port is enabled, check the Measured Bit Rate as indicated in the
procedure below.
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Procedure
Step 1 To display the port information, type the following at the cli> prompt:

cli>  show port <port#> all

where

<port#>= The port number for which information will be displayed. The port number is in
card.port format (card = 2 - 10; port =0 - 1).

A display similar to Figure 7-12 will be displayed.
Step 2 Review the Measured Bit Rate to ensure that it is legal.

Step 3 Compare the Measured Bit Rate with the Admin DCE Rcv Bit Rate. If the Measured Bit
Rate is significantly different from the Admin DCE Bit Rate, a problem exists.

If the LS port is set as the DCE, it provides clock. If it is set as DTE, it uses clocking
supplied by the attached device (CSU/DSU, router).

A DCE provides a set of clock rates limited by the clock crystals it has available. If an
attempt is made to activate an invalid bit rate, the following trap is displayed:

(INFO)LCC_3037at19.28/9414:27:52 EDT (10/28/94 18:27:52 GMT) LCC port 7000 unable
to source clock at 70001 bits/second.

In this case, the Admin DCE Bit Rate will not equal the Oper DCE Bit Rate. Otherwise, if
the port is a DTE, one of several problems could exist. Since the correct clock is not being
detected, one of two problems may exist.

® The wrong cable type used to connect the local LightStream port and the device.
® The device being connected to is not providing clock.

Step 4 If the Measured Bit Rate is correct, a problem may still exist. Check to see if there is a total
lack of receive data or a very high Receive Errors rate. Make a note of the Octets Rcvd and
Normal Packets Rcvd entries.

If the LightStream port is configured as DCE, the measured bit rate simply shows that the
portis correctly generating transmit clock. Receive clock is provided by the host or external
trunk, which must reflect the transmit clock. (Some vendors do not adhere to the physical
layer requirement in this regard.) This situation is marked by a total lack of receive data or
a very high Receive Errors rate on the receive data.

Step 5 If there is a total lack of receive data or a very high error rate on the receive data, review
the physical layer connection.

MS Configuration Parameters

On a medium-speed line card (MSC), a high error rate or a total lack of errors with data transfer not
working can be caused by an incorrect setting of the cell payload scrambling attribute, the DS3 line
type, or the cable length attributes. The next sections describe two parameter mismatches and some
of their symptoms.

Note Cell payload scrambling appears as PLCP scrambling in some displays.
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Mismatched Cell Payload Scrambling

On MSC trunks, cell payload scrambling is disabled by default. If one end of a trunk has cell payload
scramblingenabledand the other end has cell payload scramhdiegbled packets will appear to

be received and transmitted without error in the port statistics display. The trunks will never come
up, however, because the payload of the cells is scrambled at one end and not unscrambled at the
other end. This causes the TUD protocol to fail.

A UNI port will also appear to function normally without transmit or receive errors. However, the
hosts that eventually try to reassemble the cells into useful data will find that the data is corrupted.
A series of AAL5 CRC errors occur if the calls carry AAL5-encoded data.

Incorrect Line Type

If the Line Type parameter is set incorrectly (dsx3Linetype mismatch), a very low error rate will
appear. An idle trunk will regularly count a receive error every 3 to 5 seconds.

Clocking Checks

To check clocking, review the connections and check the statistics as shown in the procedures below

Checking Connections
To check connections, follow the procedure below:

Procedure

Step 1 If LightStream ports are directly connected to a host, ensure that one side is configured as
a DCE and that the other side is configured as a DTE.

Step 2 If the LightStream ports are connected through CSUs, ensure that both ports are configured
as DTEs.

Step 3 To display the port information, type the following at the cli> prompt:

cli>  show port <port#> all

where

<port#>= The port number for which information will be displayed. The port number is in
card.port format (card = 2 - 10; port =0 - 1).
A screen similar to Figure 7-12 will be displayed.

If a portis configured as a DTE, the clock rate being received and used to transmit is shown
as the Measured Bit Rate.

Step 4 Check the Measured Bit Rate. If it is not similar to the Admin DCE Bit Rate and the port
is correctly configured as a DTE, a hardware fault or cable problem exists. Run diagnostics
on the port. (Refer to the “Hardware” chapter ofltightStream 2020 Installation and
Troubleshooting Manudbr detailed instructions on how to run the diagnostics and how to
interpret the results.)

Checking Receive Data
To check the receive data, follow the procedure below:
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Procedure

Step 1

Step 2

Step 3

Step 4

Step 5

To display the line statistics, type the following at the cli> prompt:

cli>  show port <port#>

Note the Octets Rcvd and Normal Packets Rcvd statistics as shown below:

cli>  show port 5001
Octets Rcvd: 588815531
Normal Packets Rcvd: 11109727

To determine if the statistics are increasing, repeat the command by typing the following at
the cli> prompt:

cli>  show port <port#>

Review the Octets Rcvd and Normal Packets Rcvd statistics. (See the changes in the
statistics shown below.) If the statistics increase, the port is receiving data.

cli>  show port 5001
Octets Rcvd: 588857719
Normal Packets Rcvd: 11110540

If the Octets Rcvd and Normal Packets Rcvd statistics do not increase, the port is not
receiving data. Check clocking and cabling.

Checking Line Statistics
To check line statistics, follow the procedure below.

Procedure

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

To display the line statistics, type the following at the cli> prompt:

cli> show port <port#>

Note the Octets Rcvd and Normal Packets Rcvd statistics as shown in below.

cli>  show port 5001
Octets Rcvd: 588857719
Normal Packets Rcvd: 11110540

To determine if the statistics are increasing, repeat the command by typing the following at
the cli> prompt:

cli>  show port <port#>

Review the Octets Rcvd and Normal Packets Rcvd statistics. If the statistics increase, the
host or remote trunk is sending data.

If the Octets Rcvd and Normal Packets Rcvd statistics do not increase, refer to the sections
“Performing Basic Port Checks,” “Checking Bit Rates,” and “Clocking Checks.”

Review the Discarded Rcvd Packets statistic. If no VCs exist to carry the incoming data or
if that data is being dropped by the UPC code for the given VCs, the Discarded Rcvd
Packets statistic will increase. Refer to the section “Diagnosing VC Problems.”

Review the Receive Errors statistic. If the incoming data is being received incottectly
Receive Errors statistic will increase. If the statistic is increasing, refer to the sections
“Performing Basic Port Checks,” “Checking Bit Rates,” and “Clocking Checks.” If CSUs
are in use, review the CSU statistics for that CSU.
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Step 8 Review the Octets Sent and Normal Packets Sent statistics. If data is being sent out from a
port, the Octets Sent and Normal Packets Sent statistics increase. This should always be the
case for a trunk, and it should also occur with FR if NNI is selected with a non-null LMI

type.

Step 9 Review the Output Errors statistic. If there is a problem transmitting data, the Output Errors
statistic will increase.

Checking CSU Statistics

The LSC CSU statistics are available only by connecting to the CSU through a serial line. If the CSU
is connected to the DSU/CSU control port, the CSU can be reached vaiguthencommand from

the lynx shell. The CSU statistics for the MSC are available using the standard DS3 MIB variables;
some can also be displayed using csumon. The CSU statistics for the CLC/OC3 card are available
using the SONET MIB. See thaghtStream 2020 Operations Guifte information on using the
csumon utility to monitor DSU/CSU statistics.

Checking LSC Trunks

If the trunk does not come up or the frame relay port does not come up, use the procedures outlined
in the sections “Symptom +iink WIl Not Come Up,” and “Symptom - Frame Relay Port Does Not
Come Up,” respectively, to determine the cause of the problem.

Symptom - Trunk Will Not Come Up

If the trunk will not come up, perform the checks shown in the procedure below.

Procedure
Step1 To display the port information, type the following at the cli> prompt:

cli> show port <port#> statistics
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Figure 7-14 Example - show port statistics display

cli> show port 5001 statistics

Cctets Revd: 234061260
Nor mal Packets Rcvd: 2949444229
Mul ticast Packets Rcvd: 0
Di scarded Rcvd Packets: 107
Recei ve Errors: 56702
Unknown Protocols Rcvd: 0
Octets Sent: 1068586222
Nor mal Packets Sent: 2046089974
Mul ticast Packets Sent: 0
Di scarded CQutput Packets: 8490
Qut put Errors: 12
N
g
Step 2 Check the port at each end of the trunk with the command shown in Step 1. Make sure that
both ports are periodically sending cells.
Step 3 Review the Octets Sent statistic to verify that it is increasing.
Step 4 If one side of the trunk is not sending, make sure it is enabled as a trunk. Refer to the section
“Performing Basic Port Checks.”
Step 5 If one port never sends Trunk-Up-Down messages, make sure the card is correctly
configured as a trunk card.
If port O is not configured on a card, the card type as configured in the line card EEPROM
determines the operational type of the card. In this case, the configuration values on the
remaining ports are rejected and a trap is generated.
To solve this problem, configure a trunk on port 0. You can configuréniaetsve, if
desired. When the configuration is downloaded, the line card EEPROM will be updated and
the line card and LCC process will both be restarted.
Step 6 If both sides of the trunk show that they are sending cells, find out which side is not

receiving cells. Follow the steps in the section “Performing Basic Port Checks” to
determine why the trunk ports cannot communicate.

If a frame relay port does not come up (the administrative statpstsit the operational
status isdown), follow the steps in the procedure below.

Symptom - Frame Relay Port Does Not Come Up

Procedure
Step 1

Step 2

Follow the steps in the section “Performing Basic Port Checks.”

Make sure that both the frame relay DCE and the frame relay host are configured to use the
same LMI protocol. Both must use FRIF, ANSI or ITU/TSS

Troubleshooting 7-123



Diagnosing Port Problems

Step 3 Make sure that the LightStream port is correctly configured as a UNI port or NNI port. A
UNI protocol should usually be used as the NNI protocol is designed for network device to
network device connection and is rarely used.

Step 4 To display the port information, type the following at the cli> prompt:

cli>  show port <port#> all

Step5 Checkthatthe Normal Packets Received statistic is increasing. A packet should be received
every 10 seconds. The FR host is responsible for sending a status enquiry at periodic
intervals. (The default for this interval is every 10 seconds.) If the Normal Packets
Received statistic is increasing, continue with Step 7.

Step 6 Review the Discarded Received Packets statistic. If the Discarded Received Packets entry
is increasing, the packets are coming in, but on a different DLCI.

This will occur when the incorrect LMI type is selected. (The FRIF LMI DLCI is 1023. The
ANSI and ITU/TSS LMIs use DLCI 0.) Check these settings again or test by switching the
LMI type to see if the FR port becomes active.

Step 7 If the LMI does not come up, make sure that packets are being received on the LMI DLCI.

Each time a frame is received with the FR LMI DLCI, the MIB variable
frameRelayDIciToSwCLPOFrames.port.Imidlici should increase. For example, using an
ANSI LMI on card 7 port 4, read the MIB variable
frameRelayDIciToSwCLPOFrames.7004.0. If that variable is not readable, it means the
port is not configured as an active p&t with that same LMI. Review the MIB variables
to be sure.

Step 8 If the frameRelayDIcioSWCLPOFrames increases, check to see that it is being processed
correctly. You may need more trap information from the FR DCE port. Proceed to Step 9.

If the frameRelayDIciToSwCLPOFrames variable is not increasing, the frames are not
being received with the correct DLCI.

Step 9 To determine if the LCC is having trouble receiving or interpreting the LMI packets, type
the following at the cli> prompt:

cli> set trap “LCC_3*"

If the LCC-based LMI module is enabled and is not responding to STATUS _ENQUIRY
messages, an LCC trap should be seen periodically. (The default is every 10 seconds.)
Some of the potential LCC traps, their meanings and some possible or required actions are
listed in Table 7-1.

Table 7-1 LCC Traps Text, Definitions, and Actions
Trap Text Meaning/Action
LCC_3000 “lccFrLmiSendVc write error portid %d” Report this problem to LightStream Corp.
LCC_3008 “Frame Relay Port %d - data unused dlci %d” An LMI type mismatch exists. If the dici reported is 1023, the host is

sending FRIF frames and the frame relay edge port is configured for ANSI
or ITU/TSS. If the dlici reported 0, the host is sending ANSI or ITU/TSS
frames to a FR edge port configured for FRIF.

LCC_3013 “Frame Relay Port %d - LMI unknown IE %d at  This is a typical trap when the FR host is configured as ANSI and the FR

offset %d” edge port is configured 8RJ/TSS
LCC_3017 “Frame Relay Port %d - LMI missing mandatory IEThis is a typical trap when the FR host is configured as ANSI and the FR
mask=%x" edge port is configured 8RJ/TSS.
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Trap Text

Meaning/Action

LCC_3027 “Frame Relay Port %d -

LMI missing lockshift5”
edge port is configured as an ANSI LMI.

This trap is typical when the FR host is configured as IHJdRBSFR

LCC_3005 “Frame Relay Port %d -

frame too small”

This trap indicates serious incompatibilities or corruption of data.

LCC_3006 “Frame Relay Port %d -

EA bit incorrect”

This trap indicates serious incompatibilities or corruption of data.

LCC_3007 “Frame Relay Port %d -

data on unstarted dlci %d”

This trap indicates serious incompatibilities or corruption of data.

LCC_3009 “Frame Relay Port %d -

Frame too small, size %d”

This trap indicates serious incompatibilities or corruption of data.

LCC_3010 “Frame Relay Port %d - Invalid LMI header at offséfhis trap indicates serious incompatibilities or corruption of data.
%d”

LCC_3011 “Frame Relay Port %d - Invalid LMI message type This trap indicates serious incompatibilities or corruption of data.
%d”

LCC_3012 “Frame Relay Port %d - LMI IE Truncated at offsetThis trap indicates serious incompatibilities or corruption of data.
%d”

LCC_3014 “Frame Relay Port %d - Repeated LMI mandatory THis trap indicates serious incompatibilities or corruption of data.
%d at offset %d”

LCC_3015 “Frame Relay Port %d - LMI frame contains wrongThis trap indicates serious incompatibilities or corruption of data.
IE %d at offset %d”

LCC_3016 “Frame Relay Port %d - LMl message contains %drhis trap indicates serious incompatibilities or corruption of data.
excess bytes”

LCC_3018 “Frame Relay Port %d - LMI received invalid reporThis trap indicates serious incompatibilities or corruption of data.
type %d”

LCC_3019 “Frame Relay Port %d - LMI frame contained invalidhis trap indicates serious incompatibilities or corruption of data.
PVC DLCI %d”

LCC_3020 “Frame Relay Port %d - LMI frame reported too
many PVCs”

This trap indicates serious incompatibilities or corruption of data.

LCC_3021 “Frame Relay Port %d - LMI frame received with This trap indicates serious incompatibilities or corruption of data.
DLCIs misordered”

LCC_3022 “Frame Relay Port %d - LMI expected report type This trap indicates serious incompatibilities or corruption of data.
%d, got %d”

LCC_3026 “Frame Relay Port %d - LMI out of buffers to send This trap indicates serious incompatibilities or corruption of data.
message”

LCC_3028 “Frame Relay Port %d - LMI frame contained invali@his trap indicates serious incompatibilities or corruption of data.
PVC status”

LCC_3029 “Frame Relay Port %d - Provider Primitives
invalid/incomplete”

This trap indicates serious incompatibilities or corruption of data.

LCC_3030 “Frame Relay Port %d - LMI bad IE length %d at This trap indicates serious incompatibilities or corruption of data.
offset %d”

LCC_3025 “Frame Relay Port %d - LMI”
it needed

Resource shortage or a misconfiguration of FR to allocate fewer VCs than

LCC_3036 “FR Port %d LMI timer expired without required
message, Imi dici %d, user (1)/net(2) %d”

The local LMI will send this trap if it is not receiving valid
STATUS_ENQUIRY messages or if an NNI is not receiving valid
STATUS messages.

LCC_3023 “Frame Relay Port %d - LMI sequence number
mismatch, expected %d received %d”

Some messages are being lost between the edge port and the host.

LCC_3024 “Frame Relay Port %d - LMI reply is not for last
enquiry, current %d last %d”

Some messages are being lost between the edge port and the host.
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Diagnosing VC Problems

If a FR, FF, or UNI VC is not created or if no data is being delivered over a FR VC, perform the
procedures in this section.

Procedure: A FR, FF, or UNI VC Fails to Be Created

Step 1 Verify that the VC is configured on both end points with the €idw port <port#>
command. If one end point is missing, is inactive, or is on an inactive port, the VC will not
be created.

Step 2 Look at the explanation in the Lasti Error variable for that VC. (Refer to Figurel2.)
The most common errors, their definitions, and user actions are shown in Table 7-2.

If no data is being delivered over a FR VC, perform the checks outlined in the section
“Procedure: No Data Being Delivered over a Frame Relay VC.”

Procedure: No Data Being Delivered over a Frame Relay VC
Step1 To check the VC status, type the following at the cli> prompt:

cli>  show port <port#> dici <dIci#>

where

® <port#> = The port that contains the DLCI you want to view. The port number is in
ccppp or card.port format (card = 2 - 10; port =0 - 7).

® <dici#>= The DLCI you want to viewl'he DLCI nhumber can be between 16 and 991.

Step 2 If the VC has been established, review the statistics for the VC by typing the following at
the cli> prompt:

cli>  walksnmp IsFrameRelayDiciStatTable

Table 7-2 lastAtmError Text, Definitions, and Actions
Error Text Definition What to Do
No flow resources The cardMaxVCs attribute is set too lowlIncrease this value and reboot that line card.
No connect resources The cardMaxVCs attribute is set too lowlIncrease this value and reboot that line card.
Invalid connect request The VC has illegal attributes set. Review the bandwidth values in particular. A VC cannot

have a MaxRate larger than the port. Also, certain
combinations of parameters are illegal. If a VC uses
“Guaranteed” bandwidth, it is not allowed to have any
excess bandwidth; the insured rate must equal the max rate.

Unknown destination The local node is out of communicatioBheck to see if any trunks are down that are supposed to
with the destination node. connect the nodes.

Not enough outbound bandwidth No path exists with sfi€ient bandwidth Review the VC attributes. The Cells Required attribute
to support the VC. shows how many cells worth of bandwidth are needed to
carry that VC over a trunk.
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Error Text

Definition What to Do

No path

No path exists with sfi€ient bandwidth Review the VC attributes. The Cells Required attributes
to support the VC. shows how many cells worth of bandwidth are needed to
carry that VC over a trunk.

Destination refused connection

The remote end of the VC is refusing th&®eview the VC settings on the remote end point.
connection.

Not enough inbound bandwidth

Not enough bandwidth exists on the Check the Cells Required attributes to determine the
source port for this VC. bandwidth required to carry that VC over the source port.

Check the Cells Available attribute to determine the
bandwidth that has not been allocated to other VCs.

Symptom - Partial Data is Being Delivered over the FR, FF, or UNI

If partial data is being delivered over the FR, FF, or UNI VC, check to see if the network is
congested.

Tracing Data

Incoming Edge

On a LSC FR Edge port, you must first determine the VCls of the VC you wish to m@aitaran
do this under Icmon using tlkci <port#> <dlici#> command to determine the flowid.

Step 1

Step 2

Step 3

Step 4

For example, to check port 4 dici O (the ANSI LMI on port 4), enter the following at the
prompt:

dici40

In addition, to get frCktInfoCalllDIncoming and frCktinfoCalllDOutgoing (.port.dici)
type the following at the cli> prompt:

cli>  getsnmp frCktinfoCalliDIncoming.port.0

or

cli>  getsnmp frCktinfoCalllDOutgoing.port.0

On an LSC FF Edge port, you must first get the VClIs by typing the following at the cli>
prompt:

cli>  getsnmp ffCktinfoCalllDIncoming.port.0

or

cli>  getsnmp ffCktinfoCalllDOutgoing.port.0

Once you have the VCls, you can trace them on the line card with the Icmon command
shown below:

trace <port#> <FSU_ID TSU_ID>

where
<FSU> = from switch unit (and out the port)

<TSU> = to switch unit (and to the card the cells will be delivered)
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Note Note: This release has incoming and outgoing reversed.

Figure 7-15

The example in Figure 7-15 shows a trace on port 3 of a FF flow that is carried in on VCI

7 and out of the port on VCI 9.

Trace example

LC & trace 3 97

PP: QUT(ff) port 3 size 48 ID 9

PP
PP
PP
PP
PP:
PP
PP
PP
PP:
PP:
PP:
PP:
PP:
PP:
PP:

Step5 Once you have an incoming TSU VCI, you can use it to get more information on the VC,

Figure 7-16

<0000 0000 0000
<0000 0000 0000
IN(ff) port 3 size 13 ID 7
IN(ff) port 3 size 13 1D 7
QUT(ff) port 3 size 48 1D 9
<c882 5703 06a0
<0000 0000 0000
QUT(ff) port 3 size 48 ID 9
<0000 0000 0000
<0000 0000 0000
IN(ff) port 3 size 13 ID 7
IN(ff) port 3 size 13 ID 7
QUT(ff) port 3 size 48 ID 9
<0000 0000 0000
<0000 0000 0000

<0001 0308 0075 5101 0153
0000 0000 0000 0000 0000>
0000 0000 0000 8cc9 25fc>

<0001 0308 007d 5101 0153

<0001 0308 0075 5101 0053

<0001 0308 007d 5101 0053
829d a001 0000 0000 0000>
0000 0000 0017 e916 1366>

<0001 0308 0075 5101 0153
0000 0000 0000 0000 0000>
0000 0000 0000 9bad a3di>

<0001 0308 007d 5101 0153

<0001 0308 0075 5101 0153

<0001 0308 007d 5101 0153
0000 0000 0000 0000 0000>
0000 0000 000d 79b8 e7c5>

028c

029¢
0252
028c

028d

029d
0253
028d

as shown in Figure 7-16, by typing the following at the prompt:

VCi <vCift>

LC 7) vci 7
word0 OxO MBID 7 HQ 0 DXQ 2

SwWPr i

VPI

TSU free cell

1 Slot 7 FSUPri
0Ovad 8 PTO MO

count: Ox1ffa

This shows information on the FF VC that uses VCI 7. Among the information shown is

FF VC destination slot and FSU priority example

2 XCLP 0 QutPort 10

the destination slot (7) and FSU priority.

9blc 6a9d>

8c0f >
8bf 2>
5257 0301>

9c7b 0700>

8d5e>
8cdl>
533c 149d>
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NP-based Tracing

If you can determine the VClIs used on the NP to send and receive data, you can trace the data on
those VCs.

Perform the trace by typing the following at the cli> prompt:

cli>  vcitap <vci#>

Figure 7-17 NP-based trace example

vcitap 1023
PROGRAM vcitap: conpiled Ot 21 1994 @05:27:14 in /nfs/dungeon/u5/1ights-
tream sweng/ enml. 1/ ynx/ bui | d/ src/cmd/ test s/ vci tap
Monitoring traffic on VC 23
SND: (23,1 en=40): 1001 0384 0014 1903 0105 03b2 0lcd 0000 0000 0053 Ob0OO 0000 0000
0000 0000 0000 0000 0000 0000
SND: (23,1 en=40): 1001 0384 0014 1903 0105 03b3 0lcd 0000 0000 0053 Ob0OO 0000 0000
0000 0000 0000 0000 0000 0000
SND: (23,1 en=40): 1001 0384 0014 1903 0105 03b4 Olce 0000 0000 0053 Ob0OO 0000 0000
0000 0000 0000 0000 0000 0000
SND: (23,1 en=40): 1001 0384 0014 1903 0105 03b5 01cf 0000 0000 0053 ObOO 0000 0000
0000 0000 0000 0000 0000 0000
SND: (23,1 en=40): 1001 0384 0014 1903 0105 03b6 01d0 0000 0000 0053 Ob0OO 0000 0000
0000 0000 0000 0000 0000 0000

H3377
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Optimizing the Load Across Trunks

Using the Trunkmon ProgramOptimizing the Load Across Trunks

This chapter tells you how to determine the status of each trunk port in the LightStneanork

and the connections that are routed through each trunk. It also provides a procedure to manually
reroute frame forwarding, frame reJand A'M UNI connections so that you can optimize the load
across the trunks in your network. These procedures include:

® Using the trunkmon program to view the state of all trunks in the network and determine which
connections run through those trunks.

® Taking down connections manually and allowing them to be rerouted through the network so that
the load can be optimized across trunks.

All trunk connections are manually configured. After you configure the endpoints and the type of
service you want, the LightStream network automatically selects the best path through the network
for each connection.

If a trunk fails, a trap is recorded in the trap log, and the LightStream network automatically reroutes
the connection, if a path exists between the source and destination ports and if adequate bandwidth
is available. When the failed trunk is restored, you must manually reroute the connections back to
it. The LightStream switch does not have the ability to automatically shift the connection back to the
original trunk.

Using The trunkmon program

The trunkmon program allows you to look at individual trunk ports in the network and determine
the state of the trunk, the virtual channel connections (VCCs) that are routed over the trunk, and the
state of those VCCs. Before attempting to reroute any of VCCs in the network to balance the load
across all available trunks, use the trunkmon program to determine the routes of each VCC.

A major differences between the information provided by the trunkmon program and the command
line interface (CLI) commandshow chassis listdlcandshow chassis listvcis that the trunkmon
program shows you every connection that passes through a particular trunk port, even if the
connection does not originate in that chassis. Onlghibgs chassis listdlcor show chassis listvci
commands display information on the VCCs that originate from the specified chassis.

If you use the trunkmon program periodically to become familiar with the way connections are
routed through your network, you will know the connections that should be rerouted after a failed
trunk has been restored.

The trunkmon program provides a number of commands that can be used to display specific
information. The commands available to determine which connections should be rerouted are shown
in Table 8-1.

Optimizing the Load Across Trunks 8-131



Using The trunkmon program

Table 8-1 Trunkmon Commands and Functions

trunkmon

Command ! Description/Function

help Displays information describing the different options that are
available.

list Lists all configured trunk ports on the local chassis.

state Displays summary information for the specified trunk port.

This option is often used to focus on a particular trunk port after
using the list option.

entry Displays the source (edge port) of each connection that enters
the specified trunk port.

exit Displays the source (edge port) of each connection that exits
from the specified trunk port.

quit Exits the trunkmon program.

1. The trunkmon program has a number of other commands that are not described here. Only the commands
related to optimizing the load across all trunks are discussed in this guide.

You can run the trunkmon program from either theXOS shell or from the shell command within
CLI. The following two procedures show how to use each of these options.

Procedure 1: Running the trunkmon Program from the bash Prompt
Step1 Log in to the fldsup account or the root account for the LightStream switch.

Step 2 Enter the following at the bash$ prompt:

bash$ trunkmon

The trunkmon program is opened and the system displays the trunk> prompt.

Step 3 For information on the commands provided by the trunkmon program, enter the following
at the trunk> prompt:

trunk>  help {<command name>|all}

where

<command name> = The name of one of the commands described above. If yall enter
instead of a command name, the trunkmon program displays a complete list of all options
available.

Step 4 To use thdist command, enter the following at the trunk> prompt:

trunk>  list

Step 5 To use either thstate, entry, or exit commands, type:

trunk>  state <trunk port>
trunk>  entry <trunk port>
trunk>  exit <trunk port>

respectively, where

<trunk port> = The trunk port on which you want information. The trunk port is in the form:
<chassis>.<card #>.<port #> or <chassis>:<card #>.<port #>

where
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Step 6

<chassis> = The chassis ID or chassis name attribute of the chassis containing the trunk
port of interest.

<card #> = The number of the card containing the trunk port of interest. The value is
between 2 and 10.

<port #> = The port number of interest. The value is between 0 and 7 for low speed trunks
and 0 and 1 for medium speed trunks.

For example, to display the state of trunk port 1 on card 3 of the LightStream switch with
a chassis ID of 5242 and a chassis name of boston, you would entesteith&?242.3.1
or state boston.3.1

To exit the trunkmon program, enter the following at the trunk> prompt:

trunk>  quit

Procedure 2: Running the trunkmon Program from the CLI

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

At the cli> prompt, enter the following at the cli> prompt:

cli>  protected

Enter the protected mode password when you see the following prompt:

Enter password:

To run the trunkmon program from the CLI protected mode, enter the following-atithe
prompt:

*cli>  shell "trunkmon”
The trunkmon program is opened and the system displays the trunk> prompt.

For information on the commands provided by the trunkmon program, enter the following
at the trunk> prompt:

trunk>  help {<command name>|all}

where

<command name> = The name of one of the commands described above. If you enter all
instead of a command name, the trunkmon program displays a complete list of all options
available.

To use thdist command, enter the following at the trunk> prompt:

trunk>  list

To use either thstate, entry, or exit commands, type:

trunk>  state <trunk port>
trunk>  entry <trunk port>
trunk>  exit <trunk port>

respectively, where
<trunk port> = The trunk port on which you want information. The trunk port is of the form:
<chassis>.<card #>.<port #> or <chassis>:<card #>.<port #>

where
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<chassis> = The chassis ID or chassis name attribute of the chassis containing the trunk
port of interest.

<card #> = The number of the card containing the trunk port of interest. Value is between
2 and 10.

<port #> = The port number of interesalie is between 0 and 7 for low speed trunks and
0 and 1 for medium speed trunks.

For example, to display the state of trunk port 1 on card 3 of the LightStream switch with
a chassis ID of 5242 and a chassis name of boston, you would entesteith&?242.3.1
or state boston.3.1

Step 7 To exit the trunkmon program, enter the following at the trunk> prompt:

trunk>  quit

Expected Results
Figure is an example of output from the trunkmon program.
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Figure 8-1 Output from the trunkmon program

*cli> shell “trunknon”

Li ght St ream Trunk Mnitor program
PROGRAM trunknon: conpliled Aug 28 1994 @04:39: 33 [pid: 31]

trunk> hel p all
state <Port ElIA>

- Display summary state information for trunk <Port ElIA>.
check <Port EIA>

- Check for entry VCC consistency across trunk <Port EIA>.
dl evel <Card El A> <Debug Level >

-Set ATMM debug |l evel in LCC process for trunk <Card El A>.
exit <Port EIA>

- Display all exit VCCinformation for trunk <Port ElA>.
entry <Port ElIA>

- Display all entry VCC information for trunk <Port ElA>.

list - List all configured trunk ports on the |ocal chassis.
test [<Retry Del ay>]
- Test the entry VCC consistency of all local trunk lines.
quit - Leave this program
help [<option> | all]
-Display information pertaining to <option> or “all” options.

trunk> |ist

Card boston. 2, list of configured trunk ports:
Port 0, UP trunk state, renmote port nework: 10.0
Port 2, UP trunk state, renpte port chicago: 8.2

trunk> state boston: 2.2

State information for trunk , renpte port chicago: 8.2
5 exit VCCs, debug level 2, local port boston:2.2
5 entry VCCs, UP trunk state, UP state fromLC

trunk> entry boston. 2.2
List of entry VCCs for trunk, renote port chicago.8.2
5 entry VCCs, UP trunk state, |ocal port boston.2

Conn-state VCI En-id d obal -conn-id

ACTIVE 4 20 22 chicago: 1. 255[ npl P: 127. 1. 21. 41] [ 11: 11: 1]
ACTIVE 5 8 10 chicago: 6. O[ FR 200] [ 42: 42: 1]

ACTIVE 3 6 8 chicago: 6. 1[ FF: 0] [ 40: 40: 1]

ACTIVE 1 5 7 chicago:4.0[ UNI : 100][ 11: 11: 1]

ACTIVE 2 4 6 chicago: 1. 255[ CA: bost on. 3] [ 10: 10: 1]

trunk> exit boston.2.2
List of exit VCCs for trunk, renote port chicago.8.2
5 exit VCCs, UP trunk state, |ocal port boston.2.2

Conn-state VCI Ex-id En-id d obal -conn-id

ACTIVE 5 12 8 boston: 1. 255[ npl P: 127. 1. 21. 44] [ 15: 15: 1]

ACTIVE 4 11 7 boston: 3. 0[ FR 21][ 33: 33: 1]

ACTI VE 3 10 6 boston: 3. 1[ FF: 0] [ 29: 29: 1]

ACTIVE 2 9 5 boston: 10. O[ UNI : 15][ 10: 10: 1]

ACTIVE 1 8 4 boston: 1. 255[ CA: chi cago. 6] [ 13: 13: 1]
trunk>

S3720

To manually balance the load across all trunks, use the global-conn-id displayedtiytioe exit
command to determine which connections should be rerouted. The global-conn-id is displayed for
every connection that passes through the specified port. This field indicates the source of the
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connections that enter and exit the specified trunk. Since all activities related to connections are
performed on either the source or destination ports of the connection (not the intermediate ports
through which the connection passes), this information is very important to the rerouting activity.

The format of the global-conn-id is:
<chassis>.<card #>.<port #> [<conn type>:<conn name>] [ATMM identifier]
where

® <chassis>.<card #>.<port #> = The chassis, card nym@baport number that identify the edge
port from which the connection originates.

® <conn type> = The type of connection passing through the port. The possible values are:
FR (frame relay)
FF (frame forwarding)
UNI (ATM UNI)
nplP (IP between NPs)

CA (congestion avoidance)

Note You cannot manually reroute nplP or CA connections. The system creates them and
maintains them.

® <conn name> = The name of the particular connection. This value varies depending on the
connection type as shown in Table 8-2.

Table 8-2 Connection Types and Names

Connection Type Connection Name

Frame Relay Source DLCI

Frame Forwarding 0 (zerb)

ATM UNI Source VCI

nplIP Destination IP address

Congestion Avoidance Internal address of the destination card.

1. There is only one connection per port so the connection does not need another identifier

® <ATMM identifier> = This field is for internal use only. It is not used in the rerouting activity.

When a failed trunk is restored, thietry andexit commands can be used to display the sources of
the VCCs passing through the trunk. Once the sources are known, the VCCs can be rerouted,
balancing the load across all the available trunks. Rerouting one of the VCCs (one half of the
permanent virtual circuit) reroutes the whole PVC.

Each of the VCCs belongs to one of the following PVCs that run across the trunk and provide
bidirectional communication between two end points:

® Frame relay

® Frame forwarding
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¢ ATM UNI

Note Usually both halves of a PVC are routed over the same path. Hquitaggrossible that the

two VCCs that make up each PVC are routed over different paths. If you are familiar with your
network configuration, you will know if any of your PVCs are made up of a pair of VCCs that are
routed over two separate paths.

Optimizing the Load Across Trunks

Procedure

This procedure explains how to take down a particular connection and bring it back up so that it is
rerouted by the LightStream switch. Since the switch routes the connections by selecting the path
with the most available bandwidth, this process should balance the load across all of the available
trunks.

When a failed trunk is restored, the restored trunk may be underutilized because the network does
not automatically shift the connections back to their original paths. Therefore, you must manually
reroute the connections back to the restored trunk. The LightStream network does not allow you to
actually select the path through the network that the connection will follow. You must take down a
connection and bring it back up so that the LightStream network will reroute it.

Note This procedure causes a momentary loss of the connection while the connection is taken
down and then rerouted.

The trunkmon program displays information about individual VCCs, rather than the pairs of VCCs
that make up the PVCs. Before rerouting any connections, you should emtth@ndexit

commands on the specified trunk port, then match up the pair of VCCs that make up each PVC. T
reroute the PVC, you reroute only one of its VCCs (if the two VCCs follow the same path). The
LightStream switch automatically reroutes both VCCs.

Step1 Use the trunkmon program as described in the section “Using The trunkmon program” to
determine which connections should be rerouted.

Step 2 Set the taget switch to the LightStream switch containing the source of the connection you
want to reroute by entering the following at the cli> prompt:

cli> set snmp hostname <host name>
where

<host name> = The name (a text string) or IP address of the LightStream switch to which
you want to set the target.

Step 3 To manually reroute a frame forwarding connection, enter the following at the cli> prompt:

cli>  set port <port#> frameforwarding deactivate

where
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Step 4

Step 5

Step 6

Expected Results

<port#> = The frame forwarding port at either end of the frame forwarding connedion. Y
must specify either the source or destination port of the connection. The port number is in
card.portformat €ard= 2 - 10;port= 0 - 7 for ports on an LS line card or O - 1 for ports

on an MS line card).

This command takes down the connection. After it has been deactivated, enter the
following to reroute the connection back through its original trunk:

cli> set port <port#> frameforwarding activate

To restore a frame relay connection, begin by enter the following at the cli> prompt:

cli>  set port <port#> dici <dIci#> deactivate

where

® <port#> = The frame relay port at either end of the frame relay connection. You must
specify either the source or destination port of the connection. The port number is in
card.portformat €ard= 2 - 10;port= 0 - 7 for ports on an LS line card or O - 1 for
ports on an MS line card).

® <dlIci#> = The data link connection identifier (DLCI) number associated with that end
of the frame relay connectionod must specify the DLCI associated with the source or
destination port of the connection.

This command takes down the connection. After it has been deactivated, enter the
following to restore the connection:

cli>  set port <port#> dici <dIci#> activate

To restore an ATM UNI connection, enter the following at the cli> prompt:

cli>  set port <port#> atm-vci <atm-vci#> deactivate

where

® <port#> = The ATM UNI port at either end of the ATM UNI connection. You must
specify the source or destination port of the connection. The port number is in card.port
format (card = 2 - 10; port = 0 - 7 for ports on an LS line card or O - 1 for ports on an
MS line card).

® <atm-vci#> = The virtual channel identifier (VCI) number associated with that end of
the ATM UNI connection. ¥u must specify the ™ VCI number associated with the
source or destination port of the connection.

This command takes down the connection. After it has been deactivated, enter the
following to reroute the connection back through its original trunk:

cli>  set port <port#> atm-vci <atm-vci#> activate
Repeat Step 2 through Step 5 on each of the connections you want to rexomeyeed

to reroute multiple connections that originate on a single LightStream switch or you may
have to reroute connections that originate on more than one LightStream switch.

Whenever you deactivate a connection and then reactivate it, momentary data loss occurs while the
connection is taken down and then rerouted. If you do not entsetipert activatecommand
immediately after you deactivate the connection, you may increase the delay before the connection
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is reestablished.ou can reduce the delay by placing the commands to deactivate and then activate
the connections in a CLI script file. This ensures that both commands are run and minimizes the
delay. For instructions on writing CLI script files, refer to the section “Creating CLI Script Files.”

However you enter the commands, the rerouting occurs very quickly and any lost data should be
retransmitted by the sending applicat®rétransmission facilityf you are concerned about losing
critical data during the rerouting process, you should make arrangements to stop passing that data
during the rerouting procedure.
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Appendix A: Field Descriptions

This appendix contains an alphabetical list and description of all fields that may appear in a screen
display as the result of a command line interface (CLI) command.

Table 8-3

Field Names and Definitions

Field Name

Definition

Active LMI System

The local management interface (LMI) for a frame relay port.

Address Length

The length of the address.

Admin CSU Type

The channel service unit (CSU) type for the specified port.

Admin DCE Bit Rate

The speed per second set for the DCE.

Admin DSE Bit Rate

The speed per second set for the DSE.

Admin Expected DTE Rate

The expected rate of the data terminal equipment (DTE) for the specified port.

Admin Net Interface Type

The administrativet interface type for the specified port.

Admin Protocol

The administrative protocol for the specified port.

Admin Status

The administrative status (up or down) of the named port.

Administrative Status

The administrative status (up or down) of the named card.

Application

This indicates the current condition of the application as collected by the test and
control system (TCS) for a particular card in the chassis. The possible values are
enabled (activated) or disabled (not activated).

Application Load

This indicates the current condition of the Application Load as collected by the test
and control system (TCS) for a particular card in the chassis.

ATM Data Switch Contact

The name of the person to contact for issues relating to this switch. The
information should include how to contact this person.

ATM-UNI VCI list

This displays the list of ATM-UNI VCI connections. If a connection is down, an
asterisk (*) appears in the state (S) column for that connection.

Banner

The program name, version number, and date display.

Begin Time

This indicates the begin time of the specified collection. (A collection runs from its
begin time to its ending time. If the begin and ending times are not specified, the
collection runs continuously.)

Board Initialization

This indicates the condition of the board initialization as collected by the test and
control system (TCS) for a particular card in the chassis.

Bottom Temperature

The temperature indicated by the bottom sensor of the named card.

Broadcast Support

The type of broadcast supported for the specified port.

Cable Length (in feet)

The length of the cable connected to this trunk port.

Call Setup Backoff Time

The number that determines the successively longer periods of time that the system
will wait before retrying call set-ups.

Date/Time

The current date and time.

Debug

The level of the CLI debug attribute. Values are on (debugging enabled) or off
(debugging disabled, the default).
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Field Name

Definition

Default Router

The address of the default router, if one exists.

Description

This identifies the type of device. The information should include the full name
and version identification of the device.

Dest Admin DLCI

The data link connection identifier at the destination port.

Dest Admin Node

The destination node for the specified port.

Dest Oper DLCI

The data link connection identifier (DLCI) of the LightStream port at the other end
of the frame relay virtual circuit.

Dest Oper Insured Burst

The maximum amount of data (in bytes or cells) that the LightStream network will
transfer under normal conditions during the measurement interval from the
destination port to the source port.

Dest Oper Insured Rate

The data throughput specification (in bps or cps) that the LightStream network is
committed to support under normal network conditions.

Dest Oper Max Burst

The maximum amount (insured plus uninsured) data (in bytes or cells) that the
LightStream network will attempt to deliver under normal conditions from
destination to source during the measurement interval.

Dest Oper Max Rate

The maximum amount (insured plus uninsured) data (in bps or cps) that the
LightStream network will attempt to deliver under normal conditions from
destination to source.

Dest Oper Port

The LightStream port at the other end of the frame relay, frame forwarding, or
ATM UNI virtual circuit.

Dest Oper VCI

The virtual channel identifier (VCI) for this ATM UNI VCC.

Dest Operational Node

The destination node

Dest Operational Port

The destination port.

Discarded Output Packets

Number of output packets discarded due to resource limitation. If the statistic has
increased since the last polling, the increase is displayed by the rate of increase on
this port.

Discarded Packets Rcvd

The number of received packets that were received but discarded on this port.

Discarded Rcvd Packets

The number of packets discarded due to resource limitation. If the statistic has
increased since the last polling, the increase is displayed by the rate of increase on
this port.

DS3 Line Type

The type of DS3 line used on this ATM UNI port.

Call Setup Retry Time

The waiting period between the first two attempts to establish a connection on this
port. If the second attempt fails, Call Setup Backoff Time is invoked.

Card Depending on the CLI command you entered, this indicates the name of the card in
the named slot or the current condition of the specified card as collected by the test
and control system (TCS).

Card Name The name of an NP, switch, or line card.

Card PID The process identification number (PID) of the specified card.

Card Type This indicates the type of card in the named slot.

Cards Managed by Gid

The cards (listed by chassis name and slot number) managed by the global
information distribution (GID) process.

Cards Managed by ND

The cards managed by the neighborhood discovery (ND) process.

Chassis ID

This identifies the chassis by number.

Client Announcements
Received

The number of client announcements received.
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Field Name

Definition

Client Announcements
Transmitted

The number of client announcements transmitted.

Clients Managed by Gid

The clients (listed by process identification number) managed by the global
information distribution (GID) process.

Clock

This indicates the current condition of the clock as collected by the test and control
system (TCS) for a particular card in the chassis.

Collection Interval

This indicates the frequency (in seconds) that information is collected in the named
collection. (The default is 60 seconds.)

Collection ltems

This indicates the MIB objects being collected in the named collection.

Collection Status

This indicates the status of the named collection. Values are Under Creation
(stopped), Waiting (hot running), or Valid (running).

Community

The name of the SNMP community.

Config DB Active

The active configuration data base.

Configuration Author

The creator of the current configuration.

Configuration Host

The name of the host where the configuration was created.

Configuration ID

The identifying number of the current configuration.

Console Trap Level

The level set for the console traps. Values are SNMP, Oper, Info, Trace, Debug, or
off.

Contact

The name of the person to contact for issues relating to this switch.

CP POST

The state of power of self test (POST) commands on the card, either enabled or
disabled.

Echo source

The value of the echo source attribute. If the attribute vahuglégault), the
commands in script files are displayed as they are executed. If the vijubes
commands are not displayed.

Ending Time This indicates the end time for the specified collection. (A collection runs from its
begin time to its ending time. If the begin and ending times are not specified, the
collection runs continuously.)

Errs The switch error statistics for neighborhood discovery (ND) process (given for
both In Cells and Out Cells).

Ethernet Address The IP address for the NP’s Ethernet interface. This address is not associated with

a particular NP or slot; it points to the active NP in the chassis that is used for
network management.

Ethernet IP Mask

The Ethernet IP Mask of the IP address.

File The name of a collection record.

File Size The size (in KB) of a collection record.

Finish Time This indicates the begin time of the specified collection.

Flash A read only memory (ROM) that can be erased at common signal levels.

Flash Initialization

This indicates the condition of the flash initialization as collected by the test and
control system (TCS) for a particular card in the chassis.

Frame forwarding connections

list

This displays the list of frame forwarding connections. If a connection is down an
asterisk (*) appears in the state (S) column for that connection.

Frame Relay DLCI connections The list of frame relay data link connection identifiers (DLCIs).

list

Frame Relay DLCI list

This displays the list of frame relay DLCI connections. If a connection is down an
asterisk (*) appears in the state (S) column for that connection.
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Field Name

Definition

Full Enquiry Interval

The number of status enquiry intervals that pass before a full status enquiry
message is issued.

GID Process ID (PID)

The process identification number (PID) of the global information distribution
(GID) process.

Hostname The name of the current target switch.

Initstring The current contents of the modem initialization string for the switch card (stored
in EEPROM on the midplane).

Interval The time interval for collection of data collection for a collection.

IP Addresses Managed by Gid

This field identifies the Internet addresses managed by the global information
distribution (GID) process.

iso

The highest level object of the MIB tree.

iso.org

The subtree below the iso level of the MIB tree.

LC Software Version

This indicates the version of the LC software.

LCC Software Version

This indicates the version of the line card control process (LCC) that is running.

Line edit

The value of the CLI line edit attribute. If the line edit attribute valos {default),
you have access to an Emacs-like edfttive attribute value isff, line edit characters are
not supported.

Link Transmit Utilization

The instantaneous measure of the number of cells per second leaving the port. It
includes all types of cells, data as well as control. Therefore, the Link Transmit
Utilization can be higher than the Port Data Cell Capacity.

Local LMI State

The local management interface (LMI) that is active on the frame relay port.

Location

The physical location of the device.

Logging

The indication that the logging attribute is off (default) or on. If the logging
attribute value isff, no logging takes placeoFet the logging attribute ém, enter a log
file name as the value.

Max Query Period

The maximum length of time that unanswered status enquiries are tolerated before
the system declares the LMI port unreliable at the network end.

Max Status Query Errs

The maximum number of unanswered status enquiries tolerated before the system
declares the LMI port unreliable at the network end.

Max Supported VCs

The maximum number of virtual circuits (VCs) allowed for this interface.

Maximum Interval between

Permit Limit Updates

The maximum interval specification (in milliseconds) for trunk and outgoing edge
cards to report permit limits.

Measured Bit Rate

The received bit rate for a frame relay or frame forwarding port on a low-speed
edge line card.

Memory Allocation Failures

The number of memory allocation failures.

Memory In Use

This indicates the amount of memory (given in bytes) in use by the specified
process.

MIB2 Type

The MIB2 type as shown for the specified port.

Minimum Interval between CA

Updates

The minimum interval specification (in milliseconds) at which congestion
avoidance information processes distribute aggregated congestion avoidance (CA)
updates to input edge cards.

Minimum Interval between

Permit Limit Updates

The minimum interval specification (in milliseconds) for trunk and outgoing edge
cards to report permit limits.

MMA Collection Size

The amount of memory available to the Master Management Agent (MMA) for
data collection.
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MMA PID The process identification number of the MMA.

MMA Trap Filter Level The priority level of traps sent from the MMA to the CLI or an NMS. Priority
levels are 1 - operational, 2 - informational, 3 - trace, and 4 - debug.

MMA Trap Logging State The trap logging state of the MMA. The settings are on (default) or off.

Multicast Packets Rcvd Number of broadcast/multicast packets delivered (a portion of the total). If the
statistic has increased since the last polling, the increase is displayed by the rate of
increase.

Multicast Packets Sent Number of broadcast/multicast packets sent (a portion of the total). If the statistic
has increased since the last polling, the increase is displayed by the rate of increase.

Name Depending on the CLI command you entered, this field may specify a card,
collection, collection item, MIB object, node, process (alias name), traplog file, or
groups file.

ND Clients The list of neighborhood discovery (ND) clients.

ND Process ID (PID) This indicates the process identification number (PID) of the neighborhood

discovery (ND) process.

ND Switch Statistics The statistics for slot, in cells, out cells, and errors for the neighborhood discovery
(ND) process.

Neighbor Generic The number of Neighbor Generic Announcements received.
Announcements Received

Neighbor Generic The number of Neighbor Generic Announcements transmitted.
Announcements Transmitted

Neighbor IP Announcements  The number of Neighbor IP Announcements received.
Received

Neighbor IP Announcements The number of Neighbor IP Announcements transmitted.
Transmitted

Neighbor Link Announcements The number of Neighbor Link Announcements received.
Received

Neighbor Link Announcements The number of Neighbor Link Announcements transmitted.
Transmitted

Neighbor New Announcements The number of Neighbor New Announcements received.
Received

Neighbor New Generic The number of Neighbor New Generic Announcements received.
Announcements Received

Neighbor New Link The number of Neighbor New Link Announcements received.
Announcements Received

Neighbor NPs known to ND The neighbor network processors (NPs) known to the neighborhood discovery
(ND) process.

Neighborhood Announcements The number of Neighbor Announcements received.
Received

Neighborhood New The number of Neighborhood New Announcements received.
Announcements Received

Neighbors in Exchange Start The number of neighbors in exchange start state.
State

Neighbors in Exchange State The number of neighbors in exchange state.

Neighbors in Existent Sync The number of neighbors in existent sync state.
State

Optimizing the Load Across Trunks 8-145



Optimizing the Load Across Trunks

8-146 Book Title

Field Name

Definition

Neighbors in Full Sync State

The number of neighbors in full sync state.

Neighbors in Loading Sync
State

The number of neighbors in loading sync state.

Neighbors Managed by Gid

The list of neighbors managed by the global information distribution (GID)
process.

Net Interface Type

The type of frame relay network interface on this port. The types are user network
interface (UNI) and network to network interface (NNI).

New Neighbor IP
Announcements Received

The number of New Neighbor IP Announcements received.

Normal Packets Rcvd

Number of unicast packets received by the indicated port. If the statistic has
increased since the last polling, the increase is displayed by the rate of increase.

Normal Packets Sent

Number of unicast packets sent by the indicated port. If the statistic has increased
since the last polling, the increase is displayed by the rate of increase.

Number of Line Cards
managed by ND

/The number of line cards managed by the neighborhood discovery (ND) process.

Octets Rcvd

Total octets received from the media from the indicated port. If the statistic has
increased since the last polling, the increase is displayed by the rate of increase.

Octets Sent

Total octets sent on the media by the indicated port. If the statistic has increased
since the last polling, the increase is displayed by the rate of increase.

Oper CSU Type

The channel service unit (CSU) type for the named port.

Oper DCE Bit Rate

The DCE bit rate for the named port.

Oper Expected DTE Rate

The expected DTE rate for the named port.

Oper Interval

The channel service unit (CSU) type for the named port.

Oper Net Interface Type

The interface type for the named port.

Oper Protocol

The protocol operating on the interface.

Oper Status

The operational status (up or down) of the named port.

Operational Max Frame Size

The maximum frame size (in bytes) for the named port.

Operational Status

This indicates the status (up or down) of the card in the named slot.

Output Errors

Packets discarded due to error. If the statistic has increased since the last polling,
the increase is displayed by the rate of increase.

Paddle Card

This indicates the current status of the access card (presence and condition) as
collected by the test and control system (TCS) for a particular card in the chassis.

Paddle Card Override

This indicates the current condition of the access card override (enabled or
disabled) as collected by the test and control system (TCS) for a particular card in
the chassis.

Paddle Power Override

This indicates the current condition of the access power override (enabled or
disabled) as collected by the test and control system (TCS) for a particular card in
the chassis.

PID

The process identification number.

PID Administrative Status

This indicates the administrative status (active or inactive) of the named
process.

PID Alias

This indicates the alias name for the specified process.

PID Name

This indicates the name for the specified process.

PID Operation Status

The operation status of the process.
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Field Name

Definition

PID Trap Level

This indicates the trap level setting for the specified process. Values are oper, info
(default), trace, or debug.

PID Up Time

The length of time the process has been running.

CP Scrambling

This indicates whether the cell payload scrambling is enabled or disabled for the
named card. (The default is disabled.)

Port Data Cell Capacity

The available data cell capacity for the named port.

Port Frame Forwarding Name

The name of the frame forwarding port.

Port Frame Relay Name

The name of the frame relay port.

Port MTU

The maximum transmission unit number for the specified port.

Port Name The name of the specified port.
Port Speed The speed (in bps) for the specified port.
Port Type The port type (MS Trunk or LS Edge, for example).

Port Unreserved Capacity

The available capacity (in cells) for the named port.

Ports Managed by Gid

The list of ports managed by the global information distribution process.

POST

This indicates the current condition of the power on self test (POST) as collected
by the test and control system (TCS) for a particular card in the chassis.

Power Supply This indicates the current condition of the power supply as collected by the test and
control system (TCS) for a particular card in the chassis.

Power Supply A This indicates the condition of the bulk power tray in power slot A of the
LightStream chassis. If this slot is unused, Empty will appear in this field.

Power Supply A Type This indicates the power type in power slot A of the LightStream chassis. If this

slot is unused, Empty will appear in this field.

Power Supply B

This indicates the condition of the bulk power tray in power slot B of the
LightStream chassis. If this slot is unused, Empty will appear in this field.

Power Supply B Type

This indicates the power type in power slot B of the LightStream chassis. If this
slot is unused, Empty will appear in this field.

Primary Addr

This indicates the IP address for the primary NP’s switch interface.

Primary Switch

This identifies the primary active switch card (SA or SB).

PROGRAM:

The program name and its compile time.

Receive Errors

The packets discarded due to format error. If the statistic has increased since the
last polling, the increase is displayed by the rate of increase.

Registered ND Client Processes The list of registered neighborhood discovery (ND) processes.

Remote LMI State

The state of the remote LMI. LMI is local management interface; a frame relay
protocol for getting the status of frame relay circuits from attached frame relay
devices.

Request Interval

The maximum number of seconds specified that the system expects to elapse
between status enquiry messages from the user end of the frame relay connection.

SCSI Power This indicates the current condition of the SCSI power as collected by the test and
control system (TCS) for a particular card in the chassis.

Secondary Addr This indicates the IP address for the secondary NP.

Slot # This indicates the type of card in Slot #. If the slot is unused, Empty will appear in

this field.

Slot # Config Assembly

This identifies the configuration assembly as collected by the test and control
system (TCS) for the card in the indicated slot of the chassis.
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Slot # Config Postcode

This identifies the configuration post code as collected by the test and control
system (TCS) for the card in the indicated slot of the chassis.

Slot # Config Serialnum

This identifies the configuration serial number as collected by the test and control
system (TCS) for the card in the indicated slot of the chassis.

Slot # Config Slavecode

This identifies the configuration slave code as collected by the test and control
system (TCS) for the card in the indicated slot of the chassis.

Slot # Config Type

This identifies the configuration type as collected by the test and control system
(TCS) for the card in the indicated slot of the chassis.

Slot # Daughter Assembly

This identifies the daughter assembly number as collected by the test and control
system (TCS) for the card in the indicated slot of the chassis.

Slot # Daughter Serialnum

This identifies the daughter serial number as collected by the test and control
system (TCS) for the card in the indicated slot of the chassis.

Slot # Oem Assembly

This identifies the OEM assembly number as collected by the test and control
system (TCS) for the card in the indicated slot of the chassis.

Slot # Oem Serialnum

This identifies the OEM serial number as collected by the test and control system
(TCS) for the card in the indicated slot of the chassis.

Slot # Paddle Assembly

This identifies the access card assembly number as collected by the test and control
system (TCS) for the card in the indicated slot of the chassis.

Slot # Paddle Serialnum

This identifies the paddle serial number as collected by the test and control system
(TCS) for the card in the indicated slot of the chassis.

Slot # State The temperature conditions (top and bottom) as collected by the test and control
system (TCS) for the card in the indicated slot of the chassis.
Slot # \oltage This indicates the TCS VCC, VCC, SCSI, and VPP voltages as collected by the

* TCS VCC Voltage
» VCC \oltage
» SCSI \Woltage
» VPP \oltage

test and control system (TCS) for the card in the indicated slot of the chassis. The
current voltages are shown as well as the normal voltage ranges.

Slot 2 This indicates the type of card in slot 2. If the slot is unused, Empty will appear in
this field.

Slot 3 This indicates the type of card in slot 3. If the slot is unused, Empty will appear in
this field.

Slot 4 This indicates the type of card in slot 4. If the slot is unused, Empty will appear in
this field.

Slot 5 This indicates the type of card in slot 5. If the slot is unused, Empty will appear in
this field.

Slot 6 This indicates the type of card in slot 6. If the slot is unused, Empty will appear in
this field.

Slot 7 This indicates the type of card in slot 7. If the slot is unused, Empty will appear in
this field.

Slot 8 This indicates the type of card in slot 8. If the slot is unused, Empty will appear in
this field.

Slot 9 This indicates the type of card in slot 9. If the slot is unused, Empty will appear in
this field.

Slot 10 This indicates the type of card in slot 10. If the slot is unused, Empty will appear in

this field.

Slot of Primary NP

This indicates the slot that contains the primary active NP.
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Field Name Definition

Slot of This NP This indicates the slot that contains the NP being displayed.

Slot SA This indicates the type of card in slot SA. If the slot is unused, Empty will appear
in this field.

Slot SB This indicates the type of card in slot SB. If the slot is unused, Empty will appear in

this field.

Software Version Number

The version number of the specified application.

Source Node

The node at the source of the service.

Source Port

The port at the source ofgbrice.

Source VCI

The source virtual channel identifier (VCI) for the VCC.

Src Admin Insured Burst

The maximum amount of data (in bytes or cells) that the LightStream network will
transfer under normal conditions from the destination port to the source port during
the measurement interval.

Src Admin Insured Rate

The data throughput (in bits per second or cells) that the LightStream network is
committed to support under normal network conditions. The insured rate (IR) is
specified in bits per second for FF and FR interfaces, in cells per second for ATM
UNIL.

Src Admin Max Burst

The maximum amount (insured plus uninsured) data (in bytes or cells) that the
LightStream network will attempt to deliver under normal conditions from
destination to source during the measurement interval. (Measurement interval is
calculated by dividing maximum burst size by maximum rate.)

Src Admin Max Rate

The maximum amount (insured plus uninsured) data (in bps or cps) that the
LightStream network will attempt to deliver under normal conditions from
destination to source. (The uninsured data may be dropped if the network is
congested.)

Src DLCI The LightStream node at the other end of the frame relay, frame forwarding, or
ATM UNI virtual circuit.
Src Node The node at the source of the service.

Src Oper Insured Burst

The data throughput on a given virtual circuit that the LightStream network
commits to transfer during a specified interval.

Src Oper Insured Rate

The data throughput specification in bps or cps that the LightStream network
supports under normal network conditions.

Src Oper Max Burst

The maximum insured plus uninsured data throughput on a given virtual circuit
that the LightStream network commits to transfer during a specified interval, in
bytes (for FF and FR) or cells (for ATM UNI),

Src Oper Max Rate

The maximum, insured plus uninsured data throughput rate that the LightStream
network will attempt to deliver on a given virtual circuit. The uninsured data may
be dropped if the network is congested. This throughput is the highest that the
virtual circuit will ever deliver.

Src Port The LightStream port at the other end of the frame relay, frame forwarding, or
ATM UNI virtual circuit.
State The state of the cards managed by the neighborhood discovery (ND) process.

Status Query Period

The maximum length of time that unanswered status enquiries are tolerated before
the system declares the LMI port unreliable at the network end.

Subnet Mask

The address mask used to identify which bits in the address are network
significant, subnet significant, and host significant portions of the complete
address.
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System Up Time

The length of time the system has been up. The time is given in hours, minutes, and
seconds.

TCS Hub

This indicates the current condition of the TCS hub as collected by the test and
control system (TCS) for a particular card in the chassis.

TCS VCC Power

This indicates the current condition of the test and control system (TCS) VCC
(+5V) power as collected by the TCS for a particular card in the chassis.

TCS \oltage

This indicates the TCS voltage of the named card.

Temperature

This indicates the current temperature condition collected by the test and control
system (TCS) for a particular card in the chassis.

Temperature Bottom

The temperature indicated by the bottom sensor of the named card.

Temperature Paddle Card
Region 1

The temperature in region 1 of the named access card.

Temperature Paddle Card
Region 2

The temperature in region 2 of the named access card.

Temperature Top

The temperature indicated by the bottom sensor of the named card.

Terminal Type

This indicates the terminal type you are using.

Timer

The CLI timer that indicates the time since the CLI was restarted or since this timer
was reset.

Top Temperature

The temperature indicated by the top sensor of the named card.

Traplevel The level that the CLI debug attribute has been set to. (Values are off, oper, info,
trace, or debug.)
Type The type of service for this ATM UNI circuit (Quaranteed or insured).

Unknown Protocols Rcvd

The number of packets received that were destined for unknown protocols. If the
statistic has increased since the last polling, the increase is displayed by the rate of
increase.

User Monitored Events

The number of monitored events.

User Polling Interval

The number of seconds specified between consecutive status enquiries sent by the
user portion of a frame relay interface that has a local management interface
(LMI).

Value The alias name of a PID.

VCC Power This indicates the current condition of the VCC (+5 V) power as collected by the
TCS for a particular card in the chassis.

VCC \oltage This indicates the VCC (+5 V) voltage of the named card.

VEE Power This indicates the current condition of the VEE power as collected by the TCS for
a particular card in the chassis.

VPP Power This indicates the current condition of the VPP power as collected by the TCS for a
particular card in the chassis.

XILINX Load This indicates the current condition of the XILIN Load as collected by the test and

control system (TCS) for a particular card in the chassis.




